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procurement must be made:
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Bureau of Information Technology Services
Division of Nutrition

New York State Department of Health
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SECTION 1: INTRODUCTION

The Women, Infants and Children (WIC) Program is a federal program under the jurisdiction of
the United States Department of Agriculture (USDA) and administered by the New York State
Department of Health. WIC’s purpose is to improve pregnancy outcomes, promote optimal
growth and development for infants and children and influence lifetime nutrition and health
behaviors. The program provides prescribed supplemental foods, nutrition education and
counseling, and referral to health care and social services for low-income persons at nutritional
risk, including pregnant, postpartum and lactating women, infants, and children up to age five.
Currently, New York’s WIC Program provides approximately $565 million per year in benefits.
It serves approximately 500,000 participants monthly at 100 local agencies statewide and
operates 550 service sites that employ an estimated 1,700 local agency staff.

The WIC Statewide Information System (WICSIS) provides state and local agency workers
throughout New York State with a fully functional client/server application and database for the
Special Supplemental Nutrition Program for Women, Infants and Children (WIC). It enables
each local agency to schedule, certify, document nutrition risk and counseling, analyze the
clinic’s operations and print and distribute computer-generated checks directly to its participants
during their scheduled visits. Participants sign an electronic check register when receiving their
WIC checks. These checks are only redeemable at WIC-approved grocery and pharmacy stores
for the foods and infant formula specified on the check.

The New York State Department of Health (NYSDOH) is soliciting proposals to provide a wide
range of computer hardware, supplies and services to upgrade existing equipment that supports
WICSIS.

The NYSDOH Division of Nutrition (DON) will select a single contractor to provide all products
and services related to this Request for Proposals (RFP). The bidder must provide proof that
manufacturer(s) of equipment proposed in this RFP have been in the commercial computer
business for a minimum of two years and have minimum yearly sales as follows:

e Desktop computers — 1,000,000 systems
e Notebook computers - 500,000 systems
e Printers - 100,000 units
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SECTION 2: BACKGROUND

NYSDOH DON needs to procure a new four-year contract with an optional one year extension
to lease PCs, laptops, printers and various other items including maintenance, supplies,
consumables and other services. The selected contractor will be responsible for configuring the
equipment to NYSDOH DON specifications and installing it at approximately 225 locations
across New York State, following a predetermined schedule.

It is anticipated that the contract resulting from this RFP will begin on May 10, 2010. One
month following execution of the contract, NYSDOH DON staff will require a small number of
systems to be used to perform compatibility testing and other preparatory tasks prior to
implementation. NYSDOH DON will provide this information to the winning contractor at least
two weeks prior to this testing.

Installations at the State WIC Central Office and the WIC Training Centers will occur two
months following receipt of the testing equipment. A pilot deployment to Local Agencies is
scheduled to occur a month thereafter with the rest of the installations to take place over a six-
month period, beginning two months after the pilot start date .

The contractor must ensure that all necessary steps are taken to complete the implementation on
schedule. This requires configuration and installation of all equipment and software at
approximately 225 permanent WIC sites statewide, six regional offices, the State Central Office
in Menands and the WIC Training Centers.

To achieve the installation deadlines, the products procured as a result of this RFP must be
installed according to a schedule to be confirmed as soon as possible after the contract award.
Locations of current sites are provided in Attachments 14 and 15.
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SECTION 3: DETAILED SPECIFICATIONS
3.01 Scope of the Project

The successful bidder will be responsible for providing the products and services listed below to
the NYSDOH DON.

All references to quantities in Attachments 18 - 23 are ESTIMATES and will be used only for
evaluation purposes. However, these numbers do reflect our best estimates at this point and
should help to delineate the scope of the project. The successful bidder will be required to
conform to New York State procurement rules for the purchase of equipment, supplies and
services.

A. Hardware/Software

The contractor will be required to lease hardware such as workstations, printers, servers,
wireless routers, etc. The bidder must provide the latest shipping version of Microsoft
Windows operating system for business for all computers as detailed in Attachment 17.
File and Print servers and laptop servers must be configured with the latest shipping
server version of Microsoft Windows operating system, but without additional Client
Access Licenses (CALs). Refer to Attachments 14 and 15 for site locations and to
Attachment 17 for a complete list of required hardware.

B. Supplies

The contractor will be required to provide one additional toner per printer upon
installation and guarantee the same price for additional toner and other supplies (that may
be purchased at NYSDOH DON?’s discretion), starting with the first local agency
deployment and continuing for one year. (Refer to Attachments 14, 15 and 17 and
Section 3.04.D. for details).

C. On-Site Hardware Maintenance

The contractor will be required to provide on-site maintenance for all hardware leased
under this contract.

D. Consulting Services

The contractor will be required to provide appropriately trained and certified staff to
assist NYSDOH DON personnel with issues relating to configuration and troubleshooting
of the equipment provided. These services must be available at the proposed cost on an
“as needed” basis over the life of the contract.
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3.02 General Provisions

The bidder must specifically address and respond in writing to each item, stating specifically
whether the proposal submitted does or does not meet the stated requirement. Responses should
be cross-referenced in Attachment 4, Bidder Response Checklist. Also, please refer to Section 4,
Proposal Requirements, for specifics.

A. Bidder’s Introduction/Profile

Provide a bidder’s profile that includes:

A brief introduction of the bidder

Products and services that the company provides

Ability to provide NYSDOH DON with the proposed services

Number of years providing any of the sales/services being requested in the RFP
Company’s name, address, telephone/fax numbers

Federal identification number

List any Doing Business As (DBA) or Also Known As (AKA)

Names of the President or CEO and other top executives

Name of the person from your company that can be contacted regarding the
proposal. Include the contact person’s telephone and fax numbers (including area
code) and e-mail address.

An alternate contact person in case the main individual is not available. Provide
the same information as for the main contact

B. Bidders References

Provide five customer references, including the names of contact persons and their
telephone numbers. Provide two alternate references that may be contacted in the event
that any primary reference is unavailable. At a minimum, the projects used for references
should resemble this one in terms of size, function, etc., particularly in the areas of
support, maintenance and deployment. If any services were performed for a state agency,
please include it as one of your references.

C. New Hardware and Latest Technology

All hardware proposed by the bidder must be new (unused) and be the latest models in
current production that meet the productive use requirement described in Section 3.03.B.
A statement to this effect must be included. NYSDOH DON may monitor press
announcements and other information sources to ensure the validity of the statement.

D. State Energy Efficiency

The bidder must agree to meet mandatory standards and policies related to energy
efficiency which are contained in the State Energy Conservation Plan issued in
compliance with the Energy Policy and Conservation Act.
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E. Federal Requlatory Compliance

1. Environmental
The bidder must agree to comply with Section 306 of the Clean Air Act (42 U.S.C.
1857{L}, Section 508 of the Clean Water Act (33 U.S.C. 1368), Executive Order
11738, and Environmental Protection Agency Regulations (40 C.F.R. Part 15), which
prohibit the use of pollutants under non-exempt Federal contracts, grants or loans of
facilities included on the EPA list of Violating Facilities. Violations are to be
reported to the applicable Federal agency and to the U.S.E.P.A. Assistant
Administrator for Enforcement (EN-329).

2. Anti-Kickback
The bidder must agree to comply with the provisions of the “Anti-Kickback” section
of the Copeland Act (18 U.S.C. Section 874) which prohibits “kickbacks” from
public works employees and applies to any contract assisted in whole or in part by
loans or grants from the Federal Government, except those contracts where the only
federal assistance is a loan guarantee. Violators are subject to a fine or imprisonment
of not more than five years, or both.

3. Software and Documentation
The bidder must agree to comply with the provisions that the State and the USDA
Food and Nutrition Service reserve a royalty-free, nonexclusive, and irrevocable
license to reproduce, publish, or otherwise use and authorize others to use for State
and Federal Government purposes, the copyright of any software and associated
documentation developed under the resulting contract.

F. Lease Agreement Documentation
Upon request, bidder must agree to provide a copy of the lease agreement language
intended for use in the resulting contract. This will not be scored; it is for information
purpose only.

G. Terms of Proposal
The terms of all proposals must remain in effect for at least 270 calendar days after the
proposal submission date. The bidder must include a statement of compliance with this
provision.

3.03 Technical Requirements

The bidder must respond in writing to each item, stating how each requirement is met, and not
simply respond with such terms as “agreed” or “complied with”. Complete Attachment 4,
Bidder Response Checklist. Also, please refer to Section 4, Proposal Requirements, for
specifics.

A. Eaquipment Reliability

1. In order to ensure the overall reliability of the computer product lines provided under

10
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this RFP, the computer equipment manufacturer will be evaluated against the Gartner
Group’s Magic Quadrant for both Global Enterprise Laptops and Desktop PCs and
the NYSDOH DON criteria listed below. Provide information that the manufacturer
meets these criteria.

Bidders must complete Attachment 29 (Equipment Reliability (NYSDOH DON
Criteria) and attach any applicable documentation for the NYSDOH DON criteria
listed below:

Desktop Computer Business

Provide proof that the computer manufacturer has commercial desktop computer
sales of at least 1,000,000 systems per year and have been in the commercial
desktop PC business for at least two years.

Laptop computer Business

Provide proof that the computer manufacturer has commercial laptop computer
sales of at least 500,000 systems per year and have been in the commercial
notebook PC business for at least two years.

Printer Business

Provide proof that the printer manufacturer has commercial printer sales of at
least 100,000 units per year and have been in the commercial printer business for
at least two years.

Microsoft Certification
All proposed computers must have been certified by Microsoft for the operating
system provided with it.

Regulatory Approvals
All equipment (where applicable) must be UL-listed and have received a
minimum Class B rating by the FCC.

B. Productive Use Requirement

3.04

All proposed hardware and software must have been installed in a production
environment of paying customers, and must have been in full production (not “beta”) use
for a minimum of three months at the time of the bid submission. Documentation must
be submitted which indicates the performance (overall reliability) of each type of
equipment proposed. The information must document that the equipment is currently on
the premises of at least three different paying customers, none of which is owned by or
owns the bidder. This should include the name and address of the installation and the
name, title, and telephone number of the contact person at that installation.

Hardware, Software and Supplies Specifications

A. Electronic fill-in forms (Attachment 18) have been provided for technical specification

responses. The forms and instructions are located on the following web site:

11
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http://www.nyhealth.gov/funding, under the RFP Title, WICSIS Local Agency
Technology Refresh. They must be completed for products in each category and printed
out. You may also submit an electronic file of this attachment. Attach the corresponding
manufacturer’s specification sheets for each product being proposed.

B. Hardware
For all hardware, the bidder must adhere to the following requirements:

1. Specify exact equipment brand name and model, CPU type and speed, all component
information, etc., using form provided in Attachment 18.

2. Must meet all minimum requirements specified in Attachment 17.
C. Software

1. The bidder must provide the Microsoft Windows operating system for all computers
and servers, and must include version information on specification forms provided in
Attachment 18. The version included with each client computer shall be the latest
version of Microsoft Windows for business currently shipping at the time the order is
placed. File and print servers and laptop servers must be configured with the latest
shipping server version of Microsoft Windows operating system, but without
additional server CALs. The Division’s networks have been configured to use per-
seat licensing.

2. All client machines (desktops and laptops) will be loaded with the Microsoft
Windows operating system, Sybase Client, Symantec Anti-Virus, and the WICSIS
(PowerBuilder) application. Additionally, all client machines for local agencies will
be loaded with Open Office and Microsoft Word 97 and those for the Central and
Regional Offices will be loaded with Microsoft Office 2007. These machines will be
pre-loaded by the contractor from images created by NYSDOH DON and provided to
the contractor during the pre-installation phase. NYSDOH DON will provide
licenses for all software other than the Windows operating system and any software
required to operate each specific component (such as DVD burner software and
drivers).

D. Supplies

NYSDOH DON requires the contractor to provide certain supplies at the price quoted in
its bid, beginning at the first deployment and continuing for one year. The following
supplies must be included on the Technical Specification Response form (Attachment 18)
and must meet the minimum requirements outlined in Attachment 17:

e Toner (regular)

e Toner (MICR)

e Cat 5e Network Cables

12
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E. Optional Hardware, Products and Supplies

The items listed in the Optional Technology section of Attachment 17 may be
purchased or leased under this contract if NYSDOH DON chooses to do so. Bidders
are required to submit technical specifications and pricing for information purpose
only. Pricing will not be scored or added to the total bid price. All optional items
will be shipped directly to the NYSDOH DON Central Office in Albany and installed
by state personnel. Prices quoted should include all shipping and handling charges (if
any) to NYSDOH DON Central Office.

Provide the exact equipment brand name and model, CPU type and speed, all
component information, etc. for all optional hardware and products indicated, as well
as the brand and description of the optional supplies listed on Attachment 18.

3.05 Support and Maintenance Requirements

Successful bidder must appoint a Project Manager to be responsible for the success of the project
and provide consulting services on an as needed basis.

The bidder must propose an equipment maintenance plan covering each applicable product for
the duration of the contract (from NYSDOH equipment acceptance through end of the contract),
and cover all costs including labor, parts, shipping, and travel.

A. Project Management

The successful bidder must appoint a Project Manager to be responsible for the overall
success of the project. The project manager must have the authority to make decisions on
behalf of the contractor to correct problems and improve services when necessary. Once
the winner of the bid is selected, the bidder must provide the NYSDOH DON the project
manager’s name, telephone/fax numbers, e-mail address and resume. This individual will
initially report to the NYSDOH DON on a weekly basis prior to and during deployment
to provide an update on the status of the project.

A designated project manager will not be needed once deployment is completed.
However, NYSDOH DON will still require a designated individual to resolve issues that
may arise during the life of the contract such as billing, maintenance, contract changes
and additional orders. NYSDOH DON reserves the right to request a replacement if
NYSDOH DON is not satisfied with the individual’s performance.

Bidder is to provide a statement of compliance with this requirement.

B. Consulting Services

The contractor is required to provide appropriately trained and certified staff to assist
NYSDOH DON personnel with issues relating to configuration and troubleshooting of
the equipment provided. These services must be available at the proposed cost on an *“as
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needed” basis over the life of the contract. A resume or other documentation of
experience of the proposed individual will be required prior to commencement of any
consulting engagement. The Department of Health reserves the right to request an
alternate individual if the one proposed by the contractor is not satisfactory. Bidder is to
provide a statement of compliance with this requirement.

C. Provide detailed Support and Maintenance Plans for the following:

e Asset management/inventory control
e Acquisition of supplies
e Maintenance of all hardware and software

1. Assets Management/Inventory Control Plan

An integral part of the project is the contractor’s ability to make available asset
tracking information that includes, but is not limited to, the items listed below.

Describe your proposed plan addressing the requirements listed below:

a. Inventory must be provided to NYSDOH DON in electronic form quarterly and
whenever requested by the NYSDOH DON.

b. The file format, to be negotiated with the winning contractor, will enable the
import of asset information into the Help Desk software application, which runs
on MS SQL 2005.

c. Changes to inventory information, such as serial number due to equipment
replacement, must also be provided in this file. The information provided should
include:

) Equipment type (PC, laptop, printer, etc.)

Equipment model number

Equipment serial number (originally issued and replacement(s), if any)
Equipment installation location (site #, name and address)

Installation date

Lease starting date

Lease ending date

End of lease notification date (if applicable)

2. Supply Acquisition Plan

An ordering system must be established to allow NYSDOH DON to procure, on an
“as needed” basis, all supplies listed in Section 3.04.D. Bidders must describe the
plan by which this requirement will be accomplished.

The WIC Help Desk will generate orders to request supplies. The order will provide
the contractor with the product 1D, quantities required and the name and address of

14
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the site where the order is to be shipped. It is the contractor’s sole responsibility to
ensure on-time delivery of all orders to the requested location.

NYSDOH DON reserves the right to stop ordering supplies from the bidder at any
time. No minimal order guarantee is made by NYSDOH DON other than the number
required for the initial installation.

Shipping charges for mailing of supplies by regular, ground shipment must be
included in the proposed price. In rare cases, the NYSDOH DON may request a
delivery by other than routine ground shipment. In these cases, the shipping charges
will be paid by NYSDOH DON as charged by carrier.

Plan must include a method that will give NYSDOH DON the ability to confirm
delivery of supplies to verify invoices against the orders. NYSDOH DON would
prefer a web based system to access this information.

3. Hardware and Software Support and Maintenance Plan

The goal of the on-site support and maintenance plan is to minimize disruption of
WIC service delivery due to non-functional equipment. For the contract duration, the
contractor will repair or replace all non-functioning equipment. Total maintenance
cost must include all labor, parts, shipping, and travel. Bidder must describe the plan
by which these requirements will be accomplished including:

a. A description of the bidder and its technical support team that will be used for
support and maintenance. Include experience and qualifications in maintaining
this type and quantity of equipment. Bidder must indicate if support team is a
subcontractor organization and, if so, what function(s) they will perform and their
experience in performing such functions.

b. Providing bidder’s customer references (as required in Section 3.02.D.) where
services similar to those required in this section were or are being provided. Ifa
subcontractor will be used, provide three references (including the names of
contact person and their telephone numbers) for each service being performed by
the subcontractor.

c. Describing how the maintenance plan will address and incorporate each of the
following requirements:

i.  Maintenance for these devices must include all labor, parts and maintainable
items within the unit including, but not limited to, printer fusers, rollers and
other parts subject to wear.

ii.  Contractor must provide a single centralized call center to handle all service
calls.
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iii.  Contractor must provide a customer priority code or other mechanism to
allow for immediate response to support calls.

iv. Contractor must provide a mechanism to allow NYSDOH DON staff to
report equipment problems when the contractor’s help desk is closed (a web-
based tool would be preferred.)

v.  The contractor’s Call Center will assign a tracking ticket number to each
call. Ticket status must be updated within two hours of a ticket’s change in
status.

vi. An online, web-based system must be available to allow NYSDOH DON
staff to check the status of any maintenance ticket opened or closed. This
tool does not need to be integrated with the NYSDOH DON Help Desk call
tracking system.

vii. Closed ticket information must be available for a minimum of six months
after closure. All information entered on such ticket must be available
online.

viii. Equipment must be repaired and returned to its fully functional condition.

iXx. Computers must be reloaded/re-imaged after repairs have been made (if
necessary).

d. Contractor must maintain and provide replacement parts, where applicable, for all
proposed equipment for a period covering at least the duration of the contract,
including any extension agreed upon by NYSDOH DON and contractor. These
components must be manufacturer-approved replacement parts and comply with
warranty requirements. In the event that a replacement part requires the return of
the old part, the contractor will be required to return such part. Exceptions to this
requirement are all the replaced data storage devices (as defined in Section 3.07),
which need to be returned to our Central Office in Menands after they are
replaced.

e. Contractor must continue to provide NYSDOH DON firmware and driver updates
for all installed equipment as they are released throughout the length of the
contract.

f. The NYSDOH DON Help Desk will conduct the first level of troubleshooting
when a system is in need of repair. Help Desk must not be required to use
specific tools or perform invasive troubleshooting steps requiring the handling of
hardware components. If the NYSDOH DON Help Desk is unable to resolve the
problem, the ticket will be referred to the contractor and the following steps will
be taken:

16
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The contractor’s call center will give the NYSDOH DON Help Desk a
tracking number for the incident and will make the ticket status available to
NYSDOH DON online.

Prior to dispatching a technician, the contractor must contact the site contact
person/coordinator to schedule a time for the technician’s arrival and to
ensure staff and/or required resources will be available when the technician
arrives.

The contractor’s call center will dispatch a technician to correct the problem
in compliance with Time Frames and Service Levels described below.

If the equipment cannot be repaired in the allotted time, the contractor must
agree to call in the equipment manufacturer and pay for all expenses
incurred to repair or replace the equipment.

Adherence to Time Frame Definitions listed below:

Notification Response Time: This is the time interval between the time a
trouble call is placed and a return call is received by the NYSDOH DON
Help Desk. Calls will be placed through a single call center. NYSDOH
DON will record in its Help Desk system the time a service call has been
placed.

Site Response Time: This is the time interval between the time the initial
trouble call is placed and the time the contractor arrives at the site. Local
agency staff will record the time the contractor arrives at the site.

Repair Time: This is the time interval between the time the contractor
arrives on site and the time that the equipment is repaired or replaced, fully
configured, and functional. Local agency staff will record the time the repair
is completed.

Business Hours: For the purposes of Service Levels, business hours are
from 9:00 a.m. to 5:00 p.m. Monday through Friday.

h. Adherence to the following Service Levels:

For all servers, including laptop servers, Magnetic Ink Character
Recognition (MICR) printers and wireless routers:

¢ Notification Response Time: One hour
e Site Response Time: Four hours
e Repair Time: Four hours
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ii.  For all other equipment (desktops, laptops, non-MICR printers, etc.)

e Notification Response Time: One hour
e Site Response Time: Next Business day
e Repair Time: One Business day

i. In cases where the agency causes the contractor to miss the required Service
Level, the clock will re-start at the time that the agency is available to have the
service performed.

J. Liquidated Damages
The following non-negotiable liquidated damages apply to Warranty/Repairs.
Damages will be assessed at the discretion of NYSDOH DON on a case-by-case
basis. These fees shall not apply to circumstances outside of the contractor’s
control.

i.  All servers, wireless routers and MICR printers:
$200.00 per hour, per unit, commencing after Site Response Time or Repair
Time has passed.

ii.  Workstations, laptops and laser printers at permanent sites:
$200.00 per day, per unit, commencing after Site Response Time or Repair
Time has passed.

3.06 Deployment Plans

Bidder must provide detailed plans for the deployment of all hardware, software and supplies.
Describe the plan by which these requirements will be accomplished including:

A. Quality

A high standard of quality is expected to be maintained by the contractor for the duration
of the contract. This level of quality applies to all aspects of deployment including pre-
installation, staging, de-installation of old equipment, installation and site acceptance. To
ensure service quality, provide the following within each plan:

1. A description of the bidder’s support team that will be used for deployment. Include
experience and qualifications in deploying this type and quantity of equipment.
Bidder must indicate if support team is a subcontractor organization and, if so, what
function(s) they will perform and their experience in performing such functions.

2. Bidder’s customer references (as required in Section 3.02.B.) for which services
similar to those required in this section were provided. If a subcontractor will be
used, bidder must provide three references (including the names of contact persons
and their telephone numbers) for each service performed by the subcontractor.

3. Provision for project tracking, status reports and ad hoc meetings.
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4. Provision for problem identification, tracking, resolution and reporting.

B. Pre-installation Requirements

Prior to the installation of the equipment, the contractor must provide equipment to create
images, assist with and test NYSDOH DON’s configuration and installation guide, stage
equipment and ensure accessibility to each WIC site for equipment delivery.

The bidder must describe a plan that meets these requirements:

1. Provide a complete set of equipment to the NYSDOH DON at least 30 days prior to
the commencement of the first deployment for the purpose of creating images for
each server, desktop and laptop equipment and to create procedures for the
configuration of the equipment in the field. NYSDOH DON will provide the
contractor with images to be used on each of the computing devices and instructions
on how to setup the equipment at the sites.

2. Assist NYSDOH DON in developing the hardware configuration and software
installation guide. Contractor will also be responsible for testing this guide on
appropriate equipment.

3. Stage equipment and pre-install disk images on all computers prior to site installation.
Contractor should complete as much set up work as possible prior to the installation
date to minimize set up time at each site.

4. Ensure accessibility for on time delivery of equipment to each WIC site; e.g., that
contractor-designated vehicles and equipment are not impeded.

C. Staging Plan

The bidder must provide a detailed Staging Plan for the deployment of all hardware,
software and supplies. This plan should include, but not be limited to:

1. Available staging facility and resources including location(s) and description of
facility. Site(s) do not have to be located in New York State, but it is preferred. It
should be noted that subcontracting is permissible for the staging area, as well as
other aspects of this project as indicated in Section 4.01.P and 4.01.R. This site
cannot be one of our WIC Agencies.

2. Inventory management procedures to ensure adequate stock of equipment and
supplies to adhere to the established installation schedule.

3. Procedures for staging equipment (load/configure/setup of software, test and verify
that it is correct).
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D. De-installation of Old Equipment

The contractor will be required to remove the current equipment (approximately the same
number as being installed) from each location and dispose of it as it deems appropriate.
Bidder should submit a plan on how the equipment removal will be performed including
a detailed explanation as to how each type of hard drive will be purged, cleared or
destroyed. The plan should also include how the following requirements will be met:

1.

Inventory current equipment by completing the “Inventory and Equipment Removal
Certification” form.

Because sensitive information may be stored on hard drives, all data must be purged
or cleared in accordance with the guidelines defined in the NIST publication SP 800-
88, prior to removal of equipment from the site. The following protective measures

must be taken:

PC and laptops hard drives (including laptop server drives) must be purged using
the ATA secure erase functionality incorporated in each drive. This may be done
either in the computer itself or by using an external tool (such as ATA Hammer,
Drive Erazer Pro, or EDT Digital Shredder).

For the File and Print server hard drives, DOH prefers using the secure erase
functionality embedded in the hard drive itself (similar to that used on ATA
drives, if available) either using internal software or using an external device
(such as SCSI-Hammer or EDT Digital Shredder). Alternatively, these drives
may be cleared using a DOH approved hard drive wiping utility

Inoperable hard drives or drives that fail to be completely wiped must be
degaussed or damaged on site in such a way as to make any of the data on the
drive unrecoverable.

Document how the drive was purged, cleared or destroyed, the name of the
technician performing the service and the date and time the service was
completed. This information will be included on the “Inventory and Equipment
Removal Certification” form. Have the NYSDOH DON on-site contact verify the
information and sign the form.

Submit a copy of the completed form to the NYSDOH DON Project Manager and
give a copy to the NYSDOH DON on-site contact.

E. Site Deployment Plan

1. General Requirements

Contractors must install equipment at all sites in accordance with the following
requirements:

20



New York State Department of Health - Division of Nutrition WICSIS Local Agency Technology Refresh RFP

RFP No. 0901060428

Deliver all hardware and supplies to WIC sites (see Attachments 14 and 15) at the
time of the installations (schedule to be provided to winning bidder). No pre-
installation deliveries will be allowed, as sites do not have storage space to house
this equipment.

Contractor must carry with them extra equipment to replace items that are
defective at time of installation. This will avoid having the contractor return to
that site.

The contractor must be prepared, during installation, to replace and/or apply new
cable locks to equipment as needed. The locks must be uniquely keyed with a
common master key and two individual keys that match the lock. Each agency
must be given all individual keys (not the master) to its locks. The master key
must be given to NYSDOH DON prior to the first agency installation. See
Attachment 17, under Optional Supplies for lock specifications.

Connect and install all components using new patch cables provided by bidder.
Contractor must have available new power strips to be used on equipment where
one is not available or existing one is defective or in poor condition.

Perform final configuration and testing of all hardware. This process will include,
but not be limited to, the connecting of PCs to the network to ensure operational
connectivity to the Women, Infants and Children Network (WICNET).
Additionally, the contractor will be responsible for the configuration, installation,
cabling and testing of printers and all peripheral devices.

Inventory new equipment and have NYSDOH DON on-site contact verify and
certify the “Inventory and Equipment Installation Certification” form. Form will
be developed with the contractor.

Apply one NYSDOH DON-provided asset tag to each workstation, server,
monitor, printer and signature capture device. The contractor will be responsible
for purchasing additional tags if needed due to loss or waste on their part.

Complete all documentation for each WIC site, including asset tracking
documentation. Contractors must complete and submit a “Site Completion”
report on a NYSDOH DON-provided form for each site.

Remove all trash (boxes, etc). No receptacles/dumpsters will be provided.

2. Specific Requirements

PCs and servers are to be locked down using existing security cables and new glue-
downs provided by contractor. The Local Agency staff will unlock old equipment
prior to installation of new equipment. If an agency is unable to unlock existing
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cables, the installer will use the NYSDOH DON-provided master key. In case
installer is unable to unlock existing cable due to reasons outside their control,
installer must be prepared to cut security cable with a bolt cutter and install new cable
on the new equipment. Each agency must be given two individual keys (not the
master) to its locks.

The following steps will be required for each equipment installation:

a.

PC
I.
ii.
iii.

Unpack PC and setup in final location.
Unpack and install components (keyboard, mouse, monitor, etc.).
Install signature capture device (SCD).

iv. Connect PC to the network.

v. “Personalize” PC (assign host name, etc).

vi. Join the PC to the WICSIS domain.

vii. Verify ability to log on to the PC using a NYSDOH DON-supplied account.

viii. Test signature capture device (SCD) using a NYSDOH DON-provided
utility.

iX. Verify that all printers at the site have been defined.

X.  Lock down PC and monitor using new glue-downs provided by contractor
and existing cable (or new one if old one is unavailable or unusable.)

xi. Install WIC asset tags (provided by NYSDOH DON) on both the PC and
monitor.

Laptops

i.  Unpack laptop.

ii.  Unpack and install laptop and accessories (mouse).

iii. Install SCD.

iv. Connect laptop to the network.

v. Personalize laptop (host name, IP, etc).

vi. Join laptop to WICSIS domain.

vii. Verify ability to log on to laptop using NYS DON-supplied account.

viii. Test SCD using a NYSDOH DON-provided utility.

ix. Verify that all printers at the site have been defined.

x.  Disconnect from network.

xi. Reboot machine.

xii. Make sure wireless router is powered up.

xiii. Select temp site configuration.

xiv. Open network connections; configure wireless connection with static IP.

xv. Reboot laptop to temp site configuration and test connection.

xvi. Install WIC asset tag on laptop.

xvii. Lock down laptop if used in the office, as determined by NYSDOH DON

site contact.
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c. Servers (File &Print and Laptop)

Vi.

Unpack server and set up in final location. Most sites will require the File
and Print (F&P) server to be installed on a rack. If so these devices don’t
typically require a lock down cable.

Unpack and install sub-components (keyboard, mouse and monitor).
“Personalize” server (assign host name, etc.)

Verify that all printers have been defined.

Lock down server and monitor using new glue-downs provided by
contractor and existing cable (or new one if old one is unavailable or
unusable). Exclude F&P servers installed on racks.

Install WIC asset tags (provided by NYSDOH DON) on the server and
monitor.

d. Wireless Router

Connect wireless router Ethernet port to Port #9 on the existing Cisco 1811
ISR router using cable included with wireless router or vendor-provided one.
Login to the wireless router using default username and password.

Change username and password to those provided in setup documentation
for wireless router.

iv. Configure the IP address, subnet mask, and Gateway IP address for the LAN
configuration and save configuration.

v. Configure a static route to the 10.100.1.0 network.

vi. Configure SSID and WPA2 Pre-Share Key as provided in setup procedures.

vii. Contact the NYSDOH DON Help Desk and ask for a DataCom person.

viii. Datacom person will verify that they can connect to the wireless router.

ix. Datacom person will verify configuration.

X.  After Datacom person verifies configuration, the installer will test
connectivity to wireless router from wireless laptops via their wireless
connection.

xi.  Datacom person will verify that they can see all wireless laptops connected.

e. Printers

i.  Unpack printer and set up in final location.

ii.  Install subcomponents (drawers, adapters etc.).

iili. Connect printers to the network and electrical power.

iv. Install toner cartridge.

v. Set IP address.

vi.  Set printer passwords.

vii. Turn off unneeded services and protocols as defined by NYSDOH DON.

viii. Print a test page from a networked PC.

iX. Print a test page of checks on each MICR printer using a NYSDOH DON-
supplied utility. Verify acceptability of test checks with DOH staff.

X. Install WIC asset tag (provided by NYSDOH DON).
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Site Acceptance

Each WIC site installation will not be considered complete until all the equipment has
been inspected and accepted by a representative from the NYSDOH DON and he/she has
verified the accuracy of each sample check page printed on each MICR printer. For each
site, the contractor must complete the paperwork mutually agreed upon by the contractor
and NYSDOH DON and specified in the Statement of Work (SOW) to be developed
prior to commencement of work. The NYSDOH DON on-site contact must sign the
completed forms before the contractor leaves the site. There will be no partial
acceptances. Contractors will ensure all steps are taken to minimize all possible delays
within its control.

Liquidated damages of $400.00 per site per day may be assessed for late installations.
Liquidated damages will not apply to situations in which extreme weather conditions or
other events outside the contractor’s control make it impossible to meet the established
schedule. An installation will be considered late when the contractor is unable to adhere
to the installation schedule agreed upon by the Contractor and the NYSDOH DON.
Penalties are non-negotiable.

Data Security

In order to safeguard the confidential information that may be stored on the equipment procured
under this contract, all storage devices removed from the PC’s and servers by the contractor must
be given to NYSDOH for disposal regardless of their condition. This policy also applies if a
computer is removed permanently from the site at which it is installed, including the removal of
the equipment at the end of the lease period. This requirement applies to all hard drives and
Solid State Drives (SSD). Provide a plan that complies with this policy. At a minimum the plan
must address the following:

A. After removing the drive from the computer, the technician must label the drive with the

serial number of the computer it was removed from, as well as the date and time it was
removed and the name of the technician removing the drive.

Due to the sensitive information that may be stored on the computer drives, the technician
must purge or destroy hard drives and SSD drives in accordance with the guidelines
published in the NIST publication SP800-88 prior to leaving the office where the
computer is located.

1. PC and laptops hard drives (including laptop server drives) must be purged using the
ATA secure erase functionality incorporated in each drive. This may be done either
in the computer itself or by using an external tool (such as ATA Hammer, Drive
Erazer Pro, or EDT Digital Shredder).

2. For the File and Print server hard drives, DOH prefers using the secure erase

functionality embedded in the hard drive itself (similar to that used on ATA drives, if
available) either using internal software or using an external device (such as SCSI-
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3. Inoperable hard drives or drives that fail to be completely wiped must be degaussed
or damaged on site in such a way as to make any of the data on the drive
unrecoverable.

C. The drive will then be transported back to a central collection facility for shipment to
DON.

D. The drives must be stored in a locked room or container until returned to DON for final
destruction.

E. The contractor company must develop a process to track all hard drives removed from
DON computers and provide this information to DON at least once per month and
whenever requested. The system must track any change in the drive’s physical location.

3.08 Price Protection

Should the price of any equipment, software and supply procured through this RFP decline, the
following provisions shall apply. Provide a statement of agreement with these provisions:

A. For Third Party Vendors

Billable amount cannot exceed price quoted under the terms of this contract. However,
should a price decline be announced by the manufacturer after the signing of the contract,
but prior to a third party vendor taking title to the equipment, and should the third party
vendor be the recipient of the manufacturer’s price decline, it shall be passed on in total
to the NYSDOH DON by the third party vendor. Any interest, finance, or other charges
will be recomputed based on the new price and the differences will also be passed to the
NYSDOH DON in total.

B. For Manufacturers

Billable amount cannot exceed price quoted under the terms of this contract. However,
should the manufacturer announce a price decline after contract signing, it shall be passed
on in total to the NYSDOH DON. Any interest, finance, or other charges included on the
contract price will be recomputed based on the new price and the differences will also be
passed to the NYSDOH DON in total.

C. Price Declines
The vendor is required to notify the NYSDOH DON of any price declines on equipment,

software, supplies or consumables procured through the contract. The vendor may be
required to submit price sheets for all hardware and software every six months.
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3.09 Equipment Availability

The contractor will be required to provide for the continued availability of identical or
functionally-comparable equipment and components at the proposed or at a lower price over the
life of the contract. Provide a statement of agreement with this provision.

3.10 Additional Equipment and Supplies

The contractor will be required to establish a method and allow for the procurement of additional
identical or functionally-comparable equipment and components and supplies (expansion trays)
that may be requested by NYSDOH DON above the quantities agreed to at the time of contract
execution. All volume discounts agreed upon during the contract period will apply to the
procurement of all additional products. Items of related technologies must be priced at similar
discount levels. Additional equipment and supplies must be procured in accordance with New
York State procurement guidelines. Provide a statement of agreement with this provision.

Note: All equipment procured after all site installations identified by NYSDOH DON have been
completed, will not require deployment by the contractor. This equipment will be shipped
directly to the NYSDOH DON Central Office in Albany and installed by state personnel. Price
quoted should include all shipping and handling charges (if any) to either a site or NYSDOH
DON Central Office.

3.11 New Products and Technologies

If, during the life of the contract, the contractor introduces a new product(s) or new technology
which has a better price, performance, or new features and functions deemed beneficial to the
NYSDOH DON and which are not available on current installed products, the contractor, and the
NYSDOH DON may mutually elect to deliver and accept the newer product in lieu of, or in
addition to, any or all of the uninstalled products. Provide a statement of agreement with this
provision.

3.12  Minimum Quantities

The bidder should be aware that the NYSDOH DON is under no obligation to purchase or lease
a minimum number of products or services.

3.13 End of Lease Equipment Removal

After the lease on any equipment procured under this contract ends, either by expiration or
cancellation, the contractor will be required to remove the equipment within two weeks of
notification by the State that equipment is ready to be picked up. NYSDOH DON expects that
the equipment will be removed from our agencies by a contractor under a separate contract who
will temporarily store it in one or more warehouses until it’s picked up by the winner of this
contract. All hard drives on the PC’s, laptops and servers will be wiped prior to the computers
being removed from each agency and those that cannot be wiped will be removed from the
computer and destroyed as noted in 3.07. Contractor must accept that some of its computers may
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be returned without a drive and no separate fee must be assessed as a result of drives being
removed from some of the equipment.

3.14 Cost

Electronic fill-in forms (Attachments 19 - 26) have been provided for cost responses. The forms
and instructions are located on the following web site:

http://www.nyhealth.gov/funding, under the RFP Title, WICSIS Local Agency Technology
Refresh.

Complete and print out all cost calculation sheets, the trade-in credit sheet, and the summary.
Package all cost statements (Attachments 19-26) separately from the technical response, as
described in Section 4.02. Also please provide an electronic file containing all Cost Statements
(Attachments 19-26).

The equipment that DOH currently owns will be used as trade-in toward the new equipment.
After calculating the cost of the new equipment, products and supplies, deployment and
consultant services, apply the trade in credit against the total cost.

Please note that any lease rate change cannot cause the monthly invoiced amount per item to
exceed the Total Monthly Cost Per Unit submitted in your bid.

All purchases made under this contract must be in accordance with New York State procurement
guidelines.

All client computer costs (desktop and laptop) must include the cost of the client operating
system.

All servers must include the cost of the operating system (server license only, no client access
licenses).

The price of the new equipment should be submitted on Attachment 19.

A. Required Hardware

The 48 month lease cost is the total cost for the estimated quantities (listed on
Attachment 19) for the first four (4) years of the lease, including maintenance at the
levels detailed in Section 3.05.C of this RFP. The cost must be invoiced evenly across
the 48 months. After the four-year lease period ends, the NYSDOH DON may optionally
extend leasing on a month-to-month basis for one additional year. This cost may differ
from the monthly cost quoted for the initial 48 months. The NYSDOH DON reserves the
right to terminate the leasing option on a site-by-site basis during this extension period.
The NYSDOH DON will provide contractor with 30 days notice of any termination.
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B. Required Supplies/Accessories

Provide price quotes for laser and MICR toner and Cat 5e cables. These items will be
required for one year beginning from the date of the first deployment. Include any
shipping charges (if any) in quoted prices.

C. Deployment
Provide deployment pricing for required hardware and software only, using Attachment

21. Charges are a one-time fee to occur during the deployment stage only and will not be
spread out over the life of the contract.

D. Consulting Services

For evaluation purposes, please quote the cost for 1,000 hours of consulting services (see
Section 3.05.B) for a Windows 2008 MCSE, using Attachment 22.

E. Optional Hardware, Products and Supplies

Pricing for all optional items is for informational purpose only; pricing will not be scored
or added to the total bid price. Prices quoted should include all shipping and handling
charges, if any, and must be honored by contractor if NYSDOH DON opts to procure
these items.

1. The 48 month lease cost is the total per unit cost listed on Attachment 25 for the four
years of the lease, including maintenance at the levels detailed in Section 3.05.C. The
cost must be invoiced evenly across the 48 months. After the four-year leasing period
ends, the NYSDOH DON may optionally extend leasing on a month-to-month basis
for one additional year. This cost may differ from the monthly cost quoted for the
initial 48 months. The NYSDOH DON reserves the right to terminate the leasing
option on a site-by-site basis during this extension period. The NYSDOH DON will
provide contractor with 30 days notice of any termination.

2. Provide per unit pricing for all optional hardware using Attachment 25, optional
products (flat panel monitors, solid state drive, thumb drive and DVD writer) and for
optional supplies using Attachment 26. These items will not be leased, but pricing
must remain at the original bid price for the life of the contract. Pricing for all
optional supplies must remain at the original bid price for one year following the
signing of the contract.
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SECTION 4: PROPOSAL REQUIREMENTS
RFP Response Format Instructions

The bid proposals should include two separately sealed packages, each containing specific
information described in this Section and Section 3. Section 5.21 identifies the package in which
to submit each form or attachment.

The two packages are:
e Technical Proposal Package
e Cost and Administrative Proposal Package

Each proposal should be assembled in a separate “3-Ring” binder. Do not submit coil, spiral,
wire or staple bound materials. The binder should be separated by tabs for each major section
and each required item clearly labeled with the section number and title to which it pertains.

Each of the two binders (Technical Proposal and Cost and Administrative Proposal) should be
placed into a separately sealed package. Place the two separately sealed packages into a single
package and deliver it according to the instructions described in Section 5.06.B.

Bidders should include three (3) sets of signed originals and five (5) sets of signed copies.
4.01 Technical Proposal Package

Bidders are required to provide technology-related information with their proposals, hereby
referred to as the Technical Proposal. The Technical Proposal should be in a 3-ring binder (as
described above), with tabs separating the major content areas and following the same order as
requested in each section:

General Provisions
Technical Requirements
Support and Maintenance
Deployment Plans

Bidders may also submit their proposal in electronic format in addition to the printed proposal.
Bidder should provide the following documents (listed below) in their Technical Proposal.

* In lieu of individual statements of compliance, bidders must sign Attachment 30, Bidder
Assurances.

A. Bidder’s profile that includes a brief introduction of the bidder, its products and services
and the contact person information. List the name of the contact person and an alternate
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with their telephone/fax numbers and e-mail addresses. Provide all information as
described in 3.02.A.

B. Five client references (for bidder), including the names of contact persons and their
telephone numbers and two alternate references as described in Section 3.02.B. This
information may be submitted on Attachment 27, Bidder’s Professional References.

C. *A statement of compliance to provide new hardware and the latest technology as
described in Section 3.02.C.

D. *The bidder’s agreement to meet State mandatory energy efficiency standards in (Section
3.02.D).

E. *Documentation of compliance with Federal regulations as indicated in
Section 3.02.E (three items).

F. *A statement to agree to provide a copy of the lease agreement language intended for use
in the resulting contract as described in Section 3.02.F.

G. *Terms of Proposal compliance statement as indicated in Section 3.02.G.

H. The supporting documentation for mandatory Equipment Reliability criteria requested in
Section 3.03.A.1 (Gartner) and 3.03.A.2 (NYSDOH DON). Also complete Attachment
29, Equipment Reliability (NYSDOH DON Criteria).

I.  The supporting documentation for “productive use” requirements (Section 3.03.B).

J. Completed Technical Specification Forms (Attachment 18) for proposed hardware,
products, supplies, and optional technology as described in Section 3.04.

K. *Bidder’s agreement to comply with provisions listed in Section 3.05.A, regarding
appointment of a Project Manager.

L. *Bidder’s agreement to comply with provisions listed in Section 3.05.B regarding
Consultant Services.

M. A detailed plan to track assets and manage inventory (Section 3.05.C.1).
N. A detailed supply acquisition plan as specified in section 3.05.C.2.

O. Detailed support and maintenance plan for all hardware, firmware and drivers as specified
in Section 3.05.C.3.

P. A description of the bidder’s support and maintenance team(s), and their experience,
including subcontractor information and references, if applicable, as described in
3.05.C.3.aand b. This information may be submitted on Attachment 28, Subcontractor’s
Professional References.

30



New York State Department of Health - Division of Nutrition WICSIS Local Agency Technology Refresh RFP

Q.

X.

Y.

4.02

RFP No. 0901060428

Detailed deployment plans, incorporating quality assurance procedures for all hardware,
software and supplies including, pre-installation, staging, steps for the removal and
storage of existing hardware and supplies, site installation process (including setup,
completion and acceptance) as specified in Section 3.06.

A description of the bidder’s deployment team(s), and their experience, including
subcontractor information and references, if applicable, as described in 3.06.A.1 and 2.
This information may be submitted on Attachment 28, Subcontractor’s Professional
References.

Data Security Plan for compliance with replacement or removal of hard drives and SSD’s,
as indicated in Section 3.07.

*A Price Protection Agreement to provide hardware, software and supplies for reduced
prices in the event of market cost reductions over the period of the contract, as described
in Section 3.08.

*An agreement for the continued availability of identical or functionally comparable
equipment and components for the duration of the contract, as described in Section 3.09.

*An agreement to provide a method to purchase additional identical or functionally
comparable equipment and supplies in accordance with New York State procurement
guidelines, at the proposed or lower price for the life of the contract as described in
Section 3.10.

*Agreement to offer newly introduced products or technology not available on currently
installed products to NYSDOH DON in lieu of, or in addition to, any or all of the
uninstalled products remaining on the contract, as described in Section 3.11. All products
must be procured in accordance with New York State procurement guidelines.

A detailed plan for the end of the lease equipment removal as specified in Section 3.13

*Statement of agreement with each invoice/payment provision in Section 5.09.

Cost Proposal and Administrative Package

Bidders are required to provide certain cost-related and administrative information with their
proposals, hereby referred to as the Cost and Administrative Proposal. The Cost and
Administrative Proposal should be packaged separately from the Technical Proposal. It is
suggested that the forms be completed electronically, but all must be submitted in paper form.
Please submit Cost forms 19- 23 in electronic file format.

Please include the following documentation (as listed in Attachment 5.21):

A.

A line item Cost Calculation Sheet (Attachments 19, 20, 21, 22 and 23) for each product
or service, including per unit costs for Equipment Lease and Maintenance, Deployment,
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Supplies, Consulting and Trade In Credit.

Cost Calculation Summary Sheet (Attachment 24), which includes the amounts from all
Cost Calculation Sheets (Attachments 19, 20, 21, 22 and 23) and their total.

Optional Hardware and Products Cost Calculation Sheets (Attachments 25 and 26). List
the per unit price of each item. Pricing for these items is required for information
purposes only and will not be scored or added to bid price.

Bid Form (Attachment 5).
Please submit Attachments 7, 8, 9, 11 and 31 with your cost proposal or prior to award.

Please submit the completed “Bidder Response Checklist” (Attachment 4) in this package.
Each item should be addressed. Provide the section and page number where each item is
addressed.

NYSDOH DON Clarification Process

If clarification is needed on a bid prior to scoring, the Evaluation Committee may, at its
sole discretion, submit written questions to the bidder. Requests for clarifications will be
made as soon as practicable following the date of submission. The bidder will be given a
minimum of five business days to respond in writing to the questions. The due date will
be indicated in the cover letter, which will allow for sufficient time for the mail to reach
the bidder and for the bidder to send the response back.

It should be noted that information included in the bidder’s response will only be used to
clarify information contained in the original written bid.

Proposals will not be considered fully responsive unless all required information is
provided. Proposals that are not fully responsive to the requirements of this RFP may be
rejected.

Addenda and Withdrawals

If it becomes necessary to revise any part of the RFP, the NYSDOH DON will issue an
addendum to all prospective bidders who were sent the original RFP. The NYSDOH DON
reserves the right to amend the RFP or terminate the procurement at any time.

4.05

Method of Award

The bidder’s response to each section of this RFP comprises their proposal. The NYSDOH
DON will conduct a comprehensive, fair, and impartial evaluation of each proposal to determine
the “best value” offer among responsive and responsible proposals. At any time during the
evaluation, NYSDOH DON may request clarification from any bidder regarding any part of their
proposal. All proposals may be rejected at the discretion of the NYSDOH DON.
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1. Program staff from within the NYSDOH DON will evaluate Technical and Cost
Proposals and all documentation submitted by bidders. One team will perform a
thorough examination of required technical elements and a separate team will examine
the cost documentation from each submission. The clarity, specificity, thoughtfulness,
and completeness of the response combined with the total cost of the bid, will determine
how well a proposal scores.

2. A Selection team will use the results of the evaluations to determine a winning bidder
that demonstrates best value in terms of “quality, cost and efficiency” pursuant to Article
X1 of the New York State Finance Law.

Responses to this RFP will be reviewed and scored by the NYSDOH DON through the
process described below:

A. Proposal Components
All proposals must contain two separate components: a Technical Proposal and a Cost
and Administrative Proposal.

B. Component Score Weight
Each component will be scored based on the following weight:

Component/Weight Section

Technical Proposal Hardware, Software, Products and Supplies Specifications

(60%) Deployment Plans
Support/Maintenance Requirements

Cost

Cost Proposal
(40%)

C. Components Score
The scores will be normalized using the following formulas:
The bidder with the highest ranking technical score will receive the maximum score (60
points) and the other bidders will receive a proportional score.

Technical Evaluation Score = a/b*60 where:
a = Evaluation score for the bidder being scored, and
b = Highest evaluation score of all bidders.

The bidder with the lowest cost will receive the maximum score (40 points), and other
bidders will receive a proportional score using the following formula:

Financial Evaluation Score = (x/y)*40 where:
x = Lowest cost of all bidders; and
y = Cost for the bidder being scored.

The weighted scores from the Technical Proposal and Cost Proposal will be combined to
produce the total score.
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SECTION 5: ADMINISTRATIVE
5.01 Issuing Agency

This Request for Proposal (RFP) is a solicitation issued by the NYS Department of Health. The
Department is responsible for the requirements specified herein and for the evaluation of all
proposals.

5.02 Inquiries

Bidders are reminded that the official answers and positions of NYSDOH will be those stated in
writing and posted to the procurement Web site. Any verbal responses given at the Bidders’
Conference are not binding on NYSDOH.

Bidders are responsible for checking for updates to information on the procurement Web site as the
Bidders’ Conference date; time and location are subject to change. Bidders should also visit
http://www.nyhealth.gov/funding/ regularly to see if there are any changes. Those Bidders wishing to
receive notification of changes by mail must send a written request to the permissible subject matter
contact identified on Page 2 of this RFP.

Technical questions concerning this solicitation must be mailed to the address below and the
envelope clearly marked: “Attn: WICSIS LA Tech Refresh — Questions™.

New York State Department of Health
Division of Nutrition — BITS
150 Broadway - Suite 650
Albany, NY 12204

RFP addenda, Bidders Questions and Answers, summary of the Bidders” Conference and any
other RFP updates and/or modifications will be posted on the Department of Health’s website at
http://www.nyhealth.gov/funding/ by the date identified on the cover of this RFP. Bidders
wishing to receive these documents via mail must send a request, in writing, to the Department at
the address above.

5.03 No Bid Form
Please submit at your earliest convenience the No Bid Form if you do not intend to bid.

5.04 Letter of Interest

The NYSDOH DON requests prospective bidders to notify the NYSDOH DON of their
intention to bid by completing and submitting the Letter of Interest (Attachment 3) no
later than 3:00 p.m. on the date indicated on the cover page of this RFP. A Letter of
Interest is not binding on either party, but will serve to alert the NYSDOH DON of a
bidder’s intention to submit a proposal in response to the RFP.
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Questions and answers, as well as any RFP updates and/or modifications, will be posted
on the NYS Department of Health’s website at http://www.nyhealth.gov/funding/.
Documents can also be obtained via e-mail by writing to the BITS at the address below.

A signed Letter of Interest document should be submitted to the address indicated below.
The envelope containing the Letter of Interest should be clearly marked: “Attn:
WICSIS LA Tech Refresh - Letter of Interest”

New York State Department of Health
Division of Nutrition — BITS
150 Broadway - Suite 650
Albany, NY 12204

5.05 Bidders Conference

A Bidders Conference will be held at 150 Broadway, Menands, NY on the date and time
indicated on the cover page of this RFP. Attendance at the Bidders Conference is limited to two
representatives for each bidding entity. Reservations should be made at least one week in
advance of the conference by calling the Bureau of Information Technology Services (BITS) at
(518) 402-7100. Attendees are advised to contact BITS 24 hours prior to the date of the
conference to confirm exact conference room location.

A. The purpose of the conference is to provide information concerning the RFP requirements

5.06

that may be helpful in the preparation of proposals and to answer questions regarding the
RFP. NYSDOH DON will supply written answers to any questions submitted prior to the
conference as well as those that are asked at the bidders conference within five business
days of the conference.

It is not mandatory for prospective bidders to attend the conference, but it is highly
recommended. The Bidders Conference is for information only. Answers furnished
during the conference will not be considered official until verified in writing. The
NYSDOH DON will also document responses to significant questions raised during the
Bidders Conference, make any important clarifications and/or changes that are necessary,
and send a written summary to all bidders who have submitted a Letter of Interest.

Questions submitted in writing and received by 3:00 p.m. on the date indicated on cover
page of this RFP, will be answered verbally at the Bidders Conference without identifying
the questioner. No written questions will be accepted after that date. Bidders will be
permitted to ask additional questions during the Bidders Conference. Each individual
question must cite the particular RFP section and paragraph to which it refers. The
envelope containing the questions should be clearly marked: “Attn: WICSIS LA Tech
Refresh - Bidders Conference Questions”.

Submission of Proposals

Interested vendors should submit three sets of signed originals and five sets of signed
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copies of their Bid Proposal. Proposal must be received no later than the time and date
indicated on the cover page of this RFP.

Responses to this solicitation should be clearly labeled “Attn: WICSIS LA Tech Refresh
— Proposal’” and directed to:

New York State Department of Health
Division of Nutrition — BITS
150 Broadway - Suite 650
Albany, NY 12204
Attn: WICSIS LA Tech Refresh - Proposal

It is the bidders' responsibility to see that bids are delivered to the above address prior to
the date and time of the bid due date. Late bids due to delay by the carrier or not received
in the Department's mail room in time for transmission to the above address will not be
considered.

The Bid Form must be filled out in its entirety.

1. The responsible corporate officer for contract negotiation must be listed. This document
must be signed by the responsible corporate officer.

2. All evidence and documentation requested under Section 4, Proposal Requirements,
must be provided at the time the proposal is submitted.

The Department of Health Reserves the Right To:
Reject any or all proposals received in response to this RFP.

Waive or modify minor irregularities in proposals received after prior notification to the
bidder.

Adjust or correct cost or cost figures with the concurrence of bidder if errors exist and can
be documented to the satisfaction of NYSDOH DON and the State Comptroller.

Negotiate with vendors responding to this RFP within the requirements to serve the best
interests of the State.

Eliminate mandatory requirements unmet by all offerers.
If the Department of Health is unsuccessful in negotiating a contract with the selected
vendor within an acceptable time frame, the Department of Health may begin contract

negotiations with the next qualified vendor(s) in order to serve and realize the best
interests of the State.
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5.08 Debriefing

Once an award has been made, bidders may request a debriefing of their proposal. Please note the
debriefing will be limited only to the strengths and weaknesses of the bidder’s proposal, and will not
include any discussion of other proposals. Requests must be received no later than three months
from date of award announcement.

5.09 Invoice/Payment
The bidder must include a statement that they will comply with the following provisions:

A. The contractor may invoice after acceptance of the equipment or service. Payment will be
made for equipment received at the specified WIC site (not staging site) after it has been
fully tested and certified to be in working order and formally accepted by the NYSDOH
DON.

B. If awarded a contract, the contractor shall submit invoices to the State's designated
payment office:
New York State Department of Health
Bureau of Information Technology Services
150 Broadway - Suite 650
Albany, NY 12204

C. Payment of such invoices by the State (NYS Department of Health) shall be made in
accordance with Article XI-A of the New York State Finance Law. Payment terms will
be:

1. Payment of Equipment or Services shall be made in arrears. The NYSDOH DON
will not make any advance payments or advanced deposits.

2. Billings are to be for complete shipments made according to the delivery schedule.

3. The contractor will submit an original and one copy of each invoice to the NYSDOH
DON. A Certificate(s) of Acceptance (COA) and all the appropriate documentation
for equipment/supplies/services must be signed by NYSDOH DON before invoicing
can occur. Once NYSDOH DON signs off on the “Certificate of Acceptance” form
an invoice can then be submitted. The COAs are required for each piece of
equipment and are to be bundled by site number. Invoices may be submitted
electronically

D. Ata minimum, invoices are to contain or have attached the following as applicable:
1. For leasing, the period covered by the invoice.

2. Detailed lists of brand, model and serial numbers of equipment or supplies, including
quantities.
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3. The date of service, hourly rate, and the number of hours being invoiced for
consulting services, if applicable.

4. ldentification of the site where service was performed or product was installed or
delivered (site #, name and address).

5.10 Good Faith Agreement

The selected bidder must enter into good faith negotiations with the NYSDOH DON to agree on
a contract that will include general and special provisions of this RFP, specific exhibits detailing
the mandatory technical and other requirements, and any other exhibits which the parties may
require.

5.11 Term of Contract

A. This agreement shall be effective upon approval by the NYS Office of the State
Comptroller, with an anticipated contract start date of October 1, 2009. The contract will
be for a four year period, with an optional one year renewal.

B. This agreement may be canceled at any time by the Department of Health giving to the
contractor not less than thirty (30) days written notice that, on or after a date therein
specified, this agreement shall be deemed terminated and canceled.

5.12 Vendor Responsibility Questionnaire/Attestation

New York State Procurement Law requires that state agencies award contracts only to responsible
vendors. Vendors are invited to file the required Vendor Responsibility Questionnaire online via
the New York State VendRep System or may choose to complete and submit a paper questionnaire.
To enroll in and use the New York State VendRep System, see the VendRep System Instructions
available at www.osc.state.ny.us/vendrep or go directly to the VendRep system online at
https://portal.osc.state.ny.us. For direct VendRep System user assistance, the OSC Help Desk may
be reached at 866-370-4672 or 518-408-4672 or by email at helpdesk@osc.state.ny.us. Vendors
opting to file a paper questionnaire can obtain the appropriate questionnaire from the VendRep
website www.osc.state.ny.us/vendrep or may contact the Department of Health or the Office of the
State Comptroller for a copy of the paper form.

If a Vendor Responsibility Questionnaire has been completed, bidders should also complete and
submit the Vendor Responsibility Attestation, Attachment 8 certifying that they have completed a
Vendor Responsibility Questionnaire as described in the form.

5.13 State Consultant Services Reporting
Chapter 10 of the Laws of 2006 amended certain sections of State Finance Law and Civil Service

Law to require disclosure of information regarding contracts for consulting services in New York
State.
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The winning bidders for procurements involving consultant services must complete a "State
Consultant Services Form A, Contractor's Planned Employment From Contract Start Date through
End of Contract Term" in order to be eligible for a contract.

Winning bidders must also agree to complete a "State Consultant Services Form B, Contractor's
Annual Employment Report™ for each state fiscal year included in the resulting contract. This
report must be submitted annually to the Department of Health, the Office of the State Comptroller,
and Department of Civil Service.

Both of these forms are included as attachments to this document.

5.14

Lobbying Statute

Chapter 1 of the Laws of 2005, as amended by Chapter 596 of the Laws of 2005, provides,
among other things, the following as pertains to development of procurement contracts with
governmental entities:

A

makes the lobbying law applicable to attempts to influence procurement contracts once the
procurement process has been commenced by a state agency, unified court system, state
legislature, public authority, certain industrial development agencies and local benefit
corporations;

requires the above mentioned governmental entities to record all contacts made by
lobbyists and contractors about a governmental procurement so that the public knows who
is contacting governmental entities about procurements;

requires governmental entities to designate persons who generally may be the only staff
contacted relative to the governmental procurement by that entity in a restricted period;

authorizes the New York State Commission on Public Integrity to impose fines and
penalties against persons/organizations engaging in impermissible contacts about a
governmental procurement and provides for the debarment of repeat violators;

directs the Office of General Services to disclose and maintain a list of non-responsible
bidders pursuant to this new law and those who have been debarred and publish such list
on its website;

requires the timely disclosure of accurate and complete information from offerers with
respect to determinations of non-responsibility and debarment;

. expands the definition of lobbying to include attempts to influence gubernatorial or local

Executive Orders, Tribal-State Agreements, and procurement contracts;
modifies the governance of the New York State Commission on Public Integrity

provides that opinions of the Commission shall be binding only on the person to whom
such opinion is rendered;
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J. increases the monetary threshold which triggers a lobbyists obligations under the
Lobbying Act from $2,000 to $5,000; and

K. establishes the Advisory Council on Procurement Lobbying.

Generally speaking, two related aspects of procurements were amended: (i) activities by the
business and lobbying community seeking procurement contracts (through amendments to the
Legislative Law) and (ii) activities involving governmental agencies establishing procurement
contracts (through amendments to the State Finance Law).

Additionally, a new section 1-t was added to the Legislative Law establishing an Advisory
Council on Procurement Lobbying (Advisory Council). This Advisory Council is authorized to
establish the following model guidelines regarding the restrictions on contacts during the
procurement process for use by governmental entities (see Legislative Law 81-t (e) and State
Finance Law 8139-j). In an effort to facilitate compliance by governmental entities, the Advisory
Council has prepared model forms and language that can be used to meet the obligations imposed
by State Finance Law §139-k, Disclosure of Contacts and Responsibility of Offerers. Sections
139-j and 139-k are collectively referred to as “new State Finance Law.”

It should be noted that while this Advisory Council is charged with the responsibility of providing
advice to the New York State Commission on Public Integrity regarding procurement lobbying,
the Commission retains full responsibility for the interpretation, administration and enforcement
of the Lobbying Act established by Article 1-A of the Legislative Law (see Legislative Law 81-t
(c) and 81-d). Accordingly, questions regarding the registration and operation of the Lobbying
Act should be directed to the New York State Commission on Public Integrity.

5.15 Accessibility of State Agency Web-based Intranet and Internet Information and
Applications

Any web-based intranet and Internet information and applications development, or programming
delivered pursuant to the contract or procurement will comply with New York State Enterprise IT
Policy NYS-P08-005, Accessibility Web-Based Information and Applications, and New York
State Enterprise IT Standard NYS-S08-005, Accessibility of Web-Based Information
Applications, as such policy or standard may be amended, modified or superseded, w hich
requires that state agency web-based intranet and Internet information and applications are
accessible to persons with disabilities. Web content must conform to New York State Enterpr ise
IT Standard NYS-S08-005, as determined by quality assurance testing. Such quality assurance
testing will be conducted by Department of Health, Contractors or other and the results of such
testing must be satisfactory to the Department of Health before web content will be considered a
gualified deliverable under the contract or procurement.

5.16 Information Security Breach and Notification Act

Section 208 of the State Technology Law (STL) and Section 899-aa of the General Business Law
(GBL) require that State entities and persons or businesses conducting business in New York who
own or license computerized data which includes private information including an individual’s
unencrypted personal information plus one or more of the following: social security number,
driver’s license number or non-driver ID, account number, credit or debit card number plus security
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code, access code or password which permits access to an individual’s financial account, must
disclose to a New York resident when their private information was, or is reasonably believed to
have been, acquired by a person without valid authorization. Notification of breach of that private
information to all individuals affected or potentially affected must occur in the most expedient time
possible without unreasonable delay, after measures are taken to determine the scope of the breach
and to restore integrity; provided, however, that notification may be delayed if law enforcement
determines that expedient notification would impede a criminal investigation. When notification is
necessary, the State entity or person or business conducting business in New York must also notify
the following New York State agencies: the Attorney General, the Office of Cyber Security &
Critical Infrastructure Coordination (CSCIC) and the Consumer Protection Board (CPB).
Information relative to the law and the notification process is available at:
http://www.cscic.state.ny.us/security/securitybreach/

5.17 New York State Tax Law Section 5-a

Section 5-a of the Tax Law, as amended, effective April 26, 2006, requires certain contractors
awarded state contracts for commodities, services and technology valued at more than $100,000 to
certify to the Department of Tax and Finance (DTF) that they are registered to collect New York
State and local sales and compensating use taxes. The law applies to contracts where the total
amount of such contractors’ sales delivered into New York State are in excess of $300,000 for the
four quarterly periods immediately preceding the quarterly period in which the certification is made,
and with respect to any affiliates and subcontractors whose sales delivered into New York State
exceeded $300,000 for the four quarterly periods immediately preceding the quarterly period in
which the certification is made.

This law imposes upon certain contractors the obligation to certify whether or not the contractor, its
affiliates, and its subcontractors are required to register to collect state sales and compensating use
tax and contractors must certify to DTF that each affiliate and subcontractor exceeding such sales
threshold is registered with DTF to collect New York State and local sales and compensating use
taxes. The law prohibits the State Comptroller, or other approving agencies, from approving a
contract awarded to an offerer meeting the registration requirements but who is not so registered in
accordance with the law.

Contractor must complete and submit directly to the New York State Taxation and Finance,
Contractor Certification Form ST-220-TD attached hereto. Unless the information upon which the
ST-220-TD is based changes, this form only needs to be filed once with DTF. If the information
changes for the contractor, its affiliate(s), or its subcontractor(s), a new form (ST-220-TD) must be
filed with DTF.

Contractor must complete and submit to the Department of Health the form ST-220-CA attached

hereto, certifying that the contractor filed the ST-220-TD with DTF. Failure to make either of these
filings may render an offerer non-responsive and non-responsible. Offerers shall take the necessary
steps to provide properly certified forms within a timely manner to ensure compliance with the law.
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5.18 Piggybacking

New York State Finance Law section 163(10)(e) (see also
http://www.0gs.state.ny.us/procurecounc/pgbguidelines.asp) allows the Commissioner of the NYS
Office of General Services to consent to the use of this contract by other New York State Agencies,
and other authorized purchasers, subject to conditions and the Contractor’s consent.

5.19 M/WBE Utilization Plan for Subcontracting and Purchasing

The Department of Health (DOH) encourages the use of Minority and/or Women Owned Business
Enterprises (M/WBE's) for any subcontracting or purchasing related to this contract. Bidders who
are not currently a New York State certified M/WBE must define the portion of all consumable
products and personnel required for this proposal that will be sourced from a M/WBE. The amount
must be stated in total dollars and as a percent of the total cost necessary to fulfill the RFP
requirement. Supportive documentation must include a detail description of work that is required
including products and services.

The goal for usage of M/WBE's is at least 10% of monies used for contract activities (Minority-
owned — 5%; Women-owned — 5%). In order to assure a good-faith effort to attain this goal, the
DOH requires that bidders complete the M/WBE Utilization Plan (Attachment) and submit this Plan
with their bid documents.

Bidders that are New York State certified MBE's or WBE's are not required to complete this form.
Instead, such bidders must simply provide evidence of their certified status.

Failure to submit the above referenced Plan (or evidence of certified M/WBE status) may result in
disqualification of the vendor from consideration for award.

5.20 Appendices

The following will be incorporated as appendices into any contract resulting from this Request for
Proposal. This Request for Proposal will, itself, be referenced as an appendix of the contract.

o APPENDIX A - Standard Clauses for All New York State Contracts
o APPENDIX B - Request for Proposal
o APPENDIX C - Proposal
The bidder's proposal (if selected for award), including any Bid Forms and all

proposal requirements.

o APPENDIX D - General Specifications
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o APPENDIXE
Unless the CONTRACTOR is a political sub-division of New York State, the
CONTRACTOR shall provide proof, completed by the CONTRACTOR's insurance
carrier and/or the Workers' Compensation Board, of coverage for:

o Workers' Compensation, for which one of the following is incorporated into this
contract as Appendix E-1:

o CE-200, Affidavit For New York Entities And Any Out-Of-State
Entities With No Employees, That New York State Workers’
Compensation And/Or Disability Benefits Insurance Coverage Is Not
Required; OR

0 C-105.2 — Certificate of Workers’ Compensation Insurance. PLEASE
NOTE: The State Insurance Fund provides its own version of this form,
the U-26.3; OR

0 SI-12 — Certificate of Workers” Compensation Self-Insurance, OR GSI-
105.2 — Certificate of Participation in Workers’ Compensation Group
Self-Insurance.

o Disability Benefits coverage, for which one of the following is incorporated into
this contract as Appendix E-2:

o CE-200, Affidavit For New York Entities And Any Out-Of-State
Entities With No Employees, That New York State Workers’
Compensation And/Or Disability Benefits Insurance Coverage Is Not
Required; OR

0 DB-120.1 - Certificate of Disability Benefits Insurance
o DB-155 — Certificate of Disability Benefits Self-Insurance
o Appendix H - Health Insurance Portability and Accountability Act (HIPAA) (if
applicable)

o Appendix X — Modification Form (to accompany modified appendices for
changes in term or consideration on an existing period or for renewal periods).
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Contract Boilerplate
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MISCELLANEOUS / CONSULTANT SERVICES

STATE AGENCY (Name and Address): . NYS COMPTROLLER'S NUMBER:

ORIGINATING AGENCY CODE:12000

CONTRACTOR (Name and Address): . TYPE OF PROGRAM(S):
CHARITIES REGISTRATION NUMBER: CONTRACT TERM
FROM:
TO:
CONTRACTOR HAS () HAS NOT () TIMIELY.
FILED WITH THE ATTORNEY GENERAL'S . FUNDING AMOUNT FOR CONTRACT
CHARITIES BUREAU ALL REQUIRED . TERM:

PERIODIC OR ANNUAL WRITTEN REPORTS

FEDERAL TAX IDENTIFICATION NUMBER: .

MUNICIPALITY NO. (if applicable):

STATUS:
CONTRACTOR IS () IS NOT () A
SECTARIAN ENTITY

CONTRACTORIS () ISNOT () A . () IF MARKED HERE, THIS CONTRACT'S
NOT-FOR-PROFIT ORGANIZATION . RENEWABLE FOR ___ ADDITIONAL

. ONE-YEAR PERIOD(S) AT THE SOLE
CONTRACTORIS () ISNOT () A . OPTION OF THE STATE AND SUBJECT
NY STATE BUSINESS ENTERPRISE : TO APPROVAL OF THE OFFICE OF THE

STATE COMPTROLLER.

BID OPENING DATE:

APPENDICES ATTACHED AND PART OF THIS AGREEMENT
Precedence shall be given to these documents in the order listed below.

X

| <[> [>< [ < I |

APPENDIX A  Standard Clauses as required by the Attorney General for all State
Contracts.

APPENDIX X  Modification Agreement Form (to accompany modified appendices for
changes in term or consideration on an existing period or for renewal periods)

APPENDIX Q  Modification of Standard Department of Health Contract Language

STATE OF NEW YORK AGREEMENT

APPENDIX D  General Specifications

APPENDIX B  Request For Proposal (RFP)

APPENDIX C  Proposal

APPENDIX E-1 Proof of Workers' Compensation Coverage

APPENDIX E-2 Proof of Disability Insurance Coverage

APPENDIX H  Federal Health Insurance Portability and Accountability Act Business
Associate Agreement

APPENDIX __:

APPENDIX __:



IN WITNESS THEREOF, the parties hereto have executed or approved this AGREEMENT on
the dates below their signatures.

CONTRACTOR STATE AGENCY

By: . By:

Printed Name . Printed Name
Title: . Title:
Date: . Date:

State Agency Certification:

"In addition to the acceptance of this contract,
| also certify that original copies of this
signature page will be attached to all other
exact copies of this contract.”

STATE OF NEW YORK )

)SS.:
County of )
Onthe __ day of in the year before me, the undersigned, personally
appeared , personally known to me or proved to me on

the basis of satisfactory evidence to be the individual(s) whose name(s) is(are) subscribed to
the within instrument and acknowledged to me that he/she/they executed the same in
his/her/their/ capacity(ies), and that by his/her/their signature(s) on the instrument, the
individual(s), or the person upon behalf of which the individual(s) acted, executed the
instrument.

(Signature and office of the individual taking acknowledgement)

ATTORNEY GENERAL'S SIGNATURE . STATE COMPTROLLER'S SIGNATURE

Title: . Title:

Date: . Date:




STATE OF NEW YORK
AGREEMENT

This AGREEMENT is hereby made by and between the State of New York agency

(STATE) and the public or private agency (CONTRACTOR) identified on the face page hereof.

WITNESSETH:
WHEREAS, the STATE has formally requested contractors to submit bid proposals for

the project described in Appendix B for which bids were opened on the date noted on the face
pages of this AGREEMENT; and

WHEREAS, the STATE has determined that the CONTRACTOR is the successful bidder, and
the CONTRACTOR covenants that it is willing and able to undertake the services and provide
the necessary materials, labor and equipment in connection therewith;

NOW THEREFORE, in consideration of the terms hereinafter mentioned and also the

covenants and obligations moving to each party hereto from the other, the parties hereto do
hereby agree as follows:

Conditions of Agreement

A. This AGREEMENT incorporates the face pages attached and all of the marked
appendices identified on the face page hereof.

B. The maximum compensation for the contract term of this AGREEMENT shall not
exceed the amount specified on the face page hereof.

C. This AGREEMENT may be renewed for additional periods (PERIOD), as specified
on the face page hereof.

D. To exercise any renewal option of this AGREEMENT, the parties shall prepare new
appendices, to the extent that any require modification, and a Modification
Agreement (the attached Appendix X is the blank form to be used). Any terms of this
AGREEMENT not modified shall remain in effect for each PERIOD of the
AGREEMENT. The modification agreement is subject to the approval of the Office
of the State Comptroller.

E. Appendix A (Standard Clauses as required by the Attorney General for all State
contracts) takes precedence over all other parts of the AGREEMENT.

F. For the purposes of this AGREEMENT, the terms "Request For Proposal" and "RFP"
include all Appendix B documents as marked on the face page hereof.

G. For the purposes of this AGREEMENT, the term "Proposal” includes all Appendix C
documents as marked on the face page hereof.

Payment and Reporting

A. The CONTRACTOR shall submit invoices to the STATE's designated payment
office:

B. Payment of such invoices by the State (NYS Department of Health) shall be made in
accordance with Article XI-A of the New York State Finance Law.



1"I. Term of Contract

A. Upon approval of the NYS Office of the State Comptroller, this AGREEMENT shall
be effective for the term as specified on the cover page.

B. This Agreement may be terminated by mutual written agreement of the contracting
parties.

C. This Agreement may be terminated by the Department for cause upon the failure of
the Contractor to comply with the terms and conditions of this Agreement, including
the attachments hereto, provided that the Department shall give the contractor
written notice via registered or certified mail, return receipt requested, or shall deliver
same by hand-receiving Contractor’s receipt therefor, such written notice to specify
the Contractor’s failure and the termination of this Agreement. Termination shall be
effective ten (10) business days from receipt of such notice, established by the
receipt returned to the Department. The Contractor agrees to incur no new
obligations nor to claim for any expenses made after receipt of the notification of
termination.

D. This Agreement may be deemed terminated immediately at the option of the
Department upon the filing of a petition in bankruptcy or insolvency, by or against the
Contractor. Such termination shall be immediate and complete, without termination
costs or further obligations by the Department to the Contractor.

E. This agreement may be canceled at any time by the Department of Health
giving to the contractor not less than thirty (30) days written notice that on or
after a date therein specified this agreement shall be deemed terminated and
canceled.

\VA Proof of Coverage

Unless the CONTRACTOR is a political sub-division of New York State, the CONTRACTOR
shall provide proof, completed by the CONTRACTOR's insurance carrier and/or the Workers'
Compensation Board, of coverage for:

A. Workers' Compensation, for which one of the following is incorporated into this
contract as Appendix E-1:

1. CE-200, Affidavit For New York Entities And Any Out-Of-State Entities With No Employees,
That New York State Workers’ Compensation And/Or Disability Benefits Insurance
Coverage Is Not Required; OR

2. C-105.2 — Certificate of Workers’ Compensation Insurance. PLEASE NOTE: The State
Insurance Fund provides its own version of this form, the U-26.3; OR

3. SI-12 — Certificate of Workers’ Compensation Self-Insurance, OR GSI-105.2 — Certificate of
Participation in Workers’ Compensation Group Self-Insurance.



B. Disability Benefits coverage, for which one of the following is incorporated into this contract as
Appendix E-2:

1. CE-200, Affidavit For New York Entities And Any Out-Of-State Entities With No Employees,
That New York State Workers’ Compensation And/Or Disability Benefits Insurance
Coverage Is Not Required; OR

2. DB-120.1 — Certificate of Disability Benefits Insurance OR

3. DB-155 — Certificate of Disability Benefits Self-Insurance



APPENDIX A
Standard Clauses for New York State Contracts



Appendix D
General Specifications



Appendix E-1
Proof of Workers' Compensation



This page will be replaced with successful bidder’s completed form, which will become part of
the final contract.



Appendix E-2
Proof of Disability Benefits Coverage



This page will be replaced with successful bidder’s completed form, which will become part of
the final contract.



Appendix X
Modification Form



Agency Code 12000
APPENDIX X

Contract Number: Contractor:

Amendment Number X-

This is an AGREEMENT between THE STATE OF NEW YORK, acting by and through
NYS Department of Health, having its principal office at Albany, New York, (hereinafter
referred to as the STATE), and (hereinafter
referred to as the CONTRACTOR), for amendment of this contract.

This amendment makes the following changes to the contract (check all that apply):

Modifies the contract period at no additional cost
Modifies the contract period at additional cost
Modifies the budget or payment terms

Modifies the work plan or deliverables

Replaces appendix(es) with the attached
appendix(es)

Adds the attached appendix(es)
Other: (describe)

This amendmentis___is not__ a contract renewal as allowed for in the existing contract.

All other provisions of said AGREEMENT shall remain in full force and effect.

Prior to this amendment, the contract value and period were:

$ From / / to / /

(Value before amendment) (Initial start date)

This amendment provides the following addition (complete only items being modified):

$ From / / to / /

This will result in new contract terms of:

$ From / / to / /

(All years thus far combined) (Initial start date) (Amendment end date)

Page 1 of 2



Signature Page for:

Contract Number: Contractor:

Amendment Number: X-

IN WITNESS WHEREOF, the parties hereto have executed this
AGREEMENT as of the dates appearing under their signatures.

CONTRACTOR SIGNATURE:

By: Date:
(signature)
Printed Name:

Title:
STATE OF NEW YORK )
) SS:
County of )
Onthe ___ day of in the year before me, the undersigned, personally appeared

, personally known to me or proved to me on the basis of
satisfactory evidence to be the individual(s) whose name(s) is(are) subscribed to the within instrument
and acknowledged to me that he/she/they executed the same in his/her/their/ capacity(ies), and that by
his/her/their signature(s) on the instrument, the individual(s), or the person upon behalf of which the
individual(s) acted, executed the instrument.

(Signature and office of the individual taking acknowledgement)

STATE AGENCY SIGNATURE

"In addition to the acceptance of this contract, | also certify that original copies of this
signature page will be attached to all other exact copies of this contract.”

By: Date:
(signature)
Printed Name:

ATTORNEY GENERAL'S SIGNATURE
By: Date:
STATE COMPTROLLER'S SIGNATURE

By: Date:

Page 2 of 2
Ver. 12/13/07



521 ATTACHMENT PACKAGE CHECK LIST
Use this form to determine which package, if any, to put the documents in.

# Attachment Name Cost & | Technical

Admin Pkg.
Pkg.

1. Appendix A - Standard Clauses for All New York State Contracts NA NA

2. Appendix D - General Specifications NA NA

3. Letter of Interest NA NA

4. Bidder’s Checklist X

5. Bid Form X

6. No Bid Form NA

7. N.Y.S. Office of the State Comptroller Vendor Responsibility X

Questionnaire (for procurements greater than or equal to
$100,000). Please submit with your bid proposal or prior to

award.

8. Vendor Responsibility Attestation Please submit with your bid X
proposal or prior to award.

9. State Consultant Services Form A, Contractor's Planned X

Employment From Contract Start Date through End of Contract
Term. Please submit with your bid proposal or prior to award.

10. | State Consultant Services Form B, Contractor's Annual Employment NA NA
Report
11. | N.Y.S. Taxation and Finance Contractor Certification Form ST- X
220-TD. Please submit with your bid proposal or prior to award.
12. | N.Y.S. Taxation and Finance Contractor Certification Form ST- NA NA
220-CA
13. | Glossary of Terms and Acronyms NA NA
14. | Central and Regional Site Information NA NA
15. | Permanent Site Information NA NA
16. | WIC Site Business and Equipment Functionality Matrix NA NA
17. | Hardware/Software/Supplies Technical Specifications NA NA
18. | Bidder’s Response Hardware and Software Specification Form X

19. | Cost Calculation Sheet - Hardware Lease — Required

20. | Cost Calculation Sheet - Supplies - Required

21. | Cost Calculation Sheet - Hardware Deployment - Required

22. | Cost Calculation Sheet - Consulting

23. | Cost Calculation Sheet - Equipment Trade In Credit

24. | Cost Calculation Sheet - Summary

25. | Cost Calculation Sheet - Optional Hardware -

XX XXX XXX

26. | Cost Calculation Sheet - Optional- - Products and Supplies

27. | Bidder’s Professional Reference Form

28. | Subcontractor’s Reference Form

29. | Equipment Reliability Form

XX XX

30. | Bidder Assurances Form

31. | M/WBE Procurement Forms X

All attachments listed can be found online except 1 and 2, which are located in the
boilerplate (above).




	SECTION 1: INTRODUCTION
	SECTION 2: BACKGROUND
	Installations at the State WIC Central Office and the WIC Training Centers will occur two months following receipt of the testing equipment.  A pilot deployment  to Local Agencies is scheduled to occur a month thereafter with the rest of the installations to take place over a six-month period, beginning two months after the pilot start date .
	The contractor must ensure that all necessary steps are taken to complete the implementation on schedule.  This requires configuration and installation of all equipment and software at approximately 225 permanent WIC sites statewide, six regional offices, the State Central Office in Menands and the WIC Training Centers.
	To achieve the installation deadlines, the products procured as a result of this RFP must be installed according to a schedule to be confirmed as soon as possible after the contract award.  Locations of current sites are provided in Attachments 14 and 15.

	SECTION 3: DETAILED SPECIFICATIONS
	3.01 Scope of the Project
	A. Hardware/Software
	B. Supplies
	C. On-Site Hardware Maintenance
	D. Consulting Services

	3.02 General Provisions
	A. Bidder’s Introduction/Profile
	Provide a bidder’s profile that includes:
	 A brief introduction of the bidder 
	 Products and services that the company provides 
	 Ability to provide NYSDOH DON with the proposed services 
	 Number of years providing any of the sales/services being requested in the RFP
	 Company’s name, address, telephone/fax numbers  
	 Federal identification number  
	 List any Doing Business As (DBA) or Also Known As (AKA) 
	 Names of the President or CEO and other top executives
	 Name of the person from your company that can be contacted regarding the proposal.  Include the contact person’s telephone and fax numbers (including area code) and e-mail address.  
	 An alternate contact person in case the main individual is not available.  Provide the same information as for the main contact
	B. Bidders References
	Provide five customer references, including the names of contact persons and their telephone numbers.  Provide two alternate references that may be contacted in the event that any primary reference is unavailable.  At a minimum, the projects used for references should resemble this one in terms of size, function, etc., particularly in the areas of support, maintenance and deployment.  If any services were performed for a state agency, please include it as one of your references.
	C. New Hardware and Latest Technology
	D. State Energy Efficiency
	E. Federal Regulatory Compliance
	1. Environmental 
	The bidder must agree to comply with Section 306 of the Clean Air Act (42 U.S.C. 1857{L}, Section 508 of the Clean Water Act (33 U.S.C. 1368), Executive Order 11738, and Environmental Protection Agency Regulations (40 C.F.R. Part 15), which prohibit the use of pollutants under non-exempt Federal contracts, grants or loans of facilities included on the EPA list of Violating Facilities.  Violations are to be reported to the applicable Federal agency and to the U.S.E.P.A. Assistant Administrator for Enforcement (EN-329).
	2. Anti-Kickback
	The bidder must agree to comply with the provisions of the “Anti-Kickback” section of the Copeland Act (18 U.S.C. Section 874) which prohibits “kickbacks” from public works employees and applies to any contract assisted in whole or in part by loans or grants from the Federal Government, except those contracts where the only federal assistance is a loan guarantee.  Violators are subject to a fine or imprisonment of not more than five years, or both.
	3. Software and Documentation
	The bidder must agree to comply with the provisions that the State and the USDA Food and Nutrition Service reserve a royalty-free, nonexclusive, and irrevocable license to reproduce, publish, or otherwise use and authorize others to use for State and Federal Government purposes, the copyright of any software and associated documentation developed under the resulting contract.

	F. Lease Agreement Documentation
	G. Terms of Proposal
	The terms of all proposals must remain in effect for at least 270 calendar days after the proposal submission date.  The bidder must include a statement of compliance with this provision.

	3.03 Technical Requirements
	A. Equipment Reliability
	1. In order to ensure the overall reliability of the computer product lines provided under this RFP, the computer equipment manufacturer will be evaluated against the Gartner Group’s Magic Quadrant for both Global Enterprise Laptops and Desktop PCs and the NYSDOH DON criteria listed below.  Provide information that the manufacturer meets these criteria.
	2. Bidders must complete Attachment 29 (Equipment Reliability (NYSDOH DON Criteria) and attach any applicable documentation for the NYSDOH DON criteria listed below:
	a. Desktop Computer Business
	b. Laptop computer Business
	c. Printer Business
	d. Microsoft Certification
	e. Regulatory Approvals


	B. Productive Use Requirement
	All proposed hardware and software must have been installed in a production environment of paying customers, and must have been in full production (not “beta”) use for a minimum of three months at the time of the bid submission.  Documentation must be submitted which indicates the performance (overall reliability) of each type of equipment proposed.  The information must document that the equipment is currently on the premises of at least three different paying customers, none of which is owned by or owns the bidder.  This should include the name and address of the installation and the name, title, and telephone number of the contact person at that installation.


	3.04 Hardware, Software and Supplies Specifications
	A. Electronic fill-in forms (Attachment 18) have been provided for technical specification responses.  The forms and instructions are located on the following web site: http://www.nyhealth.gov/funding, under the RFP Title, WICSIS Local Agency Technology Refresh.  They must be completed for products in each category and printed out.  You may also submit an electronic file of this attachment.  Attach the corresponding manufacturer’s specification sheets for each product being proposed.
	B. Hardware
	1. Specify exact equipment brand name and model, CPU type and speed, all component information, etc., using form provided in Attachment 18.
	2. Must meet all minimum requirements specified in Attachment 17.

	C. Software
	1. The bidder must provide the Microsoft Windows operating system for all computers and servers, and must include version information on specification forms provided in Attachment 18.  The version included with each client computer shall be the latest version of Microsoft Windows for business currently shipping at the time the order is placed.  File and print servers and laptop servers must be configured with the latest shipping server version of Microsoft Windows operating system, but without additional server CALs.  The Division’s networks have been configured to use per-seat licensing.
	2. All client machines (desktops and laptops) will be loaded with the Microsoft Windows operating system, Sybase Client, Symantec Anti-Virus, and the WICSIS (PowerBuilder) application.  Additionally, all client machines for local agencies will be loaded with Open Office and Microsoft Word 97 and those for the Central and Regional Offices will be loaded with Microsoft Office 2007.  These machines will be pre-loaded by the contractor from images created by NYSDOH DON and provided to the contractor during the pre-installation phase.  NYSDOH DON will provide licenses for all software other than the Windows operating system and any software required to operate each specific component (such as DVD burner software and drivers).

	D. Supplies 
	E. Optional Hardware, Products and Supplies
	The items listed in the Optional Technology section of Attachment 17 may be purchased or leased under this contract if NYSDOH DON chooses to do so.  Bidders are required to submit technical specifications and pricing for information purpose only.  Pricing will not be scored or added to the total bid price.  All optional items will be shipped directly to the NYSDOH DON Central Office in Albany and installed by state personnel.  Prices quoted should include all shipping and handling charges (if any) to NYSDOH DON Central Office.


	3.05 Support and Maintenance Requirements
	A. Project Management
	B. Consulting Services
	The contractor is required to provide appropriately trained and certified staff to assist NYSDOH DON personnel with issues relating to configuration and troubleshooting of the equipment provided.  These services must be available at the proposed cost on an “as needed” basis over the life of the contract.  A resume or other documentation of experience of the proposed individual will be required prior to commencement of any consulting engagement.  The Department of Health reserves the right to request an alternate individual if the one proposed by the contractor is not satisfactory.  Bidder is to provide a statement of compliance with this requirement.
	C. Provide detailed Support and Maintenance Plans for the following:  
	1. Assets Management/Inventory Control Plan
	a. Inventory must be provided to NYSDOH DON in electronic form quarterly and whenever requested by the NYSDOH DON.  
	b. The file format, to be negotiated with the winning contractor, will enable the import of asset information into the Help Desk software application, which runs on MS SQL 2005.  
	c. Changes to inventory information, such as serial number due to equipment replacement, must also be provided in this file.  The information provided should include:

	2. Supply Acquisition Plan
	3. Hardware and Software Support and Maintenance Plan

	The goal of the on-site support and maintenance plan is to minimize disruption of WIC service delivery due to non-functional equipment.  For the contract duration, the contractor will repair or replace all non-functioning equipment.  Total maintenance cost must include all labor, parts, shipping, and travel.  Bidder must describe the plan by which these requirements will be accomplished including: 
	a. A description of the bidder and its technical support team that will be used for support and maintenance.  Include experience and qualifications in maintaining this type and quantity of equipment.  Bidder must indicate if support team is a subcontractor organization and, if so, what function(s) they will perform and their experience in performing such functions.  
	b. Providing bidder’s customer references (as required in Section 3.02.D.) where services similar to those required in this section were or are being provided.  If a subcontractor will be used, provide three references (including the names of contact person and their telephone numbers) for each service being performed by the subcontractor.
	c. Describing how the maintenance plan will address and incorporate each of the following requirements:
	i. Maintenance for these devices must include all labor, parts and maintainable items within the unit including, but not limited to, printer fusers, rollers and other parts subject to wear.  
	ii. Contractor must provide a single centralized call center to handle all service calls. 
	iii. Contractor must provide a customer priority code or other mechanism to allow for immediate response to support calls.  
	iv. Contractor must provide a mechanism to allow NYSDOH DON staff to report equipment problems when the contractor’s help desk is closed (a web-based tool would be preferred.)  
	v. The contractor’s Call Center will assign a tracking ticket number to each call.  Ticket status must be updated within two hours of a ticket’s change in status.
	vi. An online, web-based system must be available to allow NYSDOH DON staff to check the status of any maintenance ticket opened or closed.  This tool does not need to be integrated with the NYSDOH DON Help Desk call tracking system.  
	vii. Closed ticket information must be available for a minimum of six months after closure.  All information entered on such ticket must be available online.
	viii. Equipment must be repaired and returned to its fully functional condition.
	ix. Computers must be reloaded/re-imaged after repairs have been made (if necessary).
	d. Contractor must maintain and provide replacement parts, where applicable, for all proposed equipment for a period covering at least the duration of the contract, including any extension agreed upon by NYSDOH DON and contractor. These components must be manufacturer-approved replacement parts and comply with warranty requirements.  In the event that a replacement part requires the return of the old part, the contractor will be required to return such part.  Exceptions to this requirement are all the replaced data storage devices (as defined in Section 3.07), which need to be returned to our Central Office in Menands after they are replaced.
	e. Contractor must continue to provide NYSDOH DON firmware and driver updates for all installed equipment as they are released throughout the length of the contract.
	f. The NYSDOH DON Help Desk will conduct the first level of troubleshooting when a system is in need of repair.  Help Desk must not be required to use specific tools or perform invasive troubleshooting steps requiring the handling of hardware components.  If the NYSDOH DON Help Desk is unable to resolve the problem, the ticket will be referred to the contractor and the following steps will be taken:
	i. The contractor’s call center will give the NYSDOH DON Help Desk a tracking number for the incident and will make the ticket status available to NYSDOH DON online. 
	ii. Prior to dispatching a technician, the contractor must contact the site contact person/coordinator to schedule a time for the technician’s arrival and to ensure staff and/or required resources will be available when the technician arrives.  
	iii. The contractor’s call center will dispatch a technician to correct the problem in compliance with Time Frames and Service Levels described below.  
	iv. If the equipment cannot be repaired in the allotted time, the contractor must agree to call in the equipment manufacturer and pay for all expenses incurred to repair or replace the equipment.

	g. Adherence to Time Frame Definitions listed below:
	i. Notification Response Time:  This is the time interval between the time a trouble call is placed and a return call is received by the NYSDOH DON Help Desk.  Calls will be placed through a single call center.  NYSDOH DON will record in its Help Desk system the time a service call has been placed.  
	ii. Site Response Time:  This is the time interval between the time the initial trouble call is placed and the time the contractor arrives at the site.  Local agency staff will record the time the contractor arrives at the site.
	iii. Repair Time:  This is the time interval between the time the contractor arrives on site and the time that the equipment is repaired or replaced, fully configured, and functional.  Local agency staff will record the time the repair is completed.
	iv. Business Hours:  For the purposes of Service Levels, business hours are from 9:00 a.m. to 5:00 p.m. Monday through Friday.

	h. Adherence to the following Service Levels:
	i. For all servers, including laptop servers, Magnetic Ink Character Recognition (MICR) printers and wireless routers: 
	 Notification Response Time:   One hour
	 Site Response Time:    Four hours
	 Repair Time:     Four hours 
	ii. For all other equipment (desktops, laptops, non-MICR printers, etc.)
	 Notification Response Time:   One hour
	 Site Response Time:    Next Business day
	 Repair Time:     One Business day

	i. In cases where the agency causes the contractor to miss the required Service Level, the clock will re-start at the time that the agency is available to have the service performed.  
	j. Liquidated Damages
	The following non-negotiable liquidated damages apply to Warranty/Repairs.  Damages will be assessed at the discretion of NYSDOH DON on a case-by-case basis.  These fees shall not apply to circumstances outside of the contractor’s control.
	i. All servers, wireless routers and MICR printers:$200.00 per hour, per unit, commencing after Site Response Time or Repair Time has passed.  
	ii. Workstations, laptops and laser printers at permanent sites:$200.00 per day, per unit, commencing after Site Response Time or Repair Time has passed.




	3.06 Deployment Plans
	A. Quality
	A high standard of quality is expected to be maintained by the contractor for the duration of the contract.  This level of quality applies to all aspects of deployment including pre-installation, staging, de-installation of old equipment, installation and site acceptance.  To ensure service quality, provide the following within each plan:
	1. A description of the bidder’s support team that will be used for deployment.  Include experience and qualifications in deploying this type and quantity of equipment.  Bidder must indicate if support team is a subcontractor organization and, if so, what function(s) they will perform and their experience in performing such functions.
	2. Bidder’s customer references (as required in Section 3.02.B.) for which services similar to those required in this section were provided.  If a subcontractor will be used, bidder must provide three references (including the names of contact persons and their telephone numbers) for each service performed by the subcontractor.
	3.   Provision for project tracking, status reports and ad hoc meetings.
	4. Provision for problem identification, tracking, resolution and reporting.

	B. Pre-installation Requirements
	1. Provide a complete set of equipment to the NYSDOH DON at least 30 days prior to the commencement of the first deployment for the purpose of creating images for each server, desktop and laptop equipment and to create procedures for the configuration of the equipment in the field.  NYSDOH DON will provide the contractor with images to be used on each of the computing devices and instructions on how to setup the equipment at the sites.
	2. Assist NYSDOH DON in developing the hardware configuration and software installation guide.  Contractor will also be responsible for testing this guide on appropriate equipment.
	3. Stage equipment and pre-install disk images on all computers prior to site installation.  Contractor should complete as much set up work as possible prior to the installation date to minimize set up time at each site.
	4. Ensure accessibility for on time delivery of equipment to each WIC site; e.g., that contractor-designated vehicles and equipment are not impeded.

	C. Staging Plan
	The bidder must provide a detailed Staging Plan for the deployment of all hardware, software and supplies.  This plan should include, but not be limited to:
	1. Available staging facility and resources including location(s) and description of facility.  Site(s) do not have to be located in New York State, but it is preferred.  It should be noted that subcontracting is permissible for the staging area, as well as other aspects of this project as indicated in Section 4.01.P and 4.01.R.  This site cannot be one of our WIC Agencies.
	2. Inventory management procedures to ensure adequate stock of equipment and supplies to adhere to the established installation schedule. 
	3. Procedures for staging equipment (load/configure/setup of software, test and verify that it is correct).

	D. De-installation of Old Equipment
	1. Inventory current equipment by completing the “Inventory and Equipment Removal Certification” form. 
	2. Because sensitive information may be stored on hard drives, all data must be purged or cleared in accordance with the guidelines defined in the NIST publication SP 800-88, prior to removal of equipment from the site.  The following protective measures must be taken:
	a. PC and laptops hard drives (including laptop server drives) must be purged using the ATA secure erase functionality incorporated in each drive.  This may be done either in the computer itself or by using an external tool (such as ATA Hammer, Drive Erazer Pro, or EDT Digital Shredder).
	b. For the File and Print server hard drives, DOH prefers using the secure erase functionality embedded in the hard drive itself (similar to that used on ATA drives, if available) either using internal software or using an external device (such as SCSI-Hammer or EDT Digital Shredder).  Alternatively, these drives may be cleared using a DOH approved hard drive wiping utility
	c. Inoperable hard drives or drives that fail to be completely wiped must be degaussed or damaged on site in such a way as to make any of the data on the drive unrecoverable. 
	d. Document how the drive was purged, cleared or destroyed, the name of the technician performing the service and the date and time the service was completed.  This information will be included on the “Inventory and Equipment Removal Certification” form.  Have the NYSDOH DON on-site contact verify the information and sign the form.  

	3. Submit a copy of the completed form to the NYSDOH DON Project Manager and give a copy to the NYSDOH DON on-site contact.

	E. Site Deployment Plan
	1. General Requirements
	Contractors must install equipment at all sites in accordance with the following requirements:
	a. Deliver all hardware and supplies to WIC sites (see Attachments 14 and 15) at the time of the installations (schedule to be provided to winning bidder).  No pre-installation deliveries will be allowed, as sites do not have storage space to house this equipment.
	b. Contractor must carry with them extra equipment to replace items that are defective at time of installation.  This will avoid having the contractor return to that site.  
	c. The contractor must be prepared, during installation, to replace and/or apply new cable locks to equipment as needed.  The locks must be uniquely keyed with a common master key and two individual keys that match the lock.  Each agency must be given all individual keys (not the master) to its locks.  The master key must be given to NYSDOH DON prior to the first agency installation.  See Attachment 17, under Optional Supplies for lock specifications.
	d. Connect and install all components using new patch cables provided by bidder.  Contractor must have available new power strips to be used on equipment where one is not available or existing one is defective or in poor condition.
	e. Perform final configuration and testing of all hardware.  This process will include, but not be limited to, the connecting of PCs to the network to ensure operational connectivity to the Women, Infants and Children Network (WICNET).  Additionally, the contractor will be responsible for the configuration, installation, cabling and testing of printers and all peripheral devices.
	f. Inventory new equipment and have NYSDOH DON on-site contact verify and certify the “Inventory and Equipment Installation Certification” form.  Form will be developed with the contractor.
	g. Apply one NYSDOH DON-provided asset tag to each workstation, server, monitor, printer and signature capture device.  The contractor will be responsible for purchasing additional tags if needed due to loss or waste on their part.
	h. Complete all documentation for each WIC site, including asset tracking documentation.  Contractors must complete and submit a “Site Completion” report on a NYSDOH DON-provided form for each site.
	i. Remove all trash (boxes, etc).  No receptacles/dumpsters will be provided.

	2. Specific Requirements
	a. PC
	i. Unpack PC and setup in final location.
	ii. Unpack and install components (keyboard, mouse, monitor, etc.).
	iii. Install signature capture device (SCD).
	iv. Connect PC to the network.
	v. “Personalize” PC (assign host name, etc).
	vi. Join the PC to the WICSIS domain.
	vii. Verify ability to log on to the PC using a NYSDOH DON-supplied account.
	viii. Test signature capture device (SCD) using a NYSDOH DON-provided utility.
	ix. Verify that all printers at the site have been defined.
	x. Lock down PC and monitor using new glue-downs provided by contractor and existing cable (or new one if old one is unavailable or unusable.)
	xi. Install WIC asset tags (provided by NYSDOH DON) on both the PC and monitor.

	b. Laptops
	i. Unpack laptop.
	ii. Unpack and install laptop and accessories (mouse).
	iii. Install SCD.
	iv. Connect laptop to the network.
	v. Personalize laptop (host name, IP, etc).
	vi. Join laptop to WICSIS domain.
	vii. Verify ability to log on to laptop using NYS DON-supplied account.
	viii. Test SCD using a NYSDOH DON-provided utility.
	ix. Verify that all printers at the site have been defined.
	x. Disconnect from network.
	xi. Reboot machine.
	xii. Make sure wireless router is powered up.
	xiii. Select temp site configuration.
	xiv. Open network connections; configure wireless connection with static IP.
	xv. Reboot laptop to temp site configuration and test connection.
	xvi. Install WIC asset tag on laptop.
	xvii. Lock down laptop if used in the office, as determined by NYSDOH DON site contact. 

	c. Servers (File &Print and Laptop)
	i. Unpack server and set up in final location.  Most sites will require the File and Print (F&P) server to be installed on a rack.  If so these devices don’t typically require a lock down cable.
	ii. Unpack and install sub-components (keyboard, mouse and monitor).
	iii. “Personalize” server (assign host name, etc.)
	iv. Verify that all printers have been defined.
	v. Lock down server and monitor using new glue-downs provided by contractor and existing cable (or new one if old one is unavailable or unusable).  Exclude F&P servers installed on racks.
	vi. Install WIC asset tags (provided by NYSDOH DON) on the server and monitor.

	d. Wireless Router
	i. Connect wireless router Ethernet port to Port #9 on the existing Cisco 1811 ISR router using cable included with wireless router or vendor-provided one.
	ii. Login to the wireless router using default username and password.
	iii. Change username and password to those provided in setup documentation for wireless router.
	iv. Configure the IP address, subnet mask, and Gateway IP address for the LAN configuration and save configuration.
	v. Configure a static route to the 10.100.1.0 network.
	vi. Configure SSID and WPA2 Pre-Share Key as provided in setup procedures.
	vii. Contact the NYSDOH DON Help Desk and ask for a DataCom person.
	viii. Datacom person will verify that they can connect to the wireless router.
	ix. Datacom person will verify configuration.
	x. After Datacom person verifies configuration, the installer will test connectivity to wireless router from wireless laptops via their wireless connection.
	xi. Datacom person will verify that they can see all wireless laptops connected.

	e. Printers
	i. Unpack printer and set up in final location.
	ii. Install subcomponents (drawers, adapters etc.).
	iii. Connect printers to the network and electrical power.
	iv. Install toner cartridge.
	v. Set IP address.
	vi. Set printer passwords.
	vii. Turn off unneeded services and protocols as defined by NYSDOH DON.
	viii. Print a test page from a networked PC.
	ix. Print a test page of checks on each MICR printer using a NYSDOH DON-supplied utility.  Verify acceptability of test checks with DOH staff.
	x. Install WIC asset tag (provided by NYSDOH DON).



	F. Site Acceptance

	3.07 Data Security
	A. After removing the drive from the computer, the technician must label the drive with the serial number of the computer it was removed from, as well as the date and time it was removed and the name of the technician removing the drive. 
	B. Due to the sensitive information that may be stored on the computer drives, the technician must purge or destroy hard drives and SSD drives in accordance with the guidelines published in the NIST publication SP800-88 prior to leaving the office where the computer is located.
	1. PC and laptops hard drives (including laptop server drives) must be purged using the ATA secure erase functionality incorporated in each drive.  This may be done either in the computer itself or by using an external tool (such as ATA Hammer, Drive Erazer Pro, or EDT Digital Shredder).
	2. For the File and Print server hard drives, DOH prefers using the secure erase functionality embedded in the hard drive itself (similar to that used on ATA drives, if available) either using internal software or using an external device (such as SCSI-Hammer or EDT Digital Shredder).  Alternatively, these drives may be cleared using a DOH approved hard drive wiping utility
	3. Inoperable hard drives or drives that fail to be completely wiped must be degaussed or damaged on site in such a way as to make any of the data on the drive unrecoverable. 

	C. The drive will then be transported back to a central collection facility for shipment to DON.
	D. The drives must be stored in a locked room or container until returned to DON for final destruction.
	E. The contractor company must develop a process to track all hard drives removed from DON computers and provide this information to DON at least once per month and whenever requested.  The system must track any change in the drive’s physical location.     

	3.08 Price Protection
	A. For Third Party Vendors
	Billable amount cannot exceed price quoted under the terms of this contract.  However, should a price decline be announced by the manufacturer after the signing of the contract, but prior to a third party vendor taking title to the equipment, and should the third party vendor be the recipient of the manufacturer’s price decline, it shall be passed on in total to the NYSDOH DON by the third party vendor.  Any interest, finance, or other charges will be recomputed based on the new price and the differences will also be passed to the NYSDOH DON in total.
	B. For Manufacturers
	Billable amount cannot exceed price quoted under the terms of this contract.  However, should the manufacturer announce a price decline after contract signing, it shall be passed on in total to the NYSDOH DON.  Any interest, finance, or other charges included on the contract price will be recomputed based on the new price and the differences will also be passed to the NYSDOH DON in total.
	C. Price Declines
	The vendor is required to notify the NYSDOH DON of any price declines on equipment, software, supplies or consumables procured through the contract.  The vendor may be required to submit price sheets for all hardware and software every six months.

	3.09 Equipment Availability
	3.10 Additional Equipment and Supplies 
	3.11 New Products and Technologies
	3.12 Minimum Quantities
	3.13 End of Lease Equipment Removal  
	3.14 Cost
	All purchases made under this contract must be in accordance with New York State procurement guidelines.  
	A. Required Hardware
	B. Required Supplies/Accessories
	C. Deployment
	D. Consulting Services
	E. Optional Hardware, Products and Supplies
	Pricing for all optional items is for informational purpose only; pricing will not be scored or added to the total bid price.  Prices quoted should include all shipping and handling charges, if any, and must be honored by contractor if NYSDOH DON opts to procure these items.
	1. The 48 month lease cost is the total per unit cost listed on Attachment 25 for the four years of the lease, including maintenance at the levels detailed in Section 3.05.C.  The cost must be invoiced evenly across the 48 months.  After the four-year leasing period ends, the NYSDOH DON may optionally extend leasing on a month-to-month basis for one additional year.  This cost may differ from the monthly cost quoted for the initial 48 months.  The NYSDOH DON reserves the right to terminate the leasing option on a site-by-site basis during this extension period.  The NYSDOH DON will provide contractor with 30 days notice of any termination.  
	2. Provide per unit pricing for all optional hardware using Attachment 25, optional products (flat panel monitors, solid state drive, thumb drive and DVD writer) and for optional supplies using Attachment 26.  These items will not be leased, but pricing must remain at the original bid price for the life of the contract.  Pricing for all optional supplies must remain at the original bid price for one year following the signing of the contract.



	SECTION 4: PROPOSAL REQUIREMENTS
	4.01 Technical Proposal Package
	A. Bidder’s profile that includes a brief introduction of the bidder, its products and services and the contact person information.  List the name of the contact person and an alternate with their telephone/fax numbers and e-mail addresses.  Provide all information as described in 3.02.A. 
	B. Five client references (for bidder), including the names of contact persons and their telephone numbers and two alternate references as described in Section 3.02.B.  This information may be submitted on Attachment 27, Bidder’s Professional References.
	C. *A statement of compliance to provide new hardware and the latest technology as described in Section 3.02.C.
	D. *The bidder’s agreement to meet State mandatory energy efficiency standards in (Section 3.02.D).
	E. *Documentation of compliance with Federal regulations as indicated in Section 3.02.E (three items).
	F. *A statement to agree to provide a copy of the lease agreement language intended for use in the resulting contract as described in Section 3.02.F.  
	G. *Terms of Proposal compliance statement as indicated in Section 3.02.G.
	H. The supporting documentation for mandatory Equipment Reliability criteria requested in Section 3.03.A.1 (Gartner) and 3.03.A.2 (NYSDOH DON).  Also complete Attachment 29, Equipment Reliability (NYSDOH DON Criteria).
	I. The supporting documentation for “productive use” requirements (Section 3.03.B).
	J. Completed Technical Specification Forms (Attachment 18) for proposed hardware, products, supplies, and optional technology as described in Section 3.04.  
	K. *Bidder’s agreement to comply with provisions listed in Section 3.05.A, regarding appointment of a Project Manager.
	L. *Bidder’s agreement to comply with provisions listed in Section 3.05.B regarding Consultant Services.
	M. A detailed plan to track assets and manage inventory (Section 3.05.C.1).
	N. A detailed supply acquisition plan as specified in section 3.05.C.2.
	O. Detailed support and maintenance plan for all hardware, firmware and drivers as specified in Section 3.05.C.3.
	P. A description of the bidder’s support and maintenance team(s), and their experience, including subcontractor information and references, if applicable, as described in 3.05.C.3.a and b.  This information may be submitted on Attachment 28, Subcontractor’s Professional References.
	Q. Detailed deployment plans, incorporating quality assurance procedures for all hardware, software and supplies including, pre-installation, staging, steps for the removal and storage of existing hardware and supplies, site installation process (including setup, completion and acceptance) as specified in Section 3.06.
	R. A description of the bidder’s deployment team(s), and their experience, including subcontractor information and references, if applicable, as described in 3.06.A.1 and 2.  This information may be submitted on Attachment 28, Subcontractor’s Professional References.
	S. Data Security Plan for compliance with replacement or removal of hard drives and SSD’s, as indicated in Section 3.07.
	T. *A Price Protection Agreement to provide hardware, software and supplies for reduced prices in the event of market cost reductions over the period of the contract, as described in Section 3.08.
	U. *An agreement for the continued availability of identical or functionally comparable equipment and components for the duration of the contract, as described in Section 3.09.
	V. *An agreement to provide a method to purchase additional identical or functionally comparable equipment and supplies in accordance with New York State procurement guidelines, at the proposed or lower price for the life of the contract as described in Section 3.10.
	W. *Agreement to offer newly introduced products or technology not available on currently installed products to NYSDOH DON in lieu of, or in addition to, any or all of the uninstalled products remaining on the contract, as described in Section 3.11.  All products must be procured in accordance with New York State procurement guidelines.
	X. A detailed plan for the end of the lease equipment removal as specified in Section 3.13
	Y. *Statement of agreement with each invoice/payment provision in Section 5.09.

	4.02 Cost Proposal and Administrative Package
	A. A line item Cost Calculation Sheet (Attachments 19, 20, 21, 22 and 23) for each product or service, including per unit costs for Equipment Lease and Maintenance, Deployment, Supplies, Consulting and Trade In Credit.  
	B. Cost Calculation Summary Sheet (Attachment 24), which includes the amounts from all Cost Calculation Sheets (Attachments 19, 20, 21, 22 and 23) and their total. 
	C. Optional Hardware and Products Cost Calculation Sheets (Attachments 25 and 26).  List the per unit price of each item.  Pricing for these items is required for information purposes only and will not be scored or added to bid price.
	D. Bid Form (Attachment 5).
	E. Please submit Attachments 7, 8, 9, 11 and 31 with your cost proposal or prior to award.  
	F. Please submit the completed “Bidder Response Checklist” (Attachment 4) in this package.  Each item should be addressed.  Provide the section and page number where each item is addressed.

	4.03 NYSDOH DON Clarification Process
	A. If clarification is needed on a bid prior to scoring, the Evaluation Committee may, at its sole discretion, submit written questions to the bidder.  Requests for clarifications will be made as soon as practicable following the date of submission.  The bidder will be given a minimum of five business days to respond in writing to the questions.  The due date will be indicated in the cover letter, which will allow for sufficient time for the mail to reach the bidder and for the bidder to send the response back.
	B. It should be noted that information included in the bidder’s response will only be used to clarify information contained in the original written bid.
	C. Proposals will not be considered fully responsive unless all required information is provided.  Proposals that are not fully responsive to the requirements of this RFP may be rejected.

	4.04 Addenda and Withdrawals
	4.05 Method of Award 
	A. Proposal Components
	B. Component Score Weight
	C. Components Score


	SECTION 5: ADMINISTRATIVE
	5.01 Issuing Agency
	5.02 Inquiries
	5.03 No Bid Form
	5.04 Letter of Interest
	The NYSDOH DON requests prospective bidders to notify the NYSDOH DON of their intention to bid by completing and submitting the Letter of Interest (Attachment 3) no later than 3:00 p.m. on the date indicated on the cover page of this RFP.  A Letter of Interest is not binding on either party, but will serve to alert the NYSDOH DON of a bidder’s intention to submit a proposal in response to the RFP.  

	5.05 Bidders Conference
	A. The purpose of the conference is to provide information concerning the RFP requirements that may be helpful in the preparation of proposals and to answer questions regarding the RFP.  NYSDOH DON will supply written answers to any questions submitted prior to the conference as well as those that are asked at the bidders conference within five business days of the conference. 
	B. It is not mandatory for prospective bidders to attend the conference, but it is highly recommended.  The Bidders Conference is for information only.  Answers furnished during the conference will not be considered official until verified in writing.  The NYSDOH DON will also document responses to significant questions raised during the Bidders Conference, make any important clarifications and/or changes that are necessary, and send a written summary to all bidders who have submitted a Letter of Interest.
	C. Questions submitted in writing and received by 3:00 p.m. on the date indicated on cover page of this RFP, will be answered verbally at the Bidders Conference without identifying the questioner.  No written questions will be accepted after that date.  Bidders will be permitted to ask additional questions during the Bidders Conference.  Each individual question must cite the particular RFP section and paragraph to which it refers.  The envelope containing the questions should be clearly marked: “Attn: WICSIS LA Tech Refresh - Bidders Conference Questions”.

	5.06 Submission of Proposals
	A. Interested vendors should submit three sets of signed originals and five sets of signed copies of their Bid Proposal.  Proposal must be received no later than the time and date indicated on the cover page of this RFP.
	B. Responses to this solicitation should be clearly labeled “Attn: WICSIS LA Tech Refresh – Proposal” and directed to:
	C. It is the bidders' responsibility to see that bids are delivered to the above address prior to the date and time of the bid due date.  Late bids due to delay by the carrier or not received in the Department's mail room in time for transmission to the above address will not be considered.
	D. The Bid Form must be filled out in its entirety.

	5.07 The Department of Health Reserves the Right To:
	A. Reject any or all proposals received in response to this RFP.
	B. Waive or modify minor irregularities in proposals received after prior notification to the bidder.
	C. Adjust or correct cost or cost figures with the concurrence of bidder if errors exist and can be documented to the satisfaction of NYSDOH DON and the State Comptroller.
	D. Negotiate with vendors responding to this RFP within the requirements to serve the best interests of the State.
	E. Eliminate mandatory requirements unmet by all offerers.
	F. If the Department of Health is unsuccessful in negotiating a contract with the selected vendor within an acceptable time frame, the Department of Health may begin contract negotiations with the next qualified vendor(s) in order to serve and realize the best interests of the State.

	5.08 Debriefing
	5.09 Invoice/Payment
	A. The contractor may invoice after acceptance of the equipment or service.  Payment will be made for equipment received at the specified WIC site (not staging site) after it has been fully tested and certified to be in working order and formally accepted by the NYSDOH DON. 
	B. If awarded a contract, the contractor shall submit invoices to the State's designated payment office:
	C. Payment of such invoices by the State (NYS Department of Health) shall be made in accordance with Article XI-A of the New York State Finance Law.  Payment terms will be:
	1. Payment of Equipment or Services shall be made in arrears.  The NYSDOH DON will not make any advance payments or advanced deposits.  
	2. Billings are to be for complete shipments made according to the delivery schedule.
	3. The contractor will submit an original and one copy of each invoice to the NYSDOH DON.  A Certificate(s) of Acceptance (COA) and all the appropriate documentation for equipment/supplies/services must be signed by NYSDOH DON before invoicing can occur.  Once NYSDOH DON signs off on the “Certificate of Acceptance” form an invoice can then be submitted.  The COAs are required for each piece of equipment and are to be bundled by site number.  Invoices may be submitted electronically

	D. At a minimum, invoices are to contain or have attached the following as applicable:
	1. For leasing, the period covered by the invoice.
	2. Detailed lists of brand, model and serial numbers of equipment or supplies, including quantities.
	3. The date of service, hourly rate, and the number of hours being invoiced for consulting services, if applicable. 
	4. Identification of the site where service was performed or product was installed or delivered (site #, name and address).


	5.10 Good Faith Agreement
	5.11 Term of Contract
	A. This agreement shall be effective upon approval by the NYS Office of the State Comptroller, with an anticipated contract start date of October 1, 2009.  The contract will be for a four year period, with an optional one year renewal.
	B. This agreement may be canceled at any time by the Department of Health giving to the contractor not less than thirty (30) days written notice that, on or after a date therein specified, this agreement shall be deemed terminated and canceled.  

	5.12 Vendor Responsibility Questionnaire/Attestation
	5.13 State Consultant Services Reporting
	5.14 Lobbying Statute
	A. makes the lobbying law applicable to attempts to influence procurement contracts once the procurement process has been commenced by a state agency, unified court system, state legislature, public authority, certain industrial development agencies and local benefit corporations;
	B. requires the above mentioned governmental entities to record all contacts made by lobbyists and contractors about a governmental procurement so that the public knows who is contacting governmental entities about procurements;
	C. requires governmental entities to designate persons who generally may be the only staff contacted relative to the governmental procurement by that entity in a restricted period;
	D. authorizes the New York State Commission on Public Integrity to impose fines and penalties against persons/organizations engaging in impermissible contacts about a governmental procurement and provides for the debarment of repeat violators;
	E. directs the Office of General Services to disclose and maintain a list of non-responsible bidders pursuant to this new law and those who have been debarred and publish such list on its website;
	F. requires the timely disclosure of accurate and complete information from offerers with respect to determinations of non-responsibility and debarment; 
	G. expands the definition of lobbying to include attempts to influence gubernatorial or local Executive Orders, Tribal–State Agreements, and procurement contracts;
	H. modifies the governance of the New York State Commission on Public Integrity
	I. provides that opinions of the Commission shall be binding only on the person to whom such opinion is rendered;
	J. increases the monetary threshold which triggers a lobbyists obligations under the Lobbying Act from $2,000 to $5,000; and 
	K. establishes the Advisory Council on Procurement Lobbying.

	5.15 Accessibility of State Agency Web-based Intranet and Internet Information and Applications
	5.16 Information Security Breach and Notification Act
	5.17 New York State Tax Law Section 5-a
	5.18 Piggybacking
	5.19 M/WBE Utilization Plan for Subcontracting and Purchasing
	5.20 Appendices 
	Contract Boilerplate
	Standard Clauses for New York State Contracts

	5.21 ATTACHMENT PACKAGE CHECK LIST




