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New York State Electronic Certificate of Need (NYSE-CON)
Training/Reference Manual

Create NY.gov ID
Overview
Contents In this chapter, you will learn how to:

1. Register for a personal NY.gov Account
2. Manage your NY.gov Account
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New York State Electronic Certificate of Need (NYSE-CON)
Training/Reference Manual

Creating NY.gov Account

Learning Objective: This section explains how to create a personal NY.gov account and

log in to NY.gov Online Services.

Learning Step Action
Objective

1 | To create a NY.gov Account navigate to https://my.ny.gov
How to Create
a personal / Services News Government Local
NY.gov
accou nt 4 NY.govID  Online Services  FAQs  About NY.govID  Help Desk Information  Privacy Policy ~ Terms of Service

4’ NY.govID
Sign In
Forgot your Usemame or Password ?
NY.gov ID - Temms of Senice
Donthave an Accoune? (I
If you do not have an NY.gow ID Usemame and
Password, click the above link to sign up.
Figure 1. Sample NY.gov home page
2 | Click the ‘Don’t have an Account’ button.
3 | My NY.gov Online Services page is displayed with the available account
types (personal, government, business).
Please select one of the following three account types:
PERSONAL GOVERNMENT EMPLOYEE BUSINESS
I want to access services for my personal Information for New York State or local I want to access services in a business
use. My identity must be verified. government employees. capacity. My personal, business or
‘ organization's identity must be verified.
Figure 2: Sample Account Types selection page
4 | Click the ‘Personal’ Account type.
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https://my.ny.gov/

New York State Electronic Certificate of Need (NYSE-CON)
Training/Reference Manual

My NY.gov Online Services page is displayed with the steps for registering a
personal NY.gov account.

/ Services News Government Local

4‘_N\"gov ID  Online Services  FAQs  About NY.govID  Help Desk Information  Privacy Policy ~ Terms of Service

Obtain an NY.gov ID Personal User Account

Personal NY.gov ID - Allows you to access online services that require your verified identity where you are acting in an individual capacity (i.e. Not as a business).
Getting Started
Registering for a Personal NY.gov 1D is a two part process.

1. NY.gov ID Self Registration

Online Registration consists of 3 steps. Use the 'Next' and 'Continue' buttons at the bottom of each page to move through the steps.
i. Enter basic user information (along with a valid email address) and select a User ID.
ii. Confirm basic user information is correct.
iii. Finish the online registration.
2. Email Activation

0Once you have finished the create steps above, please check your email and click on the link inside. Once you have clicked on the link, you will be prompted to set your password, and
select 3 security questions & answers.

Sign Up for a Personal NY.gov ID

If you want a Personal NY.gov ID, please click the button to start the process.

Figure 3: Sample NY.gov Online Services page

Click the ‘Sign up for a Personal NY.gov ID’ button.
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New York State Electronic Certificate of Need (NYSE-CON)
Training/Reference Manual

7 | NY.gov ID Self Registration page is displayed.
NY.gov ID SELF REGISTRATION
User Information Personal Privacy Protection Law Notice
First Name* | First Name
Last Name* | Last Name
Email* | Email
Confirm Email* | Confirm Email
Login Information
Preferred Username® | Preferred Username (hmh
q e
I'm not a robot
Create Account h
Step 10f3
Figure 4. Sample NY.gov ID Self Registration page
8 | Enter the First Name, Last Name, and a valid Email address.
9 | Enter the desired username under “Preferred Username”.
Click the ‘Check’ button to verify if the entered username is available. If the
username already exists, provide another username.
10 | Check the “'m not a robot’ captcha security check box and follow the
instructions.
11 | Click the ‘Create Account’ button.
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New York State Electronic Certificate of Need (NYSE-CON)
Training/Reference Manual

12

The system displays the entered user and login information.

NY.gov ID SELF REGISTRATION

Before you continue, please check the information below. If any information needs to be corrected, please click on the "Back” button below and make the necessary corrections

First Name - test
Last Name : prod

Email : Sam.joe@email.com
Username : test_prod

Back | Continue h

Step2of3

If you need further assistance: Click here for agency assistance & contact info

Figure 5: Sample NY.gov ID Self Registration page (Second step)

13

Click the ‘Continue’ button to continue with the entered information.

Note: Click the ‘Back’ button to make changes to the entered information.
Repeat steps 7-11.

14

NY.gov ID Self Registration page is displayed instructing the user to activate
the created NY.gov account. An activation email has been sent to the email
ID provided during registration.

NY.gov ID SELF REGISTRATION

An activation email has been sent to - Sam.joe@email.com
Please check your email and click on the link inside. Once you have clicked on that link, you will be prompted to set your password, and select 3 security questions & answers.

If you do not click on the link within 48 hours, you will be required to come back to this website and re-register your account. Please check your junk mail filters /folders in case the activation email
gets blocked.

Finish h

Step 3 0f 3

If you need further assistance: Click here for agency assistance & contact info

Figure 6: Sample NY.gov ID Self Registration page (Third step)

15

Click the ‘Finish’ button.

16

Click on the link sent to the email ID which was provided during the
registration within 48 hours to complete the registration.

Note: If the link is expired, you must go back to the NY.gov website and re-
register for a new NY.gov account.
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New York State Electronic Certificate of Need (NYSE-CON)
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17 | Access the link on the email which is sent from the New York State
Department. It redirects the user to the ‘NY.gov ID Activation’ page.
NY.gov ID Activation
Thank you for registering!
You are now ready to activate your NY.gov Id.
During this process, you will need to
Set 3 valid secret questions and answers.
Set a new password.
Secret Questions
“Question | [SelectOne M
*Answer S Confirm Answer
“Question 2 ‘Se\ect One hd
“Answer - “Confirm Answer
“Question 3 [select one Vi
“Answer . “Confirm Answer
Continue h
Figure 7: Sample NY.gov ID Activation page
18 | Select 3 security questions and provide an answer for each question. The
security answer should be at least 4 characters in length.
19 | Click the ‘Continue’ button.
20 | NY.gov ID Activation page is displayed.

NY.gov ID Activation

You have successfully saved your secret questions and answers. Please click the below Continue button to set your new password.

Figure 8: Sample NY.gov ID Activation page(Continue)
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New York State Electronic Certificate of Need (NYSE-CON)
Training/Reference Manual

21

Password Change Request page is displayed allowing the user to set a
password for the NY.gov ID.

Password Change Request

test_prod , please change your current passward before continuing.

New Password”
Minimum 8 characters with st least 3 letters and 1 number.

Confirm New Password’ l:l

qSet Password ‘ | Clear this form ‘

Figure 9: Sample Password Change Request page

22

Enter the new password and confirm it by re-entering it again.

Note: The NY.gov password should be a minimum of 8 characters with at
least 3 letters and 1 number.

23

Click the ‘Set Password’ button.

Note: Click the “Clear this form’ button to clear the contents and repeat
steps 20-21.

24

Password Change Information page is displayed.

Password Change Information

test_prod your new password has been set.

Use this new password the next time you log into your account.

Figure 10: Sample Password Change Information page

25

Click the ‘Continue’ button.
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New York State Electronic Certificate of Need (NYSE-CON)
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26

The system activates the NY.gov ID and displays a confirmation message.

NY.gov ID ACTIVATION

Log out

You have successfully activated your NY.gov Id!
Please click on one of the buttons below.

Continue to Enrollment  This is where you sign up for various NYS applications.

qmmm A portal to view the NYS applications you have access to.

Figure 11: Sample NY.gov ID Activation page (NY.gov account activated)

27

Click the ‘Go to MyNy’ button to access the NY.gov Online Services.

Note: Click the ‘Log out’ button to exit the screen.

28

The system displays the NY.gov Online Services page with various NYS
applications.

Update My Account ~ About NY.govID  Help Desk Information  Privacy Policy ~ Terms of Service

“7 NY.govID

Change Password

Welcome fest , You are logged in as - test_prod

Last login - 7hu Apr 27 13:31 Log out

You can sign up for the following services

You have access to the following services

G
N

|

H

Statonids Laarming Managomant ysta

NY Stataof Haalth

The Offiial Hashts Fan Markstglzca

23
i
i

I

B

f
E

Figure 12: Sample NY.gov Online Services Page
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New York State Electronic Certificate of Need (NYSE-CON)
Training/Reference Manual

Manage your NY.gov Account

Learning Objective: This section explains how to update your NY.gov account information

and change the password.

Learning Step Action
Objective
1 | To update the NY.gov Account information, select Update My Account link
Update the on the NY.gov online services page.
NY.gov 2 \
Account and E Services News Government Local
Ch ange ANY.QDV 1D Update My Account About NY.gov ID Help Desk Information Privacy Policy Terms of Service
Password Welcome test , You are logged in as — test_prod
Figure 13: Sample NY.gov Online Services page (User selects Update My
Account link)
2 | Click the ‘Update My Account’ link.

NY.gov Applicant Training
Create NY.gov ID

Page 13 of 23 04/21/2017




New York State Electronic Certificate of Need (NYSE-CON)
Training/Reference Manual

3 | NY.gov account update page is displayed.

Note: The fields with * are mandatory and must be provided with information.
The system displays the NY.gov username, first name, last name, country,
email address and secret questions and answers. The answers to the secret
questions are hidden

2 Services  News

Government  Local

4|Wgov ID  Online Services  FAQs  About NY.govID  Help Desk Information  Privacy Policy ~ Terms of Service

Please complete the form below to update your NY.gov ID account. Log Out
Username test_prod
First Name test Middle Initial
* Last Name
Cender Date O irth (/0D YY) ]
i [ ]
Address Line 2 I:l
*City ] sate
* ostal Code l:| * Country United States V]
* Email Address
Telephone Number Extension I:l
Fax Number I:I

Password Reset Information

+ Shared Secret Question 1

What was the name of my first pet?

V]

+ Shared Secret Question 3

\What is the first name of my childhood best friend?

* Answer * Confirm Answer

* Shared Secret Question 2. \Wnat was my first grade teacher's last name? V\

* Answer * Confirm Ansiwer
Y

* Answer

Modify Account

* Confirm Answer

Close Window

Figure 14: Account Update- NY.gov Online Services page
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New York State Electronic Certificate of Need (NYSE-CON)
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4 | Click the ‘Modify Account’ button.

The entered information is saved by the system and is displayed.

[4 Services News Government Local

4N\Kgc»v ID  Online Services  FAQs  About NY.govID  Help Desk Information  Privacy Policy ~ Terms of Service

Log Out

NY.gov ID ACCOUNT UPDATE

Before you continue please confirm the information below. If any information needs to be corrected please click on the "Back” button below and make the necessary corrections.

First Name test
Middle nitial
Last Name prod
Gender Female
Date Of Birth (MM/DD/YYYY) 021151989
Address erastus corning tower
Address Line 2
City albany
State NY
Postal Code 12210
Country us
Email Address Sam.joe@email.com
Telephone Number 435-876-1234
Fax Number
Password Reset Information
Shared Secret Question #1 What was the name of my first pet?
Shared Secret Question #2
Shared Secret Question #3
Shared Secret Answers (ot Shown)

ot | Contm h

Figure 15: Updated Account- NY.gov Online Services page

6 | Click the ‘Confirm’ button.

Note: When the ‘Back’ button is clicked, step 3 is displayed.

7 | A message is displayed with options to verify the information entered is

accurate.
"
Message from webpage 23
b Tothe best of my knowledge, [ have not willfully entered inaccurate
' information. Intentional viclation ray result in penalties and/or
prosecuticn,
q ok | [ Cance

LS "

Figure 16: Account Update Message box - NY.gov Online Services page
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New York State Electronic Certificate of Need (NYSE-CON)
Training/Reference Manual

Click the ‘OK’ button to continue with the changes.

Note: Click the ‘Cancel’ button to discard the updates.

The system displays a message indicating the account has been successfully
modified.

Change
Password

10

To change the NY.gov Account password, click the Change Password link
on the NY.gov online services page.

& STATE Services News Government Local

4_ NY.govID = Change Password  Update My Account  About NY.govID  Help Desk Information  Privacy Policy ~ Terms of Service

Welcome zest , You are logged in as — test_prod.

Last login — Log out

You can sign up for the following services

You have access to the following services

NYS License Center The Official Health Plan Markstplace

Figure 17: Sample NY.gov Online Services page (User selects Change
Password link)

11

Click the ‘Change Password’ link.
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New York State Electronic Certificate of Need (NYSE-CON)
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12| The system displays the Password Change Request screen.

2 Services  News  Government  Local

ANV.gov ID  Online Services  FAQs ~ About NY.govID  Help Desk Information  Privacy Policy ~ Terms of Service

Password Change Request

Please enter current password then propose new password and confirm before continuing.
NYSDS UserName' test_prod
0ld or Temporary Password” I:I

New Password”
Minimum  characters with st least 3 letiers and 1 number,

Confirm New Password” l:l

q‘ Change Password ‘ ‘ Clear this form ‘

Figure 18: Password Change Request - NY.gov Online Services page

13| Enter the Temporary Password, New Password and confirm the new
password by re-entering it again.

14| Click the ‘Change Password’ button.

Note: Click the ‘Clear this form’ button to clear the contents of the page.

15| Password change Information page is displayed.

2 Services News Government Local

AVNV.gov ID  Online Services  FAQs  About NY.govID  Help Desk Information  Privacy Policy ~ Terms of Service

Password Change Information

test_prod your new password has been set.

Use this new password the next time you log into your account.

Figure 19: Password Change Information - NY.gov Online Services page

16| Click the ‘Continue’ button.

17| The system will display the ‘MY NY.gov Online Services’ page.
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New York State Electronic Certificate of Need (NYSE-CON)
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Retrieve User 18| To retrieve the username, click on the ‘Username’ link.
Id
4 Services News Government Local
4_ NY.govID  Online Services  FAQs  About NY.govID  Help Desk Information  Privacy Policy ~ Terms of Service
SignIn
Forgotyou Usemame Jr Password 7
NY.qow D - Terms of Senvice
Don't have an Account?
f you do not have: an NY.gov ID Usemame and
Password, click the above fink to sign up
Figure 20: NY.gov Sign Up Page (User clicks the Username link)
19| Forgot Username Self Service instructions page is displayed.
2 Services News Government Local
4_ NY.govID  Online Services ~ FAQs  About NY.govID  Help Desk Information  Privacy Policy ~ Terms of Service
FORGOT USERNAME SELF SERVICE
Instructions:
Please enter all the fields below and click on the ‘Email me the Username’ button.
Any Username(s) matching the combination of First Name, Last Name and Email will be emailed to the email address provided
First Name*
Last Name* | Last Name
Email* | Email
pY
I'm not a robot
Email me the Username
Figure 21: NY.gov Forgot Username Self Service page
20| Enter the First Name, Last Name and email address.
21| Check the “I'm not a robot’ captcha security check box and follow the
instructions.
22| Click on the ‘Email me the Username’ button.
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New York State Electronic Certificate of Need (NYSE-CON)
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23| Forgot Username Self Service page is displayed with a confirmation
message.
FORGOT USERNAME SELF SERVICE
[[) Anemail containing your Usernamefs) has been sent to the email address we have in our system.
* Please check your junk mail filters/folders in case the email from NY.govID&its.ny.gov has been blocked.
Instructions:
Please enter all the fields below and click on the 'Email me the Username' button.
Any Username(s) matching the combination of First Name, Last Name and Email will be emailed to the email address provided
First Name*
Last Name* | Last Name
Email* | Emall
M
[m ot a robot
Email me the Username
Figure 22: NY.gov Forgot Username Self Service page with Instructions
24| The username is sent to the email which was provided.
Retrieve 25| To retrieve the password, click on the ‘Password link.
password

2 Services News Government Local

A_Nv.gc-le Online Services ~ FAQs ~ About NY.govID  Help Desk Information  Privacy Policy ~ Terms of Service

Sign In

Forglyour Usemame o Pessuor |

Y qov D - Terms of Senice

Don't have an Account?

Ifyou do not have an NY.gov D Usemame and
Passiord, clickthe above ik to ign up

Figure 23: NY.gov Sign Up Page (User clicks the Password link)
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26

Forgot Password Self Service page is displayed.

FORGOT PASSWORD SELF SERVICE

Instructions:

To reset your password, please enter all the fields below and click on the Continue button.

Username*

M

I'mnot a robot

Continue

Figure 24: NY.gov Forgot Password Self Service page

27

Enter the Username.

28

Check the “I'm not a robot’ captcha security check box and follow the
instructions.

29

Click the ‘Continue’ button.

30

Forgot Password Self Service page is displayed with options to reset the
password.

FORGOT PASSWORD SELF SERVICE

Choose how you would like to reset your password.

] o 0 2
i Reset by answering shared secret questions {JReset using eMmh

Continge || Cancel

Figure 25: NY.gov Forgot password Self Service page (Options for retrieving
the password)

31

Click the radio button, ‘Reset using eMail’.

32

Click the ‘Continue’ button.
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33| Reset password using Email will send an email to the applicant’s associated
email id.
Note: The URL should be accessed within 24 hours.
FORGOT PASSWORD SELF SERVICE
An email has been sent to the associated email id on the account.
Please click on the ink within the email to continue the activation process. This URL will expire in 24 hours.
Please check your junk mail filters/ folders in case the email from NY.govID@its.ny.gov has been blocked.
I you did not receive the email AND if you are not sure if the Usemame belongs to you:
Please try 'Forgot Username' functionality by clicking the button below.
Forgot Username
Figure 26: NY.gov Forgot password Self Service page (Retrieving password
through email ID)
34| Reset password by answering secret questions will display the users the

questions which they had chosen when creating the account.

FORGOT PASSWORD SELF SERVICE

Choose how you would like to reset your password.

ﬁa b answringshrd et questons O Reset usig i

Continue | | Cancel

Figure 27: NY.gov Forgot password Self Service page (Retrieving by
answering secret questions)
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35

Enter the answer to the secret question.

FORGOT PASSWORD SELF SERVICE

To reset your password, please enter the answer(s) to your shared secret question(s) and click on the Continue button

1. What was the name of my first pet ?

Continue | | Cancel

Figure 28: NY.gov Forgot password Self Service page (User enters answers)

36

Click the ‘Continue’ button.

Note: when the ‘Cancel’ button is clicked; system displays the Forgot
Password Self Service page (step 26).

37

Forgot Password Self Service page is displayed.

FORGOT PASSWORD SELF SERVICE

You have answered your secret questions corrcty, please click on the Continue button to reset your password.

Continue

Figure 29: Forgot password Self Service page (Continue to Reset the
password)

38

Click the ‘Continue’ button.
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39| Password Change Request page is displayed.
Password Change Request
test_prod , please change your current password before continuing,
New Password
Nimimum 8 cherzcters with ot esst 3 leters and 1 number.
Confim New Password :
Figure 30: NY.gov Password Change Request page

40| A confirmation page is displayed with a message that the new password has

been set for the NY.gov account.

Password Change Information

test_prod your new password has been set.
Use this new password the next time you log into your account.
Figure 31: NY.gov Password Change Information page

41| Click the ‘Continue’ button. The system will display the ‘MY NY.gov Online

Services’ page.
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