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1. INTRODUCTION

Organ Transplantation is a standard treatment for end stage heart, liver and kidney disease.
Unfortunately, the demand for donated organs far exceeds the supply. Eighteen people die every
day in the United States due to unavailable organs.

In New York State, the need is even more critical. More than 10,000 people await organ/tissue
transplants but, in 2010, only 1,800 transplants were achieved. The State of New York has one of
the lowest organ/tissue consent rates in the nation with an enrollment rate of 18% opposed to the
42% rate reported by other states.

The New York State Department of Health (The Department) and the New York State
Department of Motor Vehicles (NYSDMV) established the New York State Life Pass it On
Organ and Tissue Donor Registry, in 2000, to increase the number of organ and tissue donors.
This registry recorded an individual’s “intent” to be an organ, eye, and tissue donor. However,
in the event of the individual’s death, intent registries were required by law to obtain next of
kin’s permission to proceed with the anatomical donation. In 2006, an amendment to Article 43
of the Public Health Law (PHL) renamed the registry the New York State Donate Life Registry
(NYSDLR), and recast it as a means of providing legal consent to organ and tissue donation
instead of simply expressing intent to donate. Consequently, organ procurement organizations
(OPO) and/or tissue banks can legally recover organs/tissues upon death of an enrolled
individual without the additional permission of their family/next of kin.

The NYSDLR is an electronic database administered by The Department and restricted to
authorized staff for the purpose of registry administration and to the following organizations for
the sole purpose of determining potential donor status at or near the time of death: (a) federally
regulated OPOs, (b) New York State-licensed eye and tissue banks, and (c) other entities as
formally approved by the Commissioner (to date no such additional entities have been
authorized). OPOs and eye and tissue banks access the NYSDLR through The Department’s
portal, the Health Commerce System: a secured website.

OPOs access the NYSDLR when they receive a referral by hospitals, as required by federal and
state laws, of a person’s death or imminent death. Then, the OPO, eye or tissue bank determines
the person’s suitability for donation. If the person is enrolled in the NYSDLR then organ/tissue
donation can legally proceed without further consent by family/next of kin.
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1.1The NYSDLR Registration Process

Individuals become potential donors by enrolling in the NYSDLR through one of the following

ways:

Signing the organ donor consent section of their NYSDMV applications for initial or
renewed driver license or non-driver identification card. The donor information is
electronically transferred to The Department as a bulk file via secure File Transfer
Protocol (FTP) for inclusion in the NYSDLR.

Completing the paper enrollment tear off section of the New York State Board of
Elections (NYSBOE) voter registration application. NYSBOE offices located throughout
the state then mail the enrollment forms to The Department so the data can be manually
entered into the NYSDLR.

Completing a NYSDLR paper enrollment form with the local OPO, eye/ tissue bank or
directly through The Department. The OPO or tissue bank can enter the information into
the NYSDLR but must also mail the signed paper enrollment form to The Department.

On-line at The Department’s NYSDLR website. The public can submit their information
electronically but must also download a form, which must be manually signed and mailed
to The Department.

Table 1.1 NYSDLR Average Monthly Enrollments

Source Form Format Avg. Monthly
Enrollments

Individuals complete paper

New York State Department form. NYSDMV enters the

of Motor Vehicles

NYSDMYV application 31,500 to 40,500

data and submits via secured
FTP to The Department

New York State Board of
Elections

Voter Registration Form Mail 2,000 to 3,000

Local OPO, eye/tissue banks

Data can be entered in

NYSDLR by the

organization but they must 1,000
mail the signed consent

form.

NYSDLR Paper
Enrollment Form

Individuals enter the data

NYSDLR Website Online registration electronically but must also 500

mail a signed consent form.

AVG. TOTAL 35,000 to 45,000
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1.2The NYSDLR Confirmation Process

Once an enrollment is received and processed by The Department:

The Department notifies enrollees by mailing a welcome letter pursuant to Article 43
84310(2) of PHL. This notification includes information on how to make changes to their
enrollment and provides the enrollee with detailed information how they can modify their
donation. When a person initially enrolls in the NYSDLR, it is assumed they mean to
donate all organs, tissues for transplant and donation. The letter explains what they need
to do if they wish to modify this donation (e.g. only donate for transplant, not research, or
limit the organs or tissue to be donated). If The Department is not contacted by the
enrollee to modify their donation it is assumed they consented to donate all their organs
and tissues upon their death (see Table 1.2 for current NYSDLR Workload).

Enrollees can make changes to their enrollment at anytime by contacting The
Department. All requests for modifications to enroliment or removal from the NYSDLR
must be in writing and include the enrollee’s signature. The Department staff process
approximately 1,700 of these requests per month and sends written notification that the
request has been completed.

Additionally, The Department maintains a toll free phone number to respond to questions
regarding enrollment as well as general questions regarding organ/tissue
donation/transplant.

Table 1.2 NYSDLR Workload

Description Monthly Average
Notification letters mailed to enrollees 35,000 to 45,000
Enrollment change/removal requests 1,700

Inquiries by phone to the Toll-Free line 500

The Department and NYSDMYV are working to implement a new portal of entry, which will use
NYSDMYV identity verification processes to allow people to enroll in the NYSDLR on-line with
the use of an electronic signature, allowing for registration without having to print and manually
sign a form as described above. Implementation of the electronic signature process must conform
to the relevant state requirements, including those set forth in relevant guidelines of the New
York State Office for Technology, such as OFT Policy G04-001 and G07-001, accessible at
http://www.cio.ny.gov/tables/technologypolicyindex.htm.
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2. GENERAL INFORMATION

The Department has published this request for proposals (RFP) to seek bids from experienced,
responsive, responsible and financially sound organizations that will assume responsibility for
administration and enhancement of the NYSDLR under The Department’s direction and in
accordance with Article 43 of the PHL. The successful bidder will be expected to acquire its own
source of funds to provide the services expected, such that this RFP will result in a no-cost
contract to the State.

All non-profit and for-profit organizations are eligible to bid provided that they show successful
experience — directly or in conjunction with qualified entities as outline elsewhere in this RFP —
in operating organ donor registries as well as the educational and marketing outreach for such
registries, and demonstrate the capability to:

= Design, develop, test and implement a secure computer system that is electronically
accessible to its users at all times.

= QOperate and maintain a secure computer system that will meet all current and future
needs of The Department as well as requirements of State government functionality and
reporting, including the ability to exchange data with, and accommodate receipt of data in
electronic or written form from other entities involved in facilitating registration,
including members of the public, the NYSDMYV, the NYSBOE, OPOs and state-licensed
tissue banks, and others as subsequently provided for, and which is compliant with
relevant state policies and guidelines, including those of The Department, the New York
State Office for Technology, and the New York State Office of Cyber Security.

= Assume all administrative and operational activities of the registry.
= Provide experienced staff to support all functions specified in the RFP.

= Develop and implement effective controls designed for objective oversight and
monitoring of all NYSDLR operations.

= Develop and implement a strategic plan for public education, outreach and marketing to
facilitate organ/tissue donation, as well as for statewide promotion of the NYSDLR.

= All systems and processes for a full transition of all computerized, administrative, and
operational functions of NYSDLR must be fully developed, tested, documented,
accepted, and implemented within 12 months of the contract award date. Failure to do so
may result in termination of this contract.
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2.1Subcontracting and Joint Provision of Service

If your proposal contemplates subcontracting or some other joint provision of services, it must
identify the other entity, and demonstrate that: (1) the other entity is qualified to provide such
services; (2) is experienced in doing so; (3) the bidder has successful experience supervising,
managing, and collaborating with such entity in the provision of such services and; (4) is subject
to a commitment to provide such services if the proposal is accepted by the State. The bidder,
and any entities with whom the bidder proposes to work with, must be aware that contracts — or
other arrangements for the provision of services — under subcontract of equivalent arrangements
may be considered a contract “for” the state, and accordingly subject to all requirements
applicable to state procurements under the State Finance Law.
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3. DETAILED SPECIFICATIONS

The Department is seeking proposals from a bidder to assume the operation and administration
of the NYSDLR. The bidder will be responsible for all aspects of the NYSDLR including:
development and maintenance of the registry database, administration of daily operations, public
outreach and promotion. The successful bidder will be expected to acquire its own source of
funds to provide the services expected, such that this RFP will result in a no-cost contract

3.1.Registry Development and Maintenance

3.1.1 Business Requirements

Bidders must demonstrate the ability to develop, host, and maintain a secure registry that meets
the following business requirements:

= Accommodate registration of consent to make an anatomical gift through (a) indication
made on the NYSDMYV driver’s license application or renewal form, (b) indication made
on a NYSDMV non-driver identification card application or renewal form, (c) enrolling
in the registry website, which may include using an electronic signature under regulations
of the commissioner and subject to article three of the state technology law, (d)
indication made on a voter registration form pursuant to subdivision five of section 5-210
of the election law, or (e) through any other method identified by the Commissioner.

= OPOs and licensed NYS eye and tissue banks are authorized users of the registry and
need the capability to enter enrollee information through a secure portal maintained by
the NYSDLR and to access the registry at the time of an potential donor's death or
imminent death to determine if an individual is enrolled.

= Registration into the NYSDLR through mailed applications which are entered into the
system by the staff of the NYSDLR.

= Accommodate the provision of physically signed consents from enrollees.

= Information contained in the NYSDLR shall be accessible to federally regulated organ
procurement agencies.

= Information contained in the NYSDLR shall be accessible to eye and tissue banks
licensed by The Department pursuant to Article 43B of the PHL.
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= Information contained in the NYSDLR shall be made accessible to others formally
approved for access by The Department as pursuant to law, or as authorized by statutory
amendments.

= Enrollees will be allowed to specify what organs/tissues they wish to donate.

= Enrollees will be allowed to specify whether donations are made for transplant and/or
research.

= Enrollees will be allowed to disenroll.

= Registry in the NYSDLR will take effect upon NYSDLR sending written notice of the
registration to the person enrolling in the registry.

= Although enrollment modification and disenrollment must currently be initiated by
written request from the enrollee, the system should be structured so as to allow, when
permitted by law, expansion to provide the additional option for an enrollee to do so
themselves by electronic means.

= Registrants in the original intent organ donor registry will be deemed to have expressed
intent to donate only, until he/she files an amendment to their registration or a new
registration is filed.

= Written notice of registration to enrollees will be printed and mailed on at least a weekly
basis.

= Registrations received through NYSDMYV and from the BOE will be placed in a 28 day
waiting lag period, with provision of a mechanism to address claims of erroneous
enrollment.

= Develop and implement an Extract, Transform, and Load process (ETL) to transfer all
existing enrollments from the current NYSDLR.

= The system will provide an audit trail to track when an OPO or tissue bank staff member
has accessed a record.

= The system must be fully operational and available for use at least 99.5% of the time per
calendar quarter, taking into account scheduled and unscheduled system downtime.

= The system must be able to receive enrollee data transferred to the system by NYSDMV
to the NYSDLR on a weekly basis using secure electronic transfer.

= The system will record the responsible person and date/time for all database insertions,
updates, and deletions.
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= The system must comply with all relevant state requirements, including but not limited to
the statutes, regulations, policies and procedures referenced in this RFP.

= The system will record the source of each enrollment (e.g. OPO, NYSDMV, NYSBOE).

= The system will not remove any records from the database but will use extensive use of
history tables to store “removed” information.

= Provide the ability for individuals to register electronically with the use of an electronic
signature, the process of which must meet a trust level 3 pursuant to Office for
Technology (OFT) guideline GO7-001(Identity and Access Management; Trust Model)
available at: http://www.cio.ny.gov/tables/technologypolicyindex.htm and consistent with
any other applicable policies or guidelines of OFT or the New York State Office of
Cybersecurity.
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3.2 General Requirements

The Department is seeking a secure NYSDLR solution that satisfies the business, technical, and
security requirements described in this RFP. The successful bidder will be expected to acquire its
own source of funds to provide the services expected, such that this RFP will result in a no-cost
to the State. This is a competitive procurement. Generally, the successful bidder will be required
to:

= provide secure access for users;

= restrict user access to those persons with appropriate responsibility and authority;

= facilitate document workflow and appropriate approvals;

= adhere to all business rules and requirements, as prescribed in this RFP;

= meet all functional and technical requirements, as prescribed in this RFP;

= store data in a secure database, as prescribed in this RFP;

conform to all State and Department of Health security guidelines, polices, procedures;
The Department is only willing to consider proposals that meet the stated requirements.

The Department will only consider bids for widely accepted mainstream technologies. If you are
uncertain whether a technology which is included in your proposal is considered to be “widely
accepted mainstream”, ask for clarification from The Department during the questions and
answers period.

Database applications must use ANSI standard SQL on the back-end RDBMS and database
independent connectivity methods such as JDBC, Perl DBI, or ODBC. Development that is Java
based running on LINUX, using RDMS back-end with web service connectors to authentication,
authorization, and user data is preferred. All user access should be via HTTPS.

For all bids, and as part of the bid review process, The Department reserves the right to interview
proposed project participants.

The Department will allow subcontract arrangements but assigns full accountability and
responsibility to the primary bidder.

Development, testing, and operational activities must occur within the United States or U.S.
Territories or in jurisdictions having contract, privacy, and data protections standards (and legal

New York State Department of Health Page 14 of 205



New York State Donate Life Registry RFP No. 0222121202

framework allowing enforcement of such protections without undue difficulty from with the
United States) comparable to those existing in the United States.

3.2.1 Project Strategic Goals

The selected bidder will need to work cooperatively with The Department for an extended
period, and have the capacity to provide qualified professional services and resources to ensure
that the strategic goals of this project are met.

The strategic goals of the Donate Life Registry are:

= Improve the efficiency and timeliness of organ donor registration for all stakeholders
involved in the process.

= Electronically and securely capture organ donor registrations primarily using a secure,
reliable, sustainable, and supportable web-based solution.

Generally, the selected bidder will be responsible for:
= system architecture,
= system reliability and quality,
= system security,
= system ease of use,
= system performance,
= system documentation and training materials,
= execution of testing and test automation as defined by The Department, and

= beta/user acceptance program.
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3.2.2 Project Scope

To ensure production viability, The Department has the following requirements:

a) The selected bidder will be required to commit fully qualified professional resources to
all phases of the NYSDLR project; The Department reserves the right to approve or reject
key personnel (project leadership) who may have responsibility for the NYSDLR project.

b) To ensure the security and confidentiality of the NYSDLR and the information thereon,
every project participant will be required to sign a confidentiality and non-disclosure
agreement with The Department.

c) The Department will assign/delegate a project manager to the project. The project
manager will serve as The Department’s primary contact with the selected bidder’s
project manager.

d) The Department expects that the selected bidder will plan and execute an iterative
development cycle that will deliver a production-ready system. The Department expects
to follow this general plan:

= First iteration: Project startup, analysis, and project planning.

= [terations: Specific analysis (as necessary and appropriate), development, delivery,
and acceptance plan.

= Beta/user acceptance within later iterations: Open user access, mock data, and user
feedback.

= Final candidate cycle: State-run acceptance of completed system.

The Department expects the first iteration to include sessions whereby detailed information and
clarification of any requirements will be exchanged. The Department expects that the successful
bidder will deliver a complete, detailed project plan and schedule that will be approved by The
Department and used to guide and direct each iteration of the project. The Department
understands and accepts that the nature of an iterative project methodology means the detailed
project plan and schedule will change throughout the project lifecycle and that analysis and
design activities will occur per iteration.

e) The Department expects that the successful bidder will plan for and conduct a beta
evaluation of the system using actual users, but not live data. The successful bidder will
be required to deliver a beta-ready secure system that is ready for user involvement and
user acceptance and has been accepted by The Department.
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3.2.3 System Evolution

Bidders are required to indicate how they will accommodate system evolution. System evolution
activities may include but not be limited to providing technical and system administration
support, updates to meet browser and operating system changes, upgrades, fixes, patches,
security and exploit vulnerability fixes, corrections to any discovered problems, bugs, defects,
failures in the software or documentation, and extensions of the system to accommodate new
requirements.

Pursuit of system evolution activities will be optional, at The Department’s discretion and will be
executed as extensions to the contract resulting from this procurement. System evolution
activities, if elected, will be executed after implementation of the system. Any system evolution
activities will be the responsibility of the successful bidder and will be completed at no cost to
the State.

3.2.4 Development Lifecycle

The Department has the following requirements pertaining to how the project will be conducted
by the successful bidder.

a) The Department requires that the project development lifecycle be conducted following
an iterative model.

The intent behind following an iterative model is to enable The Department to plan for
and measurably verify project progress and solution quality throughout the project.

Bidders are required to include with their proposals, a proposed iteration schedule as part of their
project management technical proposal materials (initial project plan). The proposed iteration
schedule may be modified by The Department and will be subject to The Department’s approval.

b) As part of the first iteration, The Department and the successful bidder will define
“iterative milestones” that the successful bidder will adhere to, and achieve throughout
the development lifecycle.

An outline of the content of each iterative milestone will be established during the first
iteration and be included in (i.e. form the basis of) the detailed project schedule and plan.
The Department understands an “iterative milestone” to be a point at which an inspection
can be conducted to measurably verify the achievement of a set of requirements and/or
tasks and quality goals associated with deliverables.

The Department understands and accepts that the nature of an iterative project
methodology means the detailed project plan and schedule will be subject to change
throughout the project lifecycle. Specific content for any given iteration may be altered
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d)

due to project conditions per The Department’s input and/or approval. The specific
quality criteria for each iterative milestone will therefore be altered accordingly.

The successful bidder will be required to present a “final candidate” for inspection at the
end of the project.

A “final candidate” is the final version of the solution and constitutes the achievement of
all requirements and deliverables. The final candidate will be subject to The
Department’s Chief Information Security Officer (CISO) security inspection prior to
broader inspection by The Department.

The “final candidate cycle” (FCC) is a Department-conducted cycle of activities and is
not one of the project iterations. There will be no new content included for inspection in
the final candidate cycle.

Notes:

Read section 3.3 “Security Requirements” carefully. The successful bidder will be
accountable for solution security.

Approval of all individual iterative milestones does not constitute final candidate
approval or acceptance of the entire solution.

For each iterative milestone and the final candidate cycle, The Department will define
measurable quality criteria, quality parameters, and quality goals that the successful
bidder will be required to achieve in order to facilitate The Department’s inspection and
acceptance. See section 3.13 “Acceptance of Work Products” for details.

Note: The Department reserves the right to modify the quality goals or criteria for any
given iterative milestone as well as for the final candidate throughout the project as
appropriate and in response to project changes.

Each iterative milestone as well as the “final candidate” will be subject to The
Department’s inspection. The Department may reject any iterative deliverable and/or the
final candidate as presented by the successful bidder that does not achieve the acceptance
criteria.
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3.2.5 Change Orders

A “change order” is any modification, addition, or deletion to the work as described in this RFP
and as set forth in the project plan. Change orders will be requested in writing by The
Department and presented using the Change Request form as included in Attachment 19
“Change Request form". The work identified in the change orders will be provided by the
successful bidder with adjustment to the project schedule and required timeframes as
appropriate. Fulfillment of change orders will be the responsibility of the successful bidder and
will be completed at no cost to the State.

Change order activities will be subject to negotiation and approval by The Department.
a) The contents of change orders shall include at a minimum:
= adescription of the requested change—issued by The Department,

= adescription of the impact to the project schedule, scope, and quality—issued by the
successful bidder, and

b) Change orders required after contract execution will include fixed time estimates in
which the work will be completed. The project schedule may be adjusted
commensurately according to the estimate; all work necessary to achieve completion of
the change order must be completed within the timeframe of the provided estimate.

c) Change orders will extend the quality goals and criteria per iteration and/or the final
candidate as specified by The Department. The successful bidder will be required to
execute all test plans for all change orders as an extension of any iterative or final
candidate criteria.

d) All change orders must be represented on all project reports, clearly indicating progress
and their status.

e) No work shall commence on any change order without written agreement and approval
from The Department.
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3.3 Security Requirements

The Department has the following requirements:

a)

b)

d)

9)

The solution must adhere to all relevant security requirements as described in Attachment
20 “Security Requirements”.

The successful bidder, contractors, or subcontractors must conduct themselves in a
manner that ensures utmost adherence to the letter and spirit of the security requirements
and standards associated with this project.

The successful bidder, contractors, or subcontractors must ensure the confidentiality of
any and all non-public information associated with this project.

The successful bidder will be required to meet with The Department’s Information
Systems and Health Statistics Group (ISHSG) and The Department’s Chief Information
Security Officer (CISO) prior to beginning development efforts and present a detailed
technical design document (including process and data flow diagrams) and security plan
(per The Department’s specification) for review and approval.

The successful bidder will be required to meet with ISHSG and the CISO regularly and at
the CISO’s discretion during the project to review technical implementation and security
issues and to ensure the proposed solution is compatible with The Department’s security
requirements.

The CISO reserves the right to reject, redirect, or otherwise require architectural changes
to ensure solution compliance with security requirements.

Bidders must complete Attachment 21 “Security Requirements Deliverable”. Bidders
may provide additional attachments to address the requirements of the attachment.
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3.4 Software Quality Assurance Requirements

The successful bidder is responsible for system quality.

The Department and/or its delegate will define quality goals and all related quality criteria which
will comprise all facets of the NYSDLR solution. The major areas of quality concentration will

be:

achievement of requirements,
system architecture,

system security,

system reliability,

system ease of use, and

system performance,

system and user documentation, and

training materials.

The Department has the following requirements pertaining to system quality:

a)

b)

The successful bidder will be required to work collaboratively with The Department to
ensure that software quality goals and criteria are achieved and proven. Specific and
detailed quality goals and criteria will be established with the successful bidder at the
start of the project.

The successful bidder will be required to create testing and quality infrastructure
including a minimum of: detailed test plans, cases, scenarios, scripts, automation code,
and other items or activities relevant and appropriate to the deliverables of any given
iteration or the final candidate.

The successful bidder is not restricted from using any existing test infrastructure it may
already have in place. The Department reserves the right to audit and approve or require
extension of such infrastructure at its discretion in support of quality goals and criteria.

The successful bidder will be required to create test automation covering at least 50% of
the final candidate, maintaining a reasonable balance of graphical user interface (GUI)
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d)

9)

and other automation with highest value. Per iteration automation goals will be
established with the successful bidder during the project.

The successful bidder will be required to achieve all quality goals and execute all tests
(automated and manual) per iteration and for the final candidate prior to The
Department’s inspection. The Department will verify achievement of all quality goals
and criteria, however The Department will not function as the successful bidder’s testing
organization.

The successful bidder will be required to provide to The Department test automation and
reports of test results that demonstrate achievement of all quality goals for each iteration,
and to support final candidate submission for The Department’s inspection.

The successful bidder will be required to achieve system performance goals prior to
submission of final candidate to The Department. Because system performance validation
may require specialized tools, The Department expects a cooperative interaction for
validation of this objective.

The successful bidder will be required to take reasonable action to correct incidents
identified by The Department.

Note: The Department expects reasonable application of “works as designed” as an incident
resolution status, and reserves the right to reject “works as designed” if it deems such resolution
to be inappropriate, inaccurate, or unreasonable.
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3.5 Architecture Requirements

The Department and/or its delegate will review and sign-off on architecture at various points
during the project. The specific points at which these architecture reviews will be conducted and
approved will be determined mutually with the successful bidder at the start of the project.

The Department must be informed and knowledgeable of possible consequences and trade-offs
of architecture decisions. To support its knowledge and provide opportunity for decision input on
architecture issues, The Department has the following requirements:

a)

b)

d)

The successful bidder will be required to provide architecture artifacts at selected points
of the project, which will be reviewed by The Department and/or its delegate. The
specific artifacts required for detailed system architecture and their management and
delivery to The Department will be established at the start of the project.

The successful bidder will be required to present to The Department architecture
overviews and details prior to extensive implementation efforts. The specific points of
presentation and review will be determined mutually at the start of the project. These
presentations will be subject to The Department’s approval.

The successful bidder must include in its architecture presentations consequences, trade-
offs, draw-backs or other issues of which it will be important or otherwise useful for The
Department to be aware.

The Department will accept architectures that include third party plug-ins or open-source
technologies provided those technologies do not compromise security, are sustainable,
and do not unduly obligate The Department. The Department will reject as non-
responsive any proposed solution that violates this requirement.

The proposed solution will be hosted by the successful bidder.

The proposed solution must be capable of running in a high availability environment, and
architected in a manner which does not require the host to maintain a session’s state.
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3.6 Technical Systems and User Documentation and Requirements

The successful bidder will be required to provide technical systems as well as user
documentation in accordance with the following:

a) The Department requires the successful bidder to thoroughly document all technical and
user aspects of the solution as it exists in its final state accepted by The Department.

b) The successful bidder will be required to deliver complete solution technical and design
documentation. This documentation should be a comprehensive description of all
tec_:h_nical components of the NYSDLR “final candidate” solution. It should include at a
minimum:
= software components,
= application security controls,
= technical architecture/specifications document,
= Use Cases and User Interface documents,
= transaction processing flows,
= external interfaces and data exchanges,
= service interfaces, internal interfaces and data exchanges (as applicable),
= network and technical components (as applicable),
= data models and data dictionaries, and

= source code documentation (comments).

c) The successful bidder will be required to deliver complete system administration
documentation, including at a minimum detailed instructions for:

= user and system administration,
= monitoring and reporting,
= Dbatch processes (as applicable),

= security and access control, and
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= operational procedures.

d) The successful bidder will be required to deliver complete end user manuals and context-
sensitive online help and instructions to appear on each screen. The documentation
deliverables will consist of task-oriented user procedures encompassing end to end
registration processing instructions, screen navigation descriptions, field descriptions, and
reference information as appropriate.

3.7 Business Continuity Requirements

The technology support architecture must include business continuity components (i.e.,
backup/recovery, failover, disaster recovery) which are deemed necessary to effectively manage
and support the technology investment.

The Business Continuity Component includes three major areas:
= Backup/Recovery;
= Failover; and
= Disaster Recovery.

Backups are secondary copies of primary information. They provide short-term protection of
data to ensure business continuity, are generated at a point-in-time and typically in a periodic
automated fashion. Backups are executed to provide a point-in-time copy of information to
protect critical business processes. The goal of the backup/recovery solution is data security
through redundancy plus ease in restoring data in the case of failure or corruption.

Failover refers to the process and infrastructure required to switch from production to a full-
service alternate environment due to a disruption due to daily issues, such as failed disk or
server, bad communications line, etc.

Disaster recovery refers to major disruption, such as a flooded building, fire, or earthquake
disrupting an entire installation. Plans, procedures, and infrastructure need to be established to
recover from a major disaster and resume daily operations with minimal downtime.
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3.7.1 Backup/Recovery Requirements

The selected bidder must:

a)

b)

d)

Backup all databases and data files that reside on the multiple environments. Database
recovery points must not exceed 6 hours. These backups must be executed in such a way
that any data set can be restored from the backup medium within three (3) hours of the
discovery and notification that a restoration is needed. On a weekly basis the Contractor
will backup all databases and other data and store the backups at a secure off-site
location;

Provide a backup/recovery component comprised of a high capacity backup and recovery
infrastructure for all required component data. Secure backups will include but are not
limited to the following datasets:
i.  Database Data (all databases in solution);
ii.  Files (all formats);
ili.  Operating System Software;

iv.  Relational Database Management Software (RDBMS);

v.  Documentation (e.g., user manuals, operations/systems documentation,
policies/procedures);

vi.  Program code (source, executable); and
vii.  User libraries of reports, queries, etc.;

Off-site backup copies must be stored in a Department approved backup storage location
for four (4) weeks with the oldest copy being rotated out weekly. The selected bidder will
be responsible for the cost associated with the backup storage process and backup storage
location. All backups must be transferred to The Department or the contract successor
upon contract completion, at the direction of The Department;

An on-site copy of backups must be maintained at the successful bidder’s computer
facilities for a period of seven (7) calendar days. These backup copies will be used to
address non-disaster data recovery without the need to retrieve the backup copy from the
backup storage facility;

An automated scheduling system for running the backup processes for all environments
must be developed and maintained,;
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f) The process to verify that backup and restoration processes were run appropriately must
be developed and maintained. This process must verify that:

i.  All scheduled backup procedures have run successfully as scheduled;

ii.  Backup copies are created in a useable (readable) form and can be used for
successful restoration of objects; and

iii.  Backup copies are stored in the correct location; and

g) Inthe case of source system- or application-dependent errors that result in invalid data
being loaded into the NYSDLR, the successful bidder must be able to restore these tables
utilizing the on-site backup copies to its state prior to the erroneous load. Restoration of
the table/tables must be accomplished within twenty-four (24) hours of the discovery and
notification of the error.

3.7.2 Failover Requirements

The successful bidder must:

a) Provide a failover component designed in such a way as to eliminate to the maximum
extent possible any business outages due to hardware or network malfunctions;

b) Provide a failover component with immediate failover capability;

c) Design the capability to switch operations from the production environment to the
failover environment in the event technical problems incapacitate the production
server;

d) Establish a hierarchy of critical services and infrastructure to determine the order that
services must be restored; and

e) Design the capability to switch operations from the production environment to a
failover environment in the event server hardware/software upgrades need to be
performed.
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3.7.3 Disaster Recovery Requirements

Upon The Department’s declaration that a business continuity event exists, the successful bidder
must execute the Disaster Recovery Plan.

The successful bidder must:

a)

b)

d)

Have in place a Disaster Recovery Plan that addresses recovery of NYSDLR
functions, human resources and the technology infrastructure that is acceptable to The
Department;

Develop and maintain the Disaster Recovery Plan (DRP). The DRP must be available
and present at The Department.

Maintain a DRP that provides for the recovery of critical data services within twenty-
four (24) hours of the discovery of the service disruption, the declaration of a disaster
or production site becoming unsafe or inoperable. Critical NYSDLR functionality
must be restored within ten (10) calendar days of the disaster. Critical NYSDLR
functions are defined as daily data feed refresh cycle, basic data access functions
(query and reporting), Web portal and data backup capabilities;

Maintain a DRP that details procedures to address (but not be limited to) the
following potential events:

I.  Natural disasters (e.g., earthquake, fire, flood, storms);
ii.  Terrorist acts;
iii.  Power disruptions or power failure;
iv.  Computer software or hardware failures;

v.  Computer shutdowns due to hackers, viruses, etc., as well as significant
compromise/degradation of data warehouse performance;

vi.  Processing shutdowns; and

vii.  Labor strife (walkouts, shutdowns);
Develop, maintain and submit to The Department, in advance, all proposed off-site
procedures, locations and protocols for The Department’s review and approval prior

to implementation. These items must be incorporated by the successful bidder as
components of the DRP;
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f) Ensure that each aspect of the DRP is detailed as to both the bidder and The
Department responsibilities;

9) Ensure that the DRP is available to State auditors at all times;

h) Modify the DRP, software installation procedures and operational procedures as
needed to reflect the changes implemented with the new data sources, if the system
changes or any enhancements will impact the disaster recovery capability.
Modifications to the DRP must be submitted to The Department for review and
approval,

) Execute the DRP test to demonstrate the capability of the DRP to restore processing
capability for all critical system components at the DR site. The DRP test must be
included as part of Acceptance Testing and be executed annually after the
implementation of the NYSDLR;

)] Take all steps necessary to fully recover the data and/or system from the effects of a
disaster and to reasonably minimize the recovery period; and

k) Provide an uninterruptible power source (UPS) at the primary site with the capacity to
support operation of the system and its components for 30 minutes and to ensure an
orderly shutdown if necessary.
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3.8 Software Asset Management Tools

The Department has the following requirements regarding software asset management:

a)
b)

9)

The Department requires traceability from requirements through test reporting.

The Department requires the successful bidder to assure the security of the application
through the use of application vulnerability scanning software such as IBM Rational
AppScan.

The successful bidder will be required to deliver comprehensive data model (including
data dictionary) documentation that clearly describes the conceptual, logical and physical
data characteristics of the solution. This will be verified by The Department and/or its
delegate.

The successful bidder must make database design information available to The
Department.

The Department requires that all software assets be turned over to The Department at the
end of the contract in their entirety, regardless of what tools were used to create and
manage them.

Successful bidder will provide to The Department electronic copies of all project
artifacts.

The successful bidder will provide The Department a minimum of two (2) user licenses
and whatever accompanying (processor-based, etc.) licenses required to gain full access
to all system components.
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3.9Usability Requirements and User Input

The NYSDLR solution will be available to users with varying computer experience. It is critical
that the NYSDLR solution provide users with an easy-to-use interface that is intuitive, does not
cause confusion, and can be navigated with minimal or no opportunity for failure.

The Department does not have a formal style guide for interface design. While The Department
has not explicitly required Bobby or 508 compliance, or other usability standards compliance,
the successful bidder in conjunction with The Department will not be restricted from relying on
such standards in establishing validation criteria for solution usability. Vendors are encouraged
to anticipate working to achieve a high standard for system ease of use.

The Department will make every effort to identify, organize, and coordinate actual user input
within the project and during the beta/user acceptance program. User input may come from The
Department’s staff (“subject matter experts”) or external users.

The Department has the following requirements for ease of use and user interface design:

a) The NYSDLR solution shall provide a graphical user interface—encompassing all
solution capabilities—that is intuitive.

A user should not have to make extensive use of user or procedural documentation or
online help; procedural steps and options should be obvious and include friendly and
helpful prompts when appropriate. For example: When a record has been saved and then
reopened, the solution could include a window listing the items that are incomplete,
giving the opportunity for the user to go to any item in the list and enter data.

b) The NYSDLR solution shall provide a user interface that does not confuse the user.

A user should be informed at all times of what the system is doing; a user should not be
uncertain what the system is doing upon taking an action.

A user should not have to decipher cryptic system feedback (e.g. an error message that
says “System Error in Core”). System feedback should be clear, polite, and provide
correct steps or corrective actions for the user to take without compromising security.

¢) The NYSDLR solution shall provide a user interface that minimizes or eliminates
opportunity for failure.

A user should not have options to provide information or take actions that are not valid
under current conditions, or that would otherwise lead to errors (e.g. if a user does not
have authority to enter certain data, then the user should not be given the opportunity to
enter that data).
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d) The user interface must comply with NYS standards pertaining to accessibility to persons
with disabilities.

Current NYS Policy and Standard on Accessibility of Web-Based Information and
Applications are NYS-P08-005. See http://www.cio.ny.gov/policy/NY S-P08-005.pdf

The successful bidder may be required, as appropriate, to develop and present user interface
prototypes for The Department and user review and feedback. User feedback or input into
interface design will be governed and prioritized (rejected as appropriate) by The Department.
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3.10 System Performance

“System performance” shall be defined to include the following variables:

= Throughput - The number of transactions (request and response) per a defined period of
time. A transaction is any activity that requires the system to respond. For example:
refreshed data displayed on the screen, updated data posted to the database, etc.

= User Load - The number of concurrent system users. The system must maintain integrity
of user session identification and database update record locking.

= Stability Over Time - A defined user load and throughput over an extended period of
time showing no degradation in system performance, memory use, or other negative
anomalies.

The Department has identified the following performance goals to serve as requirements relating
to NYSDLR solution capacity and performance:

a) The NYSDLR solution must accommodate throughput of ten (10) user transactions per
second with a response to user time of not more than 1 second per transaction, regardless
of the number of logged-in users.

The Department understands a user transaction as any activity that requires the system to
respond. This may include but not be limited to refreshed data displayed on the screen,
updated data posted to the database, data requested from the database.

Data imports, exports and exchanges will be factored into the system performance
evaluation separately from user transactions.

b) The NYSDLR solution must accommodate a peak user load of 25 concurrent users,
maintaining integrity of user session identification and database update record locking.

¢) The successful bidder will be required to supply performance testing results to The
Department and/or its delegate, and support The Department performance testing efforts
during final candidate evaluation.

d) The specific system performance test plan will be written collaboratively with The
Department and/or its delegate at the start of the project.
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3.11 Additional license and ownership rights

All test plans, test cases, test documentation, test automation, test results, and other materials
developed or purchased in the course of this project are the sole property of the State.

The Department also grants that work papers prepared by the successful bidder may remain the
property of the successful bidder; however The Department reserves the right to obtain copies at
its discretion.

In order to protect vendor intellectual property rights for proprietary technology, The Department
is willing to consider perpetual licensing in place of ownership.

To ensure the safety and confidentiality of information used during this contract, all software,
source code, databases, data, hardware or firmware, reports, documents, and other materials
developed, purchased, or otherwise obtained in the course of this project by the successful bidder
must be returned to The Department or destroyed with proof of destruction, as specified by the
State. This includes and is not limited to data backups, archives, version and revision controls.

All source code must be periodically sent to The Department for testing and/or archiving
purposes.

The Department recognizes that some proposed solution may incorporate 3" party technologies
which have associated licensing requirements. In this case, such 3 party technologies and their
licensing requirements — including costs — must be called out in the Proposal and will not be paid
by the State. If you are uncertain whether a 3rd party technology included in your proposal is
considered by The Department to be “standard IT environment technology,” ask for clarification
from The Department during the questions and answers period specified in the Schedule of Key
Events portion of this RFP. Inquiries after this date will not be entertained.
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3.11.1 Registry Transition/Turnover

In order to ensure The Department’s success in assuming operation of the proposed and
delivered solution should that be required during or at the end of the contract, The Department
has the following requirements.

a) The successful bidder will be required to define and execute a knowledge transfer plan
for transitioning NYSDLR system knowledge to staff identified by The Department.

i.  The plan must include a process by which the vendor’s system can be fully
migrated to The Department’s resources.

ii.  The plan must include walk-troughs with The Department’s staff of the fully
configured system and documentation, as to be installed in The Department’s
production environment.

iii.  The plan must include all aspects of system and user administration, roles and
responsibilities, software installation, and configuration.

iv.  The plan must also include full conveyance of knowledge of the software and its
implementation and execution to The Department’s identified trainer(s).

v.  The plan will be subject to The Department’s approval and satisfaction.
b) The Department requires that all software assets be turned over to The Department at the

end of the contract in their entirety, regardless of what tools were used to create and
manage them.
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3.12 Administration and Operations

The successful bidder will demonstrate the ability and capacity to administer and operate the
NYSDLR program on a daily basis. The successful bidder should put forth a plan to accomplish
the following tasks related to operation of the NYSDLR:

3.12.1 Administration and Oversight

The successful bidder will demonstrate the ability to carry out the following deliverables related
to administration and oversight of the NYSDLR:

= Development of policies and procedures related to all aspects of the NYSDLR.

= Development of an agreement with NYSDMYV for the secure transfer of the data
necessary to enroll consenting individuals in the registry.

= Development, implementation and monitoring of a process to evaluate organizations that
request access to the NYSDLR to determine their eligibility under section 4310 of the
PHL.

= Development, implementation and enforcement of a user agreement for all users of the
NYSDLR database. At a minimum, this agreement must include confidentiality
requirements, user’s responsibilities, vendor’s responsibilities and the potential
consequences of non-compliance.

= Development and implementation of on-going training for registry users as well as the
provision of on-going technical support for registry users.

= Develop and implement training for staff. Training should include general information
regarding organ/tissue donation and NYSDLR, confidentiality requirements and training
specific to job duties (e.g. data entry, customer service).

= Develop and enforce a confidentiality agreement for all staff associated with the
NYSDLR.

= Develop and implement internal controls for all aspects of the NYSDLR. The plan should
include a schedule for continuous testing and evaluation of controls.

= Develop and provide monthly and cumulative aggregate data reports on registry
performance to The Department, NYSDMV and users. At a minimum, this should include
reports by age, sex, county, and zip code. Reports must include a breakdown of DMV
enrollments by enrollment source (weekly file transmission or via MyDMV).
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= Provide written notification of enrollment to all individual enrolling in the registry, as
well as those whose enrollment has been modified or removed.

3.12.2 Customer Service Center

The bidder will maintain a toll free customer call center to respond to inquiries from the
public that meets the following requirements:

Phone lines should be answered live during normal business hours of 9am to 5pm.

A voice messaging service should be available after hours and on weekends and
holidays. This would include the development of all messaging scripts in English and
Spanish.

Translation services must be provide for individuals with limited English proficiency.

Consumer voice messages should be responded to in 24 hours from their call during
the business week.

Messages received after hours or on weekends/ holidays should be promptly handled
the following business day.

Maintenance of a call log for the toll free customer service center that records the
date, time, caller’s name and contact information, subject of the call and outcome.
This should include a plan for log review and analysis to determine patterns that
might identify opportunities to improve NYSDLR operation and identify risks.
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3.12.3 Data Entry and Record Storage

The bidder will provide data entry and record storage that meets the following requirements:

There should be a system for management for the data entry of removal requests,
enrollment modifications and paper enrollments from multiple sources including: voter
registration, organ procurement organizations, tissue and eye banks, and The Department
paper enrollment forms.

Removals and modifications should be processed within 2 business days of receipt,
enrollments from OPOs, eye and tissue banks as well as on-line should be processed
within 10 business days, and enrollments from voter registration should be processed
within 20 business days.

Written notification of enrollment to all individuals enrolling in the registry, as well as
those whose enrollment has been modified or deleted.

Develop and implement a system to image all paper documents for permanent storage
and remote access.

3.12.4 Website Development and Maintenance

The bidder will develop and maintain a website that serves as the portal for on-line registration.
At a minimum, the website should contain:

1) General information regarding organ, tissue and eye donation, questions and answers
regarding the NYSDLR, a glossary of terms, links to further resources.

2) Printable forms for enrollment, enrollment specification and enrollment removal.
3) The website must have both an English and Spanish version.

4) The website must also make available translated printable informational materials and
enrollment forms in the following seven (7) languages: Spanish, French, French
Creole, Italian, Russian, Chinese and Korean.

5) There should be an e-mail account to answer inquiries from the public. Inquiries
should be responded to in 48 hours from when they are received during normal
business hours and off hours and on weekends and holidays they should be promptly
handled the next business day.
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3.12.5 Public Outreach, Education and Marketing

The successful bidder will demonstrate the ability to provide — directly or in conjunction with
another entity consistent with the requirements of the introductory paragraph of section 3
(“Detailed Specifications”) of this RFP — public outreach and education on organ/tissue donation
and marketing for the NYSDLR on a statewide basis. The bidder will:

a) Develop and implement a strategic plan for statewide outreach and promotion of the
NYSDLR. It should include:

I.  Inclusion of the organ/tissue donation community (i.e., OPOs, New York state-
licensed eye and tissue banks, not for profit organizations, The Department,
NYSDMYV and the NYS Transplant Council) in the planning and development.

ii.  Attempt to replicate successful, proven registry, outreach, and education strategies
used in New York State and/or other parts of the United States, such as those
identified by the federal Department of Health and Human Services' (DHHS) Health
and Research Service Administration (HRSA) in its Donor Designation
Collaborative.

iii.  Include specific benchmarks for attainment of NYSDLR enrollments and a detailed
plan for reaching each benchmark.

iv.  Include a robust evaluation mechanism to assess the success of the plan.

b) Marketing and Advertising

The bidder selected as a result of this solicitation will successfully research, design, execute and
place a media buy for an annual statewide multi-media campaign to promote the New York
Donate Life Registry.

I.  Prior to the first campaign, the successful bidder will conduct focus groups to
determine that appropriate, targeted messages are designed for optimum effectiveness
and efficiency. The focus groups will be conducted throughout the state and represent
the intended audiences in their communities. Topics to be addressed include current
knowledge of organ and tissue donation; barriers to donation; religious and family
beliefs surrounding donation; and, the online enrollment process. The findings of the
focus groups will be shared with the Department to determine future campaigns.

ii.  Inthe first year of the contract, the successful bidder will conduct a statewide media
campaign to raise awareness of New Yorkers over the age of 18 based on the findings
of the focus groups. The advertising campaign will include television, radio, print,
out-of-home and Internet as well as any additional media determined to be
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appropriate for the target audience. Collateral materials such as brochures, posters,
DMV inserts, check stuffers and any promotional items will need to be identified,
designed and printed by the vendor. The vendor will solicit at least three bids from
other vendors in the areas of design, printing and media buying to execute the first
year and all future year campaigns.

In subsequent years of the contract, aside from producing the collateral materials
identified above, the vendor will use the findings of the focus groups to determine a
targeted statewide media campaign. The campaigns will be tailored for the
appropriate audience (s), region (s) and issue(s) surrounding organ and tissue
donation. The vendor will be responsible for creating, designing and executing these
campaigns and media buys.

Prior to each campaign, the bidder will identify the evaluation methods — formative,
process and outcome, and impact — for which they will measure the campaign. At the
conclusion of each campaign, the vendor will deliver a final overall report on the
effectiveness of the campaign to The Department.

Note: The Department currently contracts with an outside entity for a portion of the NYSDLR
promotion. The materials and products of that contract will be made available to the successful
bidder for inclusion (at the contractor’s digression) in any marketing and outreach campaign
related to this contract.
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3.13 Acceptance of Work Products

The Department and/or its delegate will define detailed quality and acceptance criteria, as well as
inspection and acceptance/rejection procedures that will be applied to each iteration and the final
candidate.

Note: The Department is unable to define these criteria in detail prior to bidder selection due to
the variability in technical solution proposals.

Once defined, the quality criteria and goals must be executed and proven by the successful
bidder before delivery of any iteration or the final candidate to The Department for inspection.

The Department will define specific, measurable quality criteria for these general areas of
inspection:

= achievement of requirements,

= system architecture,

= system security,

= system reliability,

= system ease of use, and

= system performance,

= technical system and user documentation,
= training materials,

= entry and exit criteria for beta/user acceptance.
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3.13.1 Iterative and Final Candidate Validation

The Department and/or its delegate will verify and validate every iterative deliverable from the
successful bidder, as well as the final candidate deliverable from the successful bidder. The
Department and/or its delegate will verify and validate the achievement of requirements and/or
tasks and associated quality goals. The Department, and/or its delegate, retains the right to reject
any iterative milestone and/or the final candidate as presented by the successful bidder.

The specific procedures and durations of iterative and final candidate reviews will be determined
at the start of the project, or per iteration. The Department, with input from the successful bidder,
will establish a reasonable timeframe for iterative milestone and final candidate inspection.

The Department and/or its delegate will not be restricted from conducting ad-hoc testing—
testing that is not included in the test plan and goal for an iterative milestone or the final
candidate. However, the results of such testing will not be used as the basis for rejecting an
iterative deliverable, but may result in rejecting the final candidate.

3.13.2 Open Issues

The successful bidder is required to maintain an ongoing report of open issues that will be
reviewed with The Department at appropriate times. The open issues report will serve as the
focus for discussion of outstanding risk beyond achieved quality goals.

The Department reserves the right to require further corrections based on the information
presented in this report. These corrections may be without penalty to the successful bidder.

3.13.3 Achievement of Requirements

The “achievement of requirements” quality goal is: delivery to and acceptance by The
Department of 100% of all requirements, as defined in this RFP and any additional requirements
identified and mutually agreed upon during any analysis phase of the project.
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3.13.4 System Security

The “system security” quality goal is: a positive security risk assessment by The Department
with no outstanding critical incidents. Specific goals per iteration and final candidate may vary.
Security assessment may generally follow this guidance:

= Achievement of specific security test plans.
= Independent assessment of system security by the The Department’s CISO or designated
staff; this assessment may include, but not be limited to, discussions highlighting

weaknesses, unaddressed risks, or questionable areas of the solution in the context of
exploit and security breach.

3.13.5 System Reliability

The “system reliability” quality goal is: 99.5% passing tests with no critical incidents
outstanding. Specific goals per iteration may vary.

Note: A passing test is one that can be run in its entirety without error. A test that cannot be run
because it or the feature it tests is not implemented or fully implemented will be counted as a
failure.

The Department expects to follow these general rules within any given iteration:

Table 2. Passing test percentages

Passing Indication
< 80.0% Not ready for NYSDOH acceptance.
> 80.0% < 99.5% Ready for open issues review and discussion with The

Department; review of critical issues with The Department. The
Department may, at its discretion, not accept the iteration or final
candidate.

> 99.5% NYSDOH acceptance (excepting critical incidents).
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3.13.6 System Ease of Use

The “system ease of use” quality goal is: correction of all reported ease of use issues and a
positive ease of use defect discovery trend per ongoing inspection with no outstanding critical
incidents.

3.13.7 System Performance

The “system performance” quality goal is: positive assessment proving demonstrated
achievement of system performance goals and requirements. Per iteration goals may vary.

3.13.8 Technical Systems and User Documentation

The “technical systems and user documentation” quality goal is: positive assessment with no
outstanding critical incidents. Specific goals per iteration may vary.

The documentation assessment may generally follow this guidance:
= Achievement of specific documentation test plans.
= Independent review and assessment of documentation deliverables by The Department’s
staff or its designee; this assessment may include, but not be limited to, discussions

highlighting strengths, weaknesses, missing or incomplete information, accuracy,
adherence to style or other guidelines, and visual presentation.
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3.13.9 Beta/User Acceptance Program Entry and Exit Criteria

Specific criteria to qualify for The Department’s authorization to begin the beta/user
acceptance program will be determined cooperatively during the project and will depend
minimally on the following factors:

= reliability and stability of the system,

= achievement of requirements necessary for meaningful user involvement, and

= availability of users for participation.
Specific criteria to qualify for conclusion of the beta/user acceptance program will be
determined cooperatively during the project and will depend minimally on the following
factors:

= decreasing rates of user feedback, and

= decreasing issue discovery trend per ongoing user participation.
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4. PROPOSAL REQUIREMENTS

This section provides directions for preparing proposals in response to this RFP. Bidders are
responsible for carefully reading the RFP and responding to all requests for information. The
proposal must address the Technical Proposal as required by this RFP. Copies should be placed
in 3-ring binders (See section 5.3 “Submission of Proposals”)

Proposals may be delivered in person, by mail or via private carrier to the procurement officer
specified in section 5.3 of this RFP. Proposals will not be accepted via fax or email. Proposals
submitted in response to the RFP are due by the day and the time specified in Section 5.3. Each
proposal should be signed by an official authorized to bind the bidder to the provisions contained
therein.

There will be no bidders’ conference (see Section 5.2 “Inquiries” for submission of questions).

Bidders are to presume that the contract will begin on September 1, 2012 for the purposes of
completing any of the summaries, workplans and schedules related to this RFP.
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4.1 Technical Proposal
(100 percent)

The bidder will describe a plan to accomplish the deliverables set forth in section 3 “Detailed
Specifications”. The proposal should be clearly divided into four sections with headers for each
section.

The Technical Proposal should include, at a minimum, the following four sections along with the
Transmittal Letter and Table of Contents:

1) Executive Summary;
2) Corporate Experience and Capacity; and
3) NYSDLR Program Narrative

The Technical Proposal (including all copies) should meet the following general format
requirements:

= Use letter size paper ( 8.5 x 11 inch), double side text;

= All margins should be at a minimum of one inch;

= Font type for narrative information should be a minimum of 12 point;
= Submit in three (3) ring binders;

= Use tab dividers for each section of the proposal; and

= Clearly number pages of the proposal, with each section of the proposal, with each
section of the proposal separately numbered and identified in the Table of Contents.

The outside of the Technical Proposal package should be clearly labeled in bold “NYS Donate
Life Registry RFP- Technical Proposal” (see Section 5.3 “Submission of Proposals” for more
details).
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4.1.1 Transmittal Letter

Not scored. This should be the first page of the Technical Proposal.
a) Table of Contents

The Table of Contents should contain beginning page numbers for each section and subsection of
the proposal. The Transmittal Letter should be submitted on official business letterhead and
signed by an official of the bidding organization. The signatory should be authorized to bind the
organization to the provisions in the RFP and Proposal. A template for the Transmittal Letter is
provided in Attachment 1. The Transmittal Letter may be single-spaced.

4.1.2 Section | Executive Summary

The Executive Summary should be concise and highlight the contents of the bidder’s Technical
Proposal in such a way as to provide The Department with a broad understanding of the entire
Technical Proposal. In addition, the Executive Summary should summarize the bidder’s
understanding of the various components or this RFP. The Executive Summary should include a
clear and condensed summary of the proposed approach to the Project Specifications and staffing
structure, as well as the bidder’s past experience in the conduction of relevant projects including,
if the proposal involves the use of a subcontractor or similar arrangement, the identity,
experience and background of such subcontractor or other entity, the planned role of the
subcontractor, and a description of the bidder’s experience in supervising, managing, and
collaborating with such an entity on similar projects. Please do not include confidential
information in the Executive Summary.
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4.1.3 Section Il Organizational Experience and Capacity
(Maximum of 6 pages).

Experience (20 points)

Bidders must have experience in one or more of the following: (1) computer system development
and maintenance preferably for at least one donor registry or similar project, (2) successful
experience in administration and operational support for a donor registry or similar project, and
(3) experience in health education and outreach. If the Bidder does not have experience in all
these areas and proposes to work with an experienced subcontractor to address the area(s) in
which the bidder does not have experience, the bidder must, in addition to the information
required below, show successful experience in supervising, managing, and collaborating with
such a subcontractor(s) on a similar project.

Bidders should provide suitable evidence that the bidding entity has the organizational
experience and capacity to provide the services requested in the RFP by submitting relevant
information regarding past projects. Project descriptions should include the client name, a
description of services provided and a description of project components that are similar to the
services defined in the RFP including the staff turnover rate by level of staff for the past 3 years.

The bidder should identify all subcontractors that it intends to use in fulfilling the requirements
of this RFP and the relevant experience of each. The subcontractor(s) role and experience should
be clearly defined and described. The bidder should submit a letter from each planned major
subcontractor stating their commitment to participate in the project described in this RFP, and
their understanding of what their responsibilities will be in relation to this project.

Proposals should include at least one but no more than three business references that describe the
bidder’s experience in the past five years in the areas for which services are being offered and, if
subcontractors or similar entities are included in the proposal, the bidder’s experience in
supervising, managing and collaborating with such entities on similar projects. See Attachment
23 “References/Client List.” Similar references should be provided for any proposed
subcontractors.

Financial Capacity (Pass/Fail)

As stated earlier, this RFP will result in a no cost contract for the development, administration
and promotion of the NYSDLR. However, The Department must determine that the successful
bidder has the financial capacity and stability to perform all of the contract deliverables over the
5 year term of the contract.

Bidders must provide evidence of their financial ability to perform the terms and conditions of
the contract. This must include a detailed financial proposal that outlines the cost to the bidder of
each component of this RFP over the five (5) years of the contract. See Attachment 4 “Cost
Disclosure Form”
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As part of its description of financial ability, the bidder should describe how it plans to raise the
funds needed to support its proposal with copies of letters or similar documentation from
proposed funding sources.

Each bidder should be able to provide independently audited financial statements (not annual
reports) for the last three years of operation even if they are proprietary in nature.

If the bidder is not required to have audits performed, other evidence of financial ability to
perform this project should be available. At a minimum, this should include a Comprehensive
Dunn and Bradstreet Report and the last three full years of internal financial statements.

In addition, the information as described above should be available for each proposed
subcontractor. If the bidder proposes to subcontract any portion of the work required under this
contract, the subcontractor should have the same financial information available for the
submission as is required in this section for the bidder.
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4.1.4 Section 11l - NYSDLR Program Narrative
80 points (Maximum of 40 pages).

The bidders proposed description should successfully address and respond to each of the
components included in this RFP. This section should explain in detail the bidder’s specific plan
for performing the required tasks and activities outlined in section 3 “Detailed Specifications”.
As appropriate, the proposed approach should thoroughly describe how the bidder’s past
experiences will be applied to the project outlined this RFP. The three deliverables of this RFP
are as follows:

1) Development and maintenance of the NYSDLR system. Bidder must complete
Attachment 21 “Security Requirements Deliverable” and Attachment 22 “Proposed
Solution Technology” to fully describe and define the proposed infrastructure, software
development and implementation plan. These do not count toward page totals.

2) Administrative and operational support of the NYDLR program. Bidder should attach in
an appendix examples of operational policies and procedures, message center scripts and
website content. These do not count toward page totals.

3) Public outreach, education and marketing. Bidders should attach in an appendix examples
of outreach materials and campaigns (e.g. marketing and media plans including sample
radio/TV spots, brochures, posters and promotional materials). These do not count toward
page totals.

The program narrative must outline a staffing proposal for each of the above components that
includes an organization chart depicting:

= All functional units of the project;

= Number and types of staff for each additional unit;

= Lines of authority governing the interactions of staff; and

= Relationships with subcontractors, if applicable.
Additionally, the bidder should:

= Describe the proposed staffing pattern for each of the deliverables described in this
RFP. Provide a job description for each position.

= Describe the organization’s recruitment plan for ensuring ideal staffing level and how
you will retain staff and avoid turnover.
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= Provide proposed training strategy for educating and re-educating new and existing
staff in their job duties and ongoing training to keep staff abreast of new
developments in the areas of information technology, customer service, organ
donation, and registry promotion.

= Submit information that demonstrates the bidder’s ability to dedicate the necessary
resources required to provide the requested services.

Subcontracts may be utilized when approved by The Department. If known subcontractors are to
be proposed, a letter of commitment from each must be included with the Technical proposal.
Subcontractors proposed after the contract is awarded must be approved by The Department.
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4.2 Award Methodology

4.2.1 Vendor Selection

At the discretion of The Department, all bids may be rejected. The evaluation of the bids will
include, but not be limited to the following considerations:

The Department will select the bidder whose proposal receives the best overall score.

In the event of a tie, the determining factor(s) for award, in descending order of importance, will
be:

= OQOrganizational Experience and Capacity
= Minority/Women-owned Business Enterprise (MWBE) utilization
= References
The Selection Committee will select the bidder with the highest Technical Score whose proposal

meets all the project requirements and, in the committee’s judgment, has the organizational
capacity to assume responsibility for the Donate Life Registry.
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5 ADMINISTRATIVE

5.1 Issuing Agency

This Request for Proposal (RFP) is a solicitation issued by the New York State Department of
Health (The Department). The Department is responsible for the requirements specified herein
and for the evaluation of all proposals.

5.2 Inquiries

Any questions concerning this solicitation must be directed to:

Lisa McMurdo, RN MPH, Director Kimberly Valente, RN

Division of Quality and Patient Safety Division of Quality and Patient Safety
Office of Health Systems Management Office of Health Systems Management
New York State Department of Health New York State Department of Health
433 River Street 433 River Street, 6th Floor

Troy, NY 12180 Troy, NY 12180
donateliferegistry@health.state.ny.us donateliferegistry@health.state.ny.us

All questions must be submitted in writing by the date specified on the Schedule of Key Events.

Questions and answers, as well as any RFP updates and/or modifications, will be posted on The
Department’s website at http://www.health.ny.gov/funding/ by the date indicated on the
Schedule of Key Events. This Q&A document will also be mailed to all potential bidders who
have either submitted a Notice of Intent to Submit or have requested in writing such information.
Bidders wishing to receive these documents via mail, or email, must send a request, in writing, to
The Department at the address above.
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5.3 Submission of Proposals

Submission of a proposal indicates acceptance of all conditions contained in this RFP.

Bidders must submit one signed original proposal and eight copies in separate 3-ring binders.
Proposal packages should be clearly labeled with the name and number of the RFP as listed on
the cover of this document. No proposals will be accepted via fax or e-mail. It is the bidder’s
responsibility to see that proposals are delivered to the proper address no later than 4:00 p.m. on
the date stated on the Schedule of Key Events.

a) The Transmittal Letter (see Attachment 1) must be the first page the proposal.

b) The original must be clearly marked “ORIGINAL” and contain original signatures.

Responses to this solicitation should be clearly marked, "NYS Donate Life Registry RFP
0222121202" and directed to:

Lisa McMurdo, RN MPH, Director
Division of Quality and Patient Safety
Office of Health Systems Management
New York State Department of Health
433 River Street, Room 303

Troy, NY 12180

It is the bidders' responsibility to see that bids are delivered to Room 303 prior to the date and
time of the bid due date. If proposals are to be delivered by hand or through the use of a courier
or delivery service, extra time should be allocated to accommodate building security. Proposals
received late for whatever reason, including security or carrier delays, will not be accepted.

= The Bid Form should be filled out in its entirety.

= The responsible corporate officer for contract negotiation must be listed. This document
must be signed by the responsible corporate officer.

= All evidence and documentation requested under Section D, Proposal Requirements must
be provided at the time the proposal is submitted.
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5.4 Reservation of Rights

The Department reserves the right to:
a) Reject any or all proposals received in response to the RFP;
b) Withdraw the RFP at any time, at the agency’s sole discretion;
c) Make an award under the RFP in whole or in part;

d) Disqualify any bidder whose conduct and/or proposal fails to conform to the
requirements of the RFP;

e) Seek clarifications and revisions of proposals;

f) Use proposal information obtained through site visits, management interviews and the
state’s investigation of a bidder’s qualifications, experience, ability or financial standing,
and any material or information submitted by the bidder in response to the agency’s
request for clarifying information in the course of evaluation and/or selection under the
RFP;

g) Prior to the bid opening, amend the RFP specifications to correct errors or oversights, or
to supply additional information, as it becomes available;

h) Prior to the bid opening, direct bidders to submit proposal modifications addressing
subsequent RFP amendments;

i) Change any of the scheduled dates;

J) Eliminate any mandatory, non-material specifications that cannot be complied with by all
of the prospective bidders;

k) Waive any requirements that are not material,

I) Negotiate with the successful bidder within the scope of the RFP in the best interests of
the state;

m) Conduct contract negotiations with the next responsible bidder, should the agency be
unsuccessful in negotiating with the selected bidder;

n) Utilize any and all ideas submitted in the proposals received;
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0) Unless otherwise specified in the solicitation, every offer is firm and not revocable for a
period of 60 days from the bid opening; and,

p) Require clarification at any time during the procurement process and/or require
correction, arithmetic or other, of apparent errors for the purpose of assuring a full and
complete understanding of bidder’s proposal and/or to determine a bidder’s compliance
with the requirements of the solicitation.
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5.5 Reporting

If awarded a contract, the bidder shall submit quarterly reports to:

Kimberly Valente, RN

Division of Quality and Patient Safety
Office of Health Systems Management
New York State Department of Health
433 River Street, 6th Floor

Troy, NY 12180
donateliferegistry@health.state.ny.us

The successful bidder will be required to submit a quarterly report of activities being conducted
in accordance with the work plan. Including, but not limited to:

= The monthly number of transactions of the NYSDLR processes (e.g. removals,
modifications, paper enroliments).

= Call volumes for the NYSDLR message center including the number of translator-
assisted calls.

= Monthly website activities including number of hits to the website and requests for
assistance or information.

= NYSDLR enrollment data by age, county, zip code and enrollment source.

= Minutes of downtime in the reporting cycle, including the nature, cause, date, time,
duration, and resolution of each outage.

The contractor will also be required to participate in quarterly, or more frequently as needed,
conference calls and/or meetings with The Department’s staff.
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5.6 Term of Contract

This agreement shall be effective upon approval of the NYS Office of the State Comptroller.

It is anticipated that a contract resulting from this RFP will take effect on or about September 1,
2012, for a term of 5 years, subject to satisfactory contractor performance.

This agreement may be canceled at any time by The Department giving to the contractor not less
than thirty (30) days written notice that on or after a date therein specified this agreement shall
be deemed terminated and canceled.

The Department shall at all times maintain control and direction over the scope of work being
performed under this agreement. The Department reserves the right to change the scope of work
and to adjust specific tasks within the work plan to be performed by the contractor.

5.7 Debriefing

Once an award has been made, bidders may request a debriefing of their proposal. Please note
the debriefing will be limited only to the strengths and weaknesses of the bidder’s proposal, and
will not include any discussion of other proposals. Requests must be received no later than ten
(10) business days from date of award or non-award announcement.
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5.8 Protest Procedures

In the event unsuccessful bidders wish to protest the award resulting from this RFP, bidders
should follow the protest procedures established by the Office of the State Comptroller (OSC).
These procedures can be found on the OSC website at:
http://www.osc.state.ny.us/agencies/gbull/g_232.htm.

5.9 Vendor Responsibility Questionnaire

New York State Procurement Law requires that state agencies award contracts only to
responsible vendors. Vendors are invited to file the required VVendor Responsibility
Questionnaire online via the New York State VendRep System or may choose to complete and
submit a paper questionnaire. To enroll in and use the New York State VendRep System, see the
VendRep System Instructions available at www.osc.state.ny.us/VendRep or go directly to the
VendRep system online at https://portal.osc.state.ny.us. For direct VendRep System user
assistance, the OSC Help Desk may be reached at 866-370-4672 or 518-408-4672 or by email at
helpdesk@osc.state.ny.us. Vendors opting to file a paper questionnaire can obtain the
appropriate questionnaire from the VendRep website www.osc.state.ny.us/VendRep or may
contact the Department of Health or the Office of the State Comptroller for a copy of the paper
form. Bidders must also complete and submit Attachment 5 “Vendor Responsibility
Attestation.”

5.10 State Consultant Services Reporting

Chapter 10 of the Laws of 2006 amended certain sections of State Finance Law and Civil Service
Law to require disclosure of information regarding contracts for consulting services in New York
State.

The winning bidders for procurements involving consultant services must complete a "State
Consultant Services Form A, Contractor's Planned Employment From Contract Start Date
through End of Contract Term" in order to be eligible for a contract.

Winning bidders must also agree to complete a "State Consultant Services Form B, Contractor's
Annual Employment Report"” for each state fiscal year included in the resulting contract. This
report must be submitted annually to the Department of Health, the Office of the State
Comptroller, and Department of Civil Service.

Both of these forms are included as attachments to this document.
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5.11 Lobbying Statute

Chapter 1 of the Laws of 2005, as amended by Chapter 596 of the Laws of 2005, provides,
among other things, the following as pertains to development of procurement contracts with
governmental entities:

a) makes the lobbying law applicable to attempts to influence procurement contracts once
the procurement process has been commenced by a state agency, unified court system,
state legislature, public authority, certain industrial development agencies and local
benefit corporations;

b) requires the above mentioned governmental entities to record all contacts made by
lobbyists and contractors about a governmental procurement so that the public knows
who is contacting governmental entities about procurements;

c) requires governmental entities to designate persons who generally may be the only staff
contacted relative to the governmental procurement by that entity in a restricted period,;

d) authorizes the New York State Commission on Public Integrity to impose fines and
penalties against persons/organizations engaging in impermissible contacts about a
governmental procurement and provides for the debarment of repeat violators;

e) directs the Office of General Services to disclose and maintain a list of non-responsible
bidders pursuant to this new law and those who have been debarred and publish such list
on its website;

f) requires the timely disclosure of accurate and complete information from offerers with
respect to determinations of non-responsibility and debarment;

g) expands the definition of lobbying to include attempts to influence gubernatorial or local
Executive Orders, Tribal-State Agreements, and procurement contracts;

h) modifies the governance of the New York State Commission on Public Integrity;

1) provides that opinions of the Commission shall be binding only on the person to whom
such opinion is rendered,;

J) increases the monetary threshold which triggers a lobbyists obligations under the
Lobbying Act from $2,000 to $5,000; and

k) establishes the Advisory Council on Procurement Lobbying.
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Generally speaking, two related aspects of procurements were amended: (i) activities by the
business and lobbying community seeking procurement contracts (through amendments to the
Legislative Law) and (ii) activities involving governmental agencies establishing procurement
contracts (through amendments to the State Finance Law).

Additionally, a new section 1-t was added to the Legislative Law establishing an Advisory
Council on Procurement Lobbying (Advisory Council). This Advisory Council is authorized to
establish the following model guidelines regarding the restrictions on contacts during the
procurement process for use by governmental entities (see Legislative Law 81-t (e) and State
Finance Law 8139-j). In an effort to facilitate compliance by governmental entities, the
Advisory Council has prepared model forms and language that can be used to meet the
obligations imposed by State Finance Law 8139-k, Disclosure of Contacts and Responsibility of
Offerers. Sections 139-j and 139-k are collectively referred to as “new State Finance Law.”

It should be noted that while this Advisory Council is charged with the responsibility of
providing advice to the New York State Commission on Public Integrity regarding procurement
lobbying, the Commission retains full responsibility for the interpretation, administration and
enforcement of the Lobbying Act established by Article 1-A of the Legislative Law (see
Legislative Law 81-t (c) and §1-d). Accordingly, questions regarding the registration and
operation of the Lobbying Act should be directed to the New York State Commission on Public
Integrity.

5.12 Accessibility of State Agency Web-based Intranet and Internet
Information and Applications

Any web-based intranet and internet information and applications development, or programming
delivered pursuant to the contract or procurement will comply with New York State Enterprise
IT Policy P08-005, “Accessibility of Web-based Information and Applications”, and New York
State Enterprise IT Standard NYS-S08-005, Accessibility of Web-based Information
Applications, as such policy or standard may be amended, modified or superseded, which
requires that state agency web-based intranet and internet information and applications are
accessible to persons with disabilities. Web content must conform to New York State Enterprise
IT Standard NYS-S08-005, as determined by quality assurance testing. Such quality assurance
testing will be conducted by The Department, contractor or other, and the results of such testing
must be satisfactory to The Department before web content will be considered a qualified
deliverable under the contract or procurement.
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5.13 Information Security Breach and Notification Act

Section 208 of the State Technology Law (STL) and Section 899-aa of the General Business
Law (GBL) require that State entities and persons or businesses conducting business in New
York who own or license computerized data which includes private information including an
individual’s unencrypted personal information plus one or more of the following: social security
number, driver’s license number or non-driver ID, account number, credit or debit card number
plus security code, access code or password which permits access to an individual’s financial
account, must disclose to a New York resident when their private information was, or is
reasonably believed to have been, acquired by a person without valid authorization. Notification
of breach of that private information to all individuals affected or potentially affected must occur
in the most expedient time possible without unreasonable delay, after measures are taken to
determine the scope of the breach and to restore integrity; provided, however, that notification
may be delayed if law enforcement determines that expedient notification would impede a
criminal investigation. When notification is necessary, the State entity or person or business
conducting business in New York must also notify the following New York State agencies: the
Attorney General, the Office of Cyber Security & Critical Infrastructure Coordination (CSCIC)
and the Consumer Protection Board (CPB). Information relative to the law and the notification
process is available at: http://www.cscic.state.ny.us/security/securitybreach/

5.14 New York State Tax Law Section 5-A

Section 5-a of the Tax Law, as amended, effective April 26, 2006, requires certain contractors
awarded state contracts for commodities, services and technology valued at more than $100,000
to certify to the Department of Tax and Finance (DTF) that they are registered to collect New
York State and local sales and compensating use taxes. The law applies to contracts where the
total amount of such contractors’ sales delivered into New York State are in excess of $300,000
for the four quarterly periods immediately preceding the quarterly period in which the
certification is made, and with respect to any affiliates and subcontractors whose sales delivered
into New York State exceeded $300,000 for the four quarterly periods immediately preceding the
quarterly period in which the certification is made.

This law imposes upon certain contractors the obligation to certify whether or not the contractor,
its affiliates, and its subcontractors are required to register to collect state sales and compensating
use tax and contractors must certify to DTF that each affiliate and subcontractor exceeding such
sales threshold is registered with DTF to collect New York State and local sales and
compensating use taxes. The law prohibits the State Comptroller, or other approving agencies,
from approving a contract awarded to a bidder meeting the registration requirements but who is
not so registered in accordance with the law.

Bidders must complete and submit directly to the New York State Taxation and Finance,
Contractor Certification Form ST-220-TD attached hereto. Unless the information upon which
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the ST-220-TD is based changes, this form only needs to be filed once with DTF. If the
information changes for the contractor, its affiliate(s), or its subcontractor(s), a new form (ST-
220-TD) must be filed with DTF.

Bidders must complete and submit to The Department the form ST-220-CA attached hereto,
certifying that the contractor filed the ST-220-TD with DTF. Failure to make either of these
filings may render a bidder non-responsive and non-responsible. Bidders shall take the
necessary steps to provide properly certified forms within a timely manner to ensure compliance
with the law.

5.15 Piggybacking

New York State Finance Law section 163(10)(e) (see also
http://www.o0gs.state.ny.us/procurecounc/pgbguidelines.asp) allows the Commissioner of the
NYS Office of General Services to consent to the use of this contract by other New York State
Agencies, and other authorized purchasers, subject to conditions and the Contractor’s consent.

5.16 Contractor Requirements and Procedures for Business Participation
Opportunities for New York State Certified Minority and Women Owned
Business Enterprises and Equal Employment Opportunities for Minority
Group Members and Women

NEW YORK STATE LAW

Pursuant to New York State Executive Law Acrticle 15-A, the New York State Department of
Health recognizes its obligation to promote opportunities for maximum feasible participation of
certified minority-and women-owned business enterprises and the employment of minority group
members and women in the performance of New York State Department of Health contracts.

In 2006, the State of New York commissioned a disparity study to evaluate whether minority and
women-owned business enterprises had a full and fair opportunity to participate in state
contracting. The findings of the study were published on April 29, 2010, under the title "The
State of Minority and Women-Owned Business Enterprises: Evidence from New York"
(“Disparity Study”). The report found evidence of statistically significant disparities between the
level of participation of minority-and women-owned business enterprises in state procurement
contracting versus the number of minority-and women-owned business enterprises that were
ready, willing and able to participate in state procurements. As a result of these findings, the
Disparity Study made recommendations concerning the implementation and operation of the
statewide certified minority- and women-owned business enterprises program. The
recommendations from the Disparity Study culminated in the enactment and the implementation
of New York State Executive Law Article 15-A, which requires, among other things, that New
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York State Department of Health establish goals for maximum feasible participation of New
York State Certified minority- and women — owned business enterprises (“MWBE”) and the
employment of minority groups members and women in the performance of New York State
contracts.

Business Participation Opportunities for MWBESs

For purposes of this solicitation, New York State Department of Health hereby establishes an
overall goal of 20% for MWBE participation, 10% for Minority-Owned Business Enterprises
(“MBE”) participation and 10% for Women-Owned Business Enterprises (“WBE”) participation
(based on the current availability of qualified MBEs and WBES). A contractor (“Contractor”) on
the subject contract (“Contract”) must document good faith efforts to provide meaningful
participation by MWBES as subcontractors or suppliers in the performance of the Contract and
Contractor agrees that New York State Department of Health may withhold payment pending
receipt of the required MWBE documentation. The directory of New York State Certified
MWABEs can be viewed at: http://www.esd.ny.gov/mwbe.html.

For guidance on how New York State Department of Health will determine a Contractor’s “good
faith efforts,” refer to 5 NYCRR §142.8.

In accordance with 5 NYCRR 8§142.13, Contractor acknowledges that if it is found to have
willfully and intentionally failed to comply with the MWBE participation goals set forth in the
Contract, such finding constitutes a breach of Contract and New York State Department of
Health may withhold payment from the Contractor as liquidated damages.

Such liquidated damages shall be calculated as an amount equaling the difference between: (1)

all sums identified for payment to MWBES had the Contractor achieved the contractual MWBE
goals; and (2) all sums actually paid to MWBESs for work performed or materials supplied under
the Contract.

By submitting a bid or proposal, a bidder on the Contract (“Bidder”) agrees to submit the
following documents and information as evidence of compliance with the foregoing:

A. Bidders are required to submit a MWBE Utilization Plan on Form #1 with their bid or
proposal. Any modifications or changes to the MWBE Utilization Plan after the Contract
award and during the term of the Contract must be reported on a revised MWBE
Utilization Plan and submitted to New York State Department of Health.

B. New York State Department of Health will review the submitted MWBE Utilization Plan
and advise the Bidder of New York State Department of Health acceptance or issue a
notice of deficiency within 30 days of receipt.

C. Ifanotice of deficiency is issued, Bidder agrees that it shall respond to the notice of
deficiency within seven (7) business days of receipt by submitting to the New York State
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Department of Health — Attention: Lisa McMurdo, Director of Quality and Patient Safety
— 433 River Street, 6™ Floor, Troy NY 12180 or by email at
donateliferegistry@health.state.ny.us, a written remedy in response to the notice of
deficiency. If the written remedy that is submitted is not timely or is found by New York
State Department of Health to be inadequate, New York State Department of Health shall
notify the Bidder and direct the Bidder to submit, within five (5) business days, a request
for a partial or total waiver of MWBE participation goals on Form #2. Failure to file the
waiver form in a timely manner may be grounds for disqualification of the bid or
proposal.

D. New York State Department of Health may disqualify a Bidder as being non-responsive
under the following circumstances:

a) If a Bidder fails to submit a MWBE Utilization Plan;
b) If a Bidder fails to submit a written remedy to a notice of deficiency;
c) If a Bidder fails to submit a request for waiver; or

d) If New York State Department of Health determines that the Bidder has failed to
document good faith efforts.

Contractors shall attempt to utilize, in good faith, any MBE or WBE identified within its MWBE
Utilization Plan, during the performance of the Contract. Requests for a partial or total waiver of
established goal requirements made subsequent to Contract Award may be made at any time
during the term of the Contract to New York State Department of Health, but must be made prior
to the submission of a request for final payment on the Contract.

Contractors are required to submit a Contractor’s Quarterly M/WBE Contractor Compliance &
Payment Report on Form #3 to the New York State Department of Health address, phone and fax
information, by the 10th day following each end of quarter over the term of the Contract
documenting the progress made toward achievement of the MWBE goals of the Contract.

Equal Employment Opportunity Requirements

By submission of a bid or proposal in response to this solicitation, the Bidder/Contractor agrees
with all of the terms and conditions of Appendix A including Clause 12 - Equal Employment
Opportunities for Minorities and Women. The Contractor is required to ensure that it and any
subcontractors awarded a subcontract over $25,000 for the construction, demolition,
replacement, major repair, renovation, planning or design of real property and improvements
thereon (the "Work™) except where the Work is for the beneficial use of the Contractor, shall
undertake or continue programs to ensure that minority group members and women are afforded
equal employment opportunities without discrimination because of race, creed, color, national
origin, sex, age, disability or marital status. For these purposes, equal opportunity shall apply in
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the areas of recruitment, employment, job assignment, promotion, upgrading, demotion, transfer,
layoff, termination, and rates of pay or other forms of compensation. This requirement does not
apply to: (i) work, goods, or services unrelated to the Contract; or (ii) employment outside New
York State.

Bidder further agrees, where applicable, to submit with the bid a staffing plan (Form #4)
identifying the anticipated work force to be utilized on the Contract and if awarded a Contract,
will, upon request, submit to the New York State Department of Health, a workforce utilization
report identifying the workforce actually utilized on the Contract if known.

Further, pursuant to Article 15 of the Executive Law (the “Human Rights Law”), all other State
and Federal statutory and constitutional non-discrimination provisions, the Contractor and sub-
contractors will not discriminate against any employee or applicant for employment because of
race, creed (religion), color, sex, national origin, sexual orientation, military status, age,
disability, predisposing genetic characteristic, marital status or domestic violence victim status,
and shall also follow the requirements of the Human Rights Law with regard to non-
discrimination on the basis of prior criminal conviction and prior arrest.

Note: Failure to comply with the foregoing requirements may result in a finding of non-
responsiveness, non-responsibility and/or a breach of the Contract, leading to the withholding of
funds, suspension or termination of the Contract or such other actions or enforcement
proceedings as allowed by the Contract.
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5.17 Executive Order No. 38

Bidders should be aware of Executive Order 38, signed January 18, 2012, which imposes limits
on administrative costs and executive compensation which may be paid by certain entities
receiving state funds or state authorized payments.
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6 APPENDICES

The following will be incorporated as appendices into any contract resulting from this RFP. This
Request for Proposal will, itself, be referenced as an appendix of the contract.

=  APPENDIX A - Standard Clauses for All New York State Contracts

= APPENDIX B - Request for Proposal

= APPENDIX C - Proposal
The bidder's proposal (if selected for award), including any Bid Forms and all proposal
requirements.

= APPENDIX D - General Specifications

= APPENDIXE

= Unless the CONTRACTOR is a political sub-division of New York State, the
CONTRACTOR shall provide proof, completed by the CONTRACTOR's insurance

carrier and/or the Workers' Compensation Board, of coverage for:

Workers' Compensation, for which one of the following is incorporated into this contract as
Appendix E-1:

e CE-200, Affidavit For New York Entities And Any Out-Of-State Entities With No
Employees, That New York State Workers” Compensation and/or Disability Benefits
Insurance Coverage Is Not Required; OR

e (C-105.2 — Certificate of Workers” Compensation Insurance. PLEASE NOTE: The
State Insurance Fund provides its own version of this form, the U-26.3; OR

e SI-12 — Certificate of Workers’ Compensation Self-Insurance, OR GSI-105.2 —
Certificate of Participation in Workers” Compensation Group Self-Insurance.

Disability Benefits coverage, for which one of the following is incorporated into this contract as
Appendix E-2:

e CE-200, Affidavit For New York Entities And Any Out-Of-State Entities With No
Employees, That New York State Workers” Compensation and/or Disability Benefits
Insurance Coverage Is Not Required; OR

e DB-120.1 - Certificate of Disability Benefits Insurance
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e DB-155 - Certificate of Disability Benefits Self-Insurance
= APPENDIX G - Notices

= APPENDIX H - Health Insurance Portability and Accountability Act (HIPAA) (if
applicable)

=  APPENDIX J - Additional Contract Clauses

= APPENDIX M - Participation by Minority Group Members and Women with Respect to
State Contracts: Requirements and Procedures.

= APPENDIX X — Modification Agreement Form (to accompany modified appendices for
changes in term or consideration on an existing period or for renewal periods)
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Appendix A

Standard Clauses for New York State Contracts
Appendix A

The parties to the attached contract, license,
lease, amendment or other agreement of any
kind (hereinafter, "the contract” or "this
contract") agree to be bound by the
following clauses which are hereby made a
part of the contract (the word "Contractor"
herein refers to any party other than the
State, whether a contractor, licenser,
licensee, lessor, lessee or any other party):

1. EXECUTORY CLAUSE. In accordance
with Section 41 of the State Finance Law,
the State shall have no liability under this
contract to the Contractor or to anyone else
beyond funds appropriated and available for
this contract.

2. NON-ASSIGNMENT CLAUSE. In
accordance with Section 138 of the State
Finance Law, this contract may not be
assigned by the Contractor or its right, title
or interest therein assigned, transferred,
conveyed, sublet or otherwise disposed of
without the State’s previous written consent,
and attempts to do so are null and void.
Notwithstanding the foregoing, such prior
written consent of an assignment of a
contract let pursuant to Article X1 of the
State Finance Law may be waived at the
discretion of the contracting agency and
with the concurrence of the State
Comptroller where the original contract was
subject to the State Comptroller’s approval,
where the assignment is due to a
reorganization, merger or consolidation of
the Contractor’s business entity or
enterprise. The State retains its right to

approve an assignment and to require that
any Contractor demonstrate its responsibility
to do business with the State. The
Contractor may, however, assign its right to
receive payments without the State’s prior
written consent unless this contract concerns
Certificates of Participation pursuant to
Article 5-A of the State Finance Law.

3. COMPTROLLER'S APPROVAL. In
accordance with Section 112 of the State
Finance Law (or, if this contract is with the
State University or City University of New
York, Section 355 or Section 6218 of the
Education Law), if this contract exceeds
$50,000 (or the minimum thresholds agreed
to by the Office of the State Comptroller for
certain S.U.N.Y. and C.U.N.Y. contracts), or
if this is an amendment for any amount to a
contract which, as so amended, exceeds said
statutory amount, or if, by this contract, the
State agrees to give something other than
money when the value or reasonably
estimated value of such consideration
exceeds $10,000, it shall not be valid,
effective or binding upon the State until it
has been approved by the State Comptroller
and filed in his office. Comptroller's
approval of contracts let by the Office of
General Services is required when such
contracts exceed $85,000 (State Finance
Law Section 163.6.a).
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Appendix A (cont.)

4. WORKERS' COMPENSATION
BENEFITS. In accordance with Section 142
of the State Finance Law, this contract shall
be void and of no force and effect unless the
Contractor shall provide and maintain
coverage during the life of this contract for
the benefit of such employees as are
required to be covered by the provisions of
the Workers' Compensation Law.

5. NON-DISCRIMINATION
REQUIREMENTS. To the extent required
by Article 15 of the Executive Law (also
known as the Human Rights Law) and all
other State and Federal statutory and
constitutional non-discrimination provisions,
the Contractor will not discriminate against
any employee or applicant for employment
because of race, creed, color, sex, national
origin, sexual orientation, age, disability,
genetic predisposition or carrier status, or
marital status. Furthermore, in accordance
with Section 220-e of the Labor Law, if this
is a contract for the construction, alteration
or repair of any public building or public
work or for the manufacture, sale or
distribution of materials, equipment or
supplies, and to the extent that this contract
shall be performed within the State of New
York, Contractor agrees that neither it nor its
subcontractors shall, by reason of race,
creed, color, disability, sex, or national
origin: (a) discriminate in hiring against any
New York State citizen who is qualified and
available to perform the work; or (b)
discriminate against or intimidate any
employee hired for the performance of work
under this contract. If this is a building
service contract as defined in Section 230 of
the Labor Law, then, in accordance with
Section 239 thereof, Contractor agrees that
neither it nor its subcontractors shall by

reason of race, creed, color, national origin,
age, sex or disability: (a) discriminate in
hiring against any New York State citizen
who is qualified and available to perform the
work; or (b) discriminate against or
intimidate any employee hired for the
performance of work under this contract.
Contractor is subject to fines of $50.00 per
person per day for any violation of Section
220-e or Section 239 as well as possible
termination of this contract and forfeiture of
all moneys due hereunder for a second or
subsequent violation.

6. WAGE AND HOURS PROVISIONS. If
this is a public work contract covered by
Article 8 of the Labor Law or a building
service contract covered by Article 9
thereof, neither Contractor's employees nor
the employees of its subcontractors may be
required or permitted to work more than the
number of hours or days stated in said
statutes, except as otherwise provided in the
Labor Law and as set forth in prevailing
wage and supplement schedules issued by
the State Labor Department. Furthermore,
Contractor and its subcontractors must pay
at least the prevailing wage rate and pay or
provide the prevailing supplements,
including the premium rates for overtime
pay, as determined by the State Labor
Department in accordance with the Labor
Law. Additionally, effective April 28, 2008,
if this is a public work contract covered by
Article 8 of the Labor Law, the Contractor
understands and agrees that the filing of
payrolls in a manner consistent with
Subdivision 3-a of Section 220 of the Labor
Law shall be a condition precedent to
payment by the State of any State approved
sums due and owing for work done upon the
project.
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7. NON-COLLUSIVE BIDDING
CERTIFICATION. In accordance with
Section 139-d of the State Finance Law, if
this contract was awarded based upon the
submission of bids, Contractor affirms,
under penalty of perjury, that its bid was
arrived at independently and without
collusion aimed at restricting competition.
Contractor further affirms that, at the time
Contractor submitted its bid, an authorized
and responsible person executed and
delivered to the State a non-collusive
bidding certification on Contractor's behalf.

8. INTERNATIONAL BOYCOTT
PROHIBITION. In accordance with Section
220-f of the Labor Law and Section 139-h of
the State Finance Law, if this contract
exceeds $5,000, the Contractor agrees, as a
material condition of the contract, that
neither the Contractor nor any substantially
owned or affiliated person, firm, partnership
or corporation has participated, is
participating, or shall participate in an
international boycott in violation of the
federal Export Administration Act of 1979
(50 USC App. Sections 2401 et seq.) or
regulations there under. If such Contractor,
or any of the aforesaid affiliates of
Contractor, is convicted or is otherwise
found to have violated said laws or
regulations upon the final determination of
the United States Commerce Department or
any other appropriate agency of the United
States subsequent to the contract's

execution, such contract, amendment or
modification thereto shall be rendered forfeit
and void. The Contractor shall so notify the
State Comptroller within five (5) business
days of such conviction, determination or
disposition of appeal (2NYCRR 105.4).

9. SET-OFF RIGHTS. The State shall have
all of its common law, equitable and
statutory rights of set-off. These rights shall
include, but not be limited to, the State's
option to withhold for the purposes of set-
off any moneys due to the Contractor under
this contract up to any amounts due and
owing to the State with regard to this
contract, any other contract with any State
department or agency, including any
contract for a term commencing prior to the
term of this contract, plus any amounts due
and owing to the State for any other reason
including, without limitation, tax
delinquencies, fee delinquencies or
monetary penalties relative thereto. The
State shall exercise its set-off rights in
accordance with normal State practices
including, in cases of set-off pursuant to an
audit, the finalization of such audit by the
State agency, its representatives, or the State
Comptroller.

10. RECORDS. The Contractor shall
establish and maintain complete and
accurate books, records, documents,
accounts and other evidence directly
pertinent to performance under this contract
(hereinafter, collectively, "the Records").
The Records must be kept for the balance of
the calendar year in which they were made
and for six (6) additional years thereafter.
The State Comptroller, the Attorney General
and any other person or entity authorized to
conduct an examination, as well as the
agency or agencies involved in this contract,
shall have access to the Records during
normal business hours at an office of the
Contractor within the State of New York or,
if no such office is available, at a mutually
agreeable and reasonable venue within the
State, for the term specified above for the
purposes of inspection, auditing and
copying. The State shall take reasonable
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steps to protect from public disclosure any
of the Records which are exempt from
disclosure under Section 87 of the Public
Officers Law (the "Statute™) provided that:
(i) the Contractor shall timely inform an
appropriate State official, in writing, that
said records should not be disclosed; and (ii)
said records shall be sufficiently identified;
and (i) designation of said records as
exempt under the Statute is reasonable.
Nothing contained herein shall diminish, or
in any way adversely affect, the State's right
to discovery in any pending or future
litigation.

11. IDENTIFYING INFORMATION
AND PRIVACY NOTIFICATION. (a)
FEDERAL EMPLOYER
IDENTIFICATION NUMBER and/or
FEDERAL SOCIAL SECURITY
NUMBER. All invoices or New York State
standard vouchers submitted for payment for
the sale of goods or services or the lease of
real or personal property to a New York
State agency must include the payee's
identification number, i.e., the seller's or
lessor's identification number. The number
is either the payee's Federal employer
identification number or Federal social
security number, or both such numbers
when the payee has both such numbers.
Failure to include this number or numbers
may delay payment. Where the payee does
not have such number or numbers, the
payee, on its invoice or New York State
standard voucher, must give the reason or
reasons why the payee does not have such
number or numbers.

(b) PRIVACY NOTIFICATION. (1) The
authority to request the above personal
information from a seller of goods or

services or a lessor of real or personal
property, and the authority to maintain such
information, is found in Section 5 of the
State Tax Law. Disclosure of this
information by the seller or lessor to the
State is mandatory. The principal purpose
for which the information is collected is to
enable the State to identify individuals,
businesses and others who have been
delinquent in filing tax returns or may have
understated their tax liabilities and to
generally identify persons affected by the
taxes administered by the Commissioner of
Taxation and Finance. The information will
be used for tax administration purposes and
for any other purpose authorized by law. (2)
The personal information is requested by the
purchasing unit of the agency contracting to
purchase the goods or services or lease the
real or personal property covered by this
contract or lease. The information is
maintained in New York State's Central
Accounting System by the Director of
Accounting Operations, Office of the State
Comptroller, 110 State Street, Albany, New
York 12236.

12. EQUAL EMPLOYMENT
OPPORTUNITIES FOR MINORITIES
AND WOMEN. In accordance with Section
312 of the Executive Law and 5 NYCRR
143, if this contract is: (i) a written
agreement or purchase order instrument,
providing for a total expenditure in excess of
$25,000.00, whereby a contracting agency is
committed to expend or does expend funds
in return for labor, services, supplies,
equipment, materials or any combination of
the foregoing, to be performed for, or
rendered or furnished to the contracting
agency; or (ii) a written agreement in excess
of $100,000.00 whereby a contracting
agency is committed to expend or does
expend funds for the acquisition,
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construction, demolition, replacement, major
repair or renovation of real property and
improvements thereon; or (iii) a written
agreement in excess of $100,000.00
whereby the owner of a State assisted
housing project is committed to expend or
does expend funds for the acquisition,
construction, demolition, replacement, major
repair or renovation of real property and
improvements thereon for such project, then
the following shall apply and by signing this
agreement the Contractor certifies and
affirms that it is Contractor’s equal
employment opportunity policy that:

(@) The Contractor will not discriminate
against employees or applicants for
employment because of race, creed, color,
national origin, sex, age, disability or marital
status, shall make and document its
conscientious and active efforts to employ
and utilize minority group members and
women in its work force on State contracts
and will undertake or continue existing
programs of affirmative action to ensure that
minority group members and women are
afforded equal employment opportunities
without discrimination. Affirmative action
shall mean recruitment, employment, job
assignment, promotion, upgradings,
demotion, transfer, layoff, or termination
and rates of pay or other forms of
compensation;

(b) at the request of the contracting agency,
the Contractor shall request each
employment agency, labor union, or
authorized representative of workers with
which it has a collective bargaining or other
agreement or understanding, to furnish a
written statement that such employment
agency, labor union or representative will

not discriminate on the basis of race, creed,
color, national origin, sex, age, disability or
marital status and that such union or
representative will affirmatively cooperate
in the implementation of the Contractor's
obligations herein; and

(c) the Contractor shall state, in all
solicitations or advertisements for
employees, that, in the performance of the
State contract, all qualified applicants will
be afforded equal employment opportunities
without discrimination because of race,
creed, color, national origin, sex, age,
disability or marital status.

Contractor will include the provisions of
"a", "b", and "c" above, in every subcontract
over $25,000.00 for the construction,
demolition, replacement, major repair,
renovation, planning or design of real
property and improvements thereon (the
"Work™) except where the Work is for the
beneficial use of the Contractor. Section
312 does not apply to: (i) work, goods or
services unrelated to this contract; or (ii)
employment outside New York State. The
State shall consider compliance by a
contractor or subcontractor with the
requirements of any federal law concerning
equal employment opportunity which
effectuates the purpose of this section. The
contracting agency shall determine whether
the imposition of the requirements of the
provisions hereof duplicate or conflict with
any such federal law and if such duplication
or conflict exists, the contracting agency
shall waive the applicability of Section 312
to the extent of such duplication or conflict.
Contractor will comply with all duly
promulgated and lawful rules and
regulations of the Department of Economic
Development’s Division of Minority and
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Women's Business Development pertaining
hereto.

13. CONFLICTING TERMS. In the event
of a conflict between the terms of the
contract (including any and all attachments
thereto and amendments thereof) and the
terms of this Appendix A, the terms of this
Appendix A shall control.

14. GOVERNING LAW. This contract
shall be governed by the laws of the State of
New York except where the Federal
supremacy clause requires otherwise.

15. LATE PAYMENT. Timeliness of
payment and any interest to be paid to
Contractor for late payment shall be
governed by Article 11-A of the State
Finance Law to the extent required by law.

16. NO ARBITRATION. Disputes
involving this contract, including the breach
or alleged breach thereof, may not be
submitted to binding arbitration (except
where statutorily authorized), but must,
instead, be heard in a court of competent
jurisdiction of the State of New York.

17. SERVICE OF PROCESS. In addition to
the methods of service allowed by the State
Civil Practice Law & Rules ("CPLR"™),
Contractor hereby consents to service of
process upon it by registered or certified
mail, return receipt requested. Service
hereunder shall be complete upon
Contractor's actual receipt of process or
upon the State's receipt of the return thereof
by the United States Postal Service as
refused or undeliverable. Contractor must
promptly notify the State, in writing, of each
and every change of address to which

service of process can be made. Service by
the State to the last known address shall be
sufficient. Contractor will have thirty (30)
calendar days after service hereunder is
complete in which to respond.

18. PROHIBITION ON PURCHASE OF
TROPICAL HARDWOODS. The
Contractor certifies and warrants that all
wood products to be used under this contract
award will be in accordance with, but not
limited to, the specifications and provisions
of Section 165 of the State Finance Law,
(Use of Tropical Hardwoods) which
prohibits purchase and use of tropical
hardwoods, unless specifically exempted, by
the State or any governmental agency or
political subdivision or public benefit
corporation. Qualification for an exemption
under this law will be the responsibility of
the contractor to establish to meet with the
approval of the State.

In addition, when any portion of this
contract involving the use of woods,
whether supply or installation, is to be
performed by any subcontractor, the prime
Contractor will indicate and certify in the
submitted bid proposal that the
subcontractor has been informed and is in
compliance with specifications and
provisions regarding use of tropical
hardwoods as detailed in 8165 State Finance
Law. Any such use must meet with the
approval of the State; otherwise, the bid may
not be considered responsive. Under bidder
certifications, proof of qualification for
exemption will be the responsibility of the
Contractor to meet with the approval of the
State.

19. MACBRIDE FAIR EMPLOYMENT
PRINCIPLES. In accordance with the
MacBride Fair Employment Principles
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(Chapter 807 of the Laws of 1992), the
Contractor hereby stipulates that the
Contractor either (a) has no business
operations in Northern Ireland, or (b) shall
take lawful steps in good faith to conduct
any business operations in Northern Ireland
in accordance with the MacBride Fair
Employment Principles (as described in
Section 165 of the New York State Finance
Law), and shall permit independent
monitoring of compliance with such
principles.

20. OMNIBUS PROCUREMENT ACT OF
1992. It is the policy of New York State to
maximize opportunities for the participation
of New York State business enterprises,
including minority and women-owned
business enterprises as bidders,
subcontractors and suppliers on its
procurement contracts.

Information on the availability of New York
State subcontractors and suppliers is
available from:

NYS Department of Economic Development
Division for Small Business

30 South Pearl St -- 7th Floor

Albany, New York 12245

Telephone: 518-292-5220

Fax: 518-292-5884
http://www.empire.state.ny.us

A directory of certified minority and
women-owned business enterprises is
available from:

NYS Department of Economic Development
Division of Minority and Women's Business
Development

30 South Pearl St -- 2nd Floor

Albany, New York 12245
Telephone: 518-292-5250
Fax: 518-292-5803
http://lwww.empire.state.ny.us

The Omnibus Procurement Act of 1992
requires that by signing this bid proposal or
contract, as applicable, Contractors certify
that whenever the total bid amount is greater
than $1 million:

(@) The Contractor has made reasonable
efforts to encourage the participation of New
York State Business Enterprises as suppliers
and subcontractors, including certified
minority and women-owned business
enterprises, on this project, and has retained
the documentation of these efforts to be
provided upon request to the State; (b) The
Contractor has complied with the Federal
Equal Opportunity Act of 1972 (P.L. 92-
261), as amended; (c) The Contractor agrees
to make reasonable efforts to provide
notification to New York State residents of
employment opportunities on this project
through listing any such positions with the
Job Service Division of the New York State
Department of Labor, or providing such
notification in such manner as is consistent
with existing collective bargaining contracts
or agreements. The Contractor agrees to
document these efforts and to provide said
documentation to the State upon request;
and (d) The Contractor acknowledges notice
that the State may seek to obtain offset
credits from foreign countries as a result of
this contract and agrees to cooperate with
the State in these efforts.

21. RECIPROCITY AND SANCTIONS
PROVISIONS. Bidders are hereby notified
that if their principal place of business is
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located in a country, nation, province, state
or political subdivision that penalizes New
York State vendors, and if the goods or
services they offer will be substantially
produced or performed outside New York
State, the Omnibus Procurement Act 1994
and 2000 amendments (Chapter 684 and
Chapter 383, respectively) require that they
be denied contracts which they would
otherwise obtain. NOTE: As of May 15,
2002, the list of discriminatory jurisdictions
subject to this provision includes the states
of South Carolina, Alaska, West Virginia,
Wyoming, Louisiana and Hawaii. Contact
NYS Department of Economic Development
for a current list of jurisdictions subject to
this provision.

22. COMPLIANCE WITH NEW YORK
STATE INFORMATION SECURITY
BREACH AND NOTIFICATION ACT.
Contractor shall comply with the provisions
of the New York State Information Security
Breach and Notification Act (General
Business Law Section 899-aa; State
Technology Law Section 208).

23. COMPLIANCE WITH CONSULTANT
DISCLOSURE LAW. If this is a contract
for consulting services, defined for purposes
of this requirement to include analysis,
evaluation, research, training, data
processing, computer programming,
engineering, environmental, health, and
mental health services, accounting, auditing,
paralegal, legal or similar services, then, in
accordance with Section 163 (4-g) of the
State Finance Law (as amended by Chapter
10 of the Laws of 2006), the Contractor
shall timely, accurately and properly comply
with the requirement to submit an annual
employment report for the contract to the

agency that awarded the contract, the
Department of Civil Service and the State
Comptroller.

24. PROCUREMENT LOBBYING. To the
extent this agreement is a "procurement
contract” as defined by

State Finance Law Sections 139-j and 139-k,
by signing this agreement the contractor
certifies and affirms that all disclosures
made in accordance with State Finance Law
Sections 139-j and 139-k are complete, true
and accurate. In the event such certification
is found to be intentionally false or
intentionally incomplete, the State may
terminate the agreement by providing
written notification to the Contractor in
accordance with the terms of the agreement.

25. CERTIFICATION OF
REGISTRATION TO COLLECT SALES
AND COMPENSATING USE TAX BY
CERTAIN STATE CONTRACTORS,
AFFILIATES AND SUBCONTRACTORS.
To the extent this agreement is a contract as
defined by Tax Law Section 5-a, if the
contractor fails to make the certification
required by Tax Law Section 5-a or if during
the term of the contract, the Department of
Taxation and Finance or the covered agency,
as defined by Tax Law 5-a, discovers that
the certification, made under penalty of
perjury, is false, then such failure to file or
false certification shall be a material breach
of this contract and this contract may be
terminated, by providing written notification
to the Contractor in accordance with the
terms of the agreement, if the covered
agency determines that such action is in the
best interest of the State.
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General Specifications
Appendix D

A. By signing the "Bid Form" each bidder attests to its express authority to sign on behalf of
this company or other entity and acknowledges and accepts that all specifications, general
and specific appendices, including Appendix-A, the Standard Clauses for all New York
State contracts, and all schedules and forms contained herein will become part of any
contract entered, resulting from the Request for Proposal. Anything which is not
expressly set forth in the specifications, appendices and forms and resultant contract, but
which is reasonable to be implied, shall be furnished and provided in the same manner as
if specifically expressed.

B. The work shall be commenced and shall be actually undertaken within such time as the
Department of Health may direct by notice, whether by mail, e-mail, or other writing,
whereupon the undersigned will give continuous attention to the work as directed, to the
end and with the intent that the work shall be completed within such reasonable time or
times, as the case may be, as the Department may prescribe.

C. The Department reserves the right to stop the work covered by this proposal and the
contract at any time that the Department deems the successful bidder to be unable or
incapable of performing the work to the satisfaction of the Department, and in the event
of such cessation of work, the Department shall have the right to arrange for the
completion of the work in such manner as the Department may deem advisable, and if the
cost thereof exceeds the amount of the bid, the successful bidder and its surety shall be
liable to the State of New York for any excess cost on account thereof.

D. Each bidder is under an affirmative duty to be informed by personal examination of the
specifications and location of the proposed work and by such other means as it may
select, of character, quality, and extent of work to be performed and the conditions under
which the contract is to be executed.

E. The Department of Health will make no allowance or concession to a bidder for any
alleged misunderstanding or deception because of quantity, quality, character, location or
other conditions.

F. The bid price is to cover the cost of furnishing all of the said services, materials,
equipment, and labor to the satisfaction of the Department of Health and the performance
of all work set forth in said specifications.

G. The successful bidder will be required to complete the entire work or any part thereof as
the case may be, to the satisfaction of the Department of Health in strict accordance with
the specifications and pursuant to a contract therefore.
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H. Contractor will possess, at no cost to the State, all qualifications, licenses and permits to
engage in the required business as may be required within the jurisdiction where the work
specified is to be performed. Workers to be employed in the performance of this contract
will possess the qualifications, training, licenses and permits as may be required within
such jurisdiction.

I.  Non-Collusive Bidding By submission of this proposal, each bidder and each person
signing on behalf of any bidder certifies, and in the case of a joint bid each party thereto
certifies as to its own organization, under penalty of perjury, that to the best of their
knowledge and belief:

a. The prices of this bid have been arrived at independently without collusion,
consultation, communication, or agreement, for the purpose of restricting
competition, as to any matter relating to such prices with any other bidder or
with any competitor;

b. Unless otherwise required by law, the prices which have been quoted in this
bid have not been knowingly disclosed by the bidder and will not knowingly
be disclosed by the bidder prior to opening, directly or indirectly to any other
person, partnership or corporation to submit or not to submit a bid for the
purpose of restricting competition;

c. No attempt has been made or will be made by the bidder to induce any other
person, partnership or corporation to submit or not to submit a bid for the
purpose of restricting competition.

NOTE: Chapter 675 of the Laws of New York for 1966 provides that every bid made to
the state or any public department, agency or official thereof, where competitive bidding
is required by statute, rule or regulation, for work or services performed or to be
performed or goods sold or to be sold, shall contain the foregoing statement subscribed
by the bidder and affirmed by such bidder as true under penalties of perjury.
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A bid shall not be considered for award nor shall any award be made where (a), (b) and
(c) above have not been complied with; provided however, that if in any case the bidder
cannot make the foregoing certification, the bidder shall so state and shall furnish with
the bid a signed statement which sets forth in detail the reasons therefore. Where (a), (b)
and (c) above have not been complied with, the bid shall not be considered for award nor
shall any award be made unless the head of the purchasing unit of the state, public
department or agency to which the bid is made or its designee, determines that such
disclosure was not made for the purpose of restricting competition. The fact that a bidder
has published price lists, rates, or tariffs covering items being procured, has informed
prospective customers of proposed or pending publication of new or revised price lists for
such items, or has sold the same items to other customers at the same price being bid,
does not constitute, without more, a disclosure within the meaning of the above quoted
certification.

Any bid made to the State or any public department, agency or official thereof by a
corporate bidder for work or services performed or to be performed or goods, sold or to
be sold, where competitive bidding is required by statute, rule or regulation and where
such bid contains the certification set forth above shall be deemed to have been
authorized by the board of directors of the bidder, and such authorization shall be deemed
to include the signing and submission of the bid and the inclusion therein of the
certificate as to non-collusion as the act and deed of the corporation.

J. A bidder may be disqualified from receiving awards if such bidder or any subsidiary,
affiliate, partner, officer, agent or principal thereof, or anyone in its employ, has
previously failed to perform satisfactorily in connection with public bidding or contracts.

K. The Department reserves the right to make awards within ninety (90) days after the date
of the bid opening, during which period bids shall not be withdrawn unless the bidder
distinctly states in the bid that acceptance thereof must be made within a shorter specified
time.

L. Any contract entered into resultant from this request for proposal will be considered a
"Work for Hire Contract.” The Department will be the sole owner of all source code and
any software which is developed for use in the application software provided to the
Department as a part of this contract.
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M. Technology Purchases Notification — The following provisions apply if this Request for
Proposal (RFP) seeks proposals for “Technology”

1. For the purposes of this policy, “technology” applies to all services and commaodities,
voice/data/video and/or any related requirement, major software acquisitions, systems
modifications or upgrades, etc., that result in a technical method of achieving a
practical purpose or in improvements of productivity. The purchase can be as simple
as an order for a new or replacement personal computers, or for a consultant to design
a new system, or as complex as a major systems improvement or innovation that
changes how an agency conducts its business practices.

2. If this RFP results in a procurement of software over $20,000, or of other technology
over $50,000, or where the department determines that the potential exists for
coordinating purchases among State agencies and/or the purchase may be of interest
to one or more other State agencies, PRIOR TO AWARD SELECTION, this RFP
and all responses thereto are subject to review by the New York State Office for
Technology.

3. Any contract entered into pursuant to an award of this RFP shall contain a provision
which extends the terms and conditions of such contract to any other State agency in
New York. Incorporation of this RFP into the resulting contract also incorporates this
provision in the contract.

N. Date/Time Warranty

1. Definitions: For the purposes of this warranty, the following definitions apply:

"Product” shall include, without limitation: when solicited from a vendor in a State
government entity's contracts, RFPs, IFBs, or mini-bids, any piece or component of
equipment, hardware, firmware, middleware, custom or commercial software, or internal
components or subroutines therein which perform any date/time data recognition
function, calculation, comparing or sequencing. Where services are being furnished, e.g.,
consulting, systems integration, code or data conversion or data entry, the term "Product”
shall include resulting deliverables.
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"Third Party Product” shall include product manufactured or developed by a corporate
entity independent from the vendor and provided by the vendor on a non-exclusive
licensing or other distribution Agreement with the third party manufacturer. "Third Party
Product” does not include product where vendor is : (a) a corporate subsidiary or affiliate
of the third party manufacturer/developer; and/or (b) the exclusive re-seller or distributor
of product manufactured or developed by said corporate entity.

2. Date/Time Warranty Statement

Contractor warrants that Product(s) furnished pursuant to this Contract shall, when used
in accordance with the Product documentation, be able to accurately process date/time
data (including, but not limited to, calculating, comparing, and sequencing) transitions,
including leap year calculations. Where a Contractor proposes or an acquisition requires
that specific Products must perform as a package or system, this warranty shall apply to
the Products as a system.

Where Contractor is providing ongoing services, including but not limited to: i)
consulting, integration, code or data conversion, ii) maintenance or support services, iii)
data entry or processing, or iv) contract administration services (e.g., billing, invoicing,
claim processing), Contractor warrants that services shall be provided in an accurate and
timely manner without interruption, failure or error due to the inaccuracy of Contractor’s
business operations in processing date/time data (including, but not limited to,
calculating, comparing, and sequencing) various date/time transitions, including leap year
calculations. Contractor shall be responsible for damages resulting from any delays,
errors or untimely performance resulting therefrom, including but not limited to the
failure or untimely performance of such services.

This Date/Time Warranty shall survive beyond termination or expiration of this contract
through: a) ninety (90) days or b) the Contractor’s or Product manufacturer/developer’s
stated date/time warranty term, whichever is longer. Nothing in this warranty statement
shall be construed to limit any rights or remedies otherwise available under this Contract
for breach of warranty.

O. No Subcontracting Subcontracting by the contractor shall not be permitted except by
prior written approval of the Department of Health. All subcontracts shall contain
provisions specifying that the work performed by the subcontractor must be in
accordance with the terms of this AGREEMENT, and that the subcontractor specifically
agrees to be bound by the confidentiality provisions set forth in the AGREEMENT
between the STATE and the CONTRACTOR.
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P.

Superintendence by Contractor The Contractor shall have a representative to provide
supervision of the work which Contractor employees are performing to ensure complete
and satisfactory performance with the terms of the Contract. This representative shall also
be authorized to receive and put into effect promptly all orders, directions and
instructions from the Department of Health. A confirmation in writing of such orders or
directions will be given by the Department when so requested from the Contractor.

Sufficiency of Personnel and Equipment If the Department of Health is of the opinion
that the services required by the specifications cannot satisfactorily be performed because
of insufficiency of personnel, the Department shall have the authority to require the
Contractor to use such additional personnel, to take such steps necessary to perform the
services satisfactorily at no additional cost to the State.

Experience Requirements The Contractor shall submit evidence to the satisfaction of the
Department that it possesses the necessary experience and qualifications to perform the
type of services required under this contract and must show that it is currently performing
similar services. The Contractor shall submit at least two references to substantiate these
qualifications.

Contract Amendments This agreement may be amended by written agreement signed by
the parties and subject to the laws and regulations of the State pertaining to contract
amendments. This agreement may not be amended orally.

The contractor shall not make any changes in the scope of work as outlined herein at any
time without prior authorization in writing from the Department of Health and without
prior approval in writing of the amount of compensation for such changes.

Provisions Upon Default

1. In the event that the Contractor, through any cause, fails to perform any of the terms,
covenants or promises of this agreement, the Department acting for and on behalf of
the State, shall thereupon have the right to terminate this agreement by giving notice
in writing of the fact and date of such termination to the Contractor
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2. If, in the judgment of the Department of Health, the Contractor acts in such a way
which is likely to or does impair or prejudice the interests of the State, the
Department acting on behalf of the State, shall thereupon have the right to terminate
this agreement by giving notice in writing of the fact and date of such termination to
the Contractor. In such case the Contractor shall receive equitable compensation for
such services as shall, in the judgment of the State Comptroller, have been
satisfactorily performed by the Contractor up to the date of the termination of this
agreement, which such compensation shall not exceed the total cost incurred for the
work which the Contractor was engaged in at the time of such termination, subject to
audit by the State Comptroller.

U. Upon termination of this agreement, the following shall occur:

1. Contractor shall make available to the State for examination all data, records and
reports relating to this Contract; and

2. Except as otherwise provided in the Contract, the liability of the State for payments to
the Contractor and the liability of the Contractor for services hereunder shall cease.

V. Conflicts If, in the opinion of the Department of Health, (1) the specifications conflict, or
(2) if the specifications are not clear as to (a) the method of performing any part of the
work, or as to (b) the types of materials or equipment necessary, or as to (c) the work
required to be done in every such situation, the Contractor shall be deemed to have based
his bid upon performing the work and furnishing materials or equipment in the most
inexpensive and efficient manner. If such conflicts and/or ambiguities arise, the
Department of Health will furnish the Contractor supplementary information showing the
manner in which the work is to be performed and the type or types of material or
equipment that shall be used.

W. MINORITY AND WOMEN OWNED BUSINESS POLICY STATEMENT The New
York State Department of Health recognizes the need to take affirmative action to ensure
that Minority and Women Owned Business Enterprises are given the opportunity to
participate in the performance of the Department of Health's contracting program. This
opportunity for full participation in our free enterprise system by traditionally, socially
and economically disadvantaged persons is essential to obtain social and economic
equality and improve the functioning of the State economy.

It is the intention of the New York State Department of Health to fully execute the
mandate of Executive Law, Article 15-A and provide Minority and Women Owned
Business Enterprises with equal opportunity to bid on contracts awarded by this agency
in accordance with the State Finance Law.
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To implement this affirmative action policy statement, the contractor agrees to file with
the Department of Health within 10 days of notice of award, a staffing plan of the
anticipated work force to be utilized on this contract or, where required, information on
the contractor's total work force, including apprentices, broken down by specified ethnic
background, gender, and Federal occupational categories or other appropriate categories
specified by the Department. The form of the staffing plan shall be supplied by the
Department.

After an award of this contract, the contractor agrees to submit to the Department a work
force utilization report, in a form and manner required by the Department, of the work
force actually utilized on this contract, broken down by specified ethnic background,
gender and Federal occupational categories or other appropriate categories specified by
the Department.

X. Contract Insurance Requirements

1. The successful bidder must without expense to the State procure and maintain, until
final acceptance by the Department of Health of the work covered by this proposal
and the contract, insurance of the kinds and in the amounts hereinafter provided, in
insurance companies authorized to do such business in the State of New York
covering all operations under this proposal and the contract, whether performed by it
or by subcontractors. Before commencing the work, the successful bidder shall
furnish to the Department of Health a certificate or certificates, in a form satisfactory
to the Department, showing that it has complied with the requirements of this section,
which certificate or certificates shall state that the policies shall not be changed or
canceled until thirty days written notice has been given to the Department. The kinds
and amounts of required insurance are:

a. A policy covering the obligations of the successful bidder in accordance with the
provisions of Chapter 41, Laws of 1914, as amended, known as the Workers'
Compensation Law, and the contract shall be void and of no effect unless the
successful bidder procures such policy and maintains it until acceptance of the
work (reference Appendix E).
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b. Policies of Bodily Injury Liability and Property Damage Liability Insurance of the
types hereinafter specified, each within limits of not less than $500,000 for all
damages arising out of bodily injury, including death at any time resulting
therefrom sustained by one person in any one occurrence, and subject to that limit
for that person, not less than $1,000,000 for all damages arising out of bodily
injury, including death at any time resulting therefrom sustained by two or more
persons in any one occurrence, and not less than $500,000 for damages arising out
of damage to or destruction or property during any single occurrence and not less
than $1,000,000 aggregate for damages arising out of damage to or destruction of
property during the policy period.

i.  Contractor's Liability Insurance issued to and covering the liability of the
successful bidder with respect to all work performed by it under this proposal
and the contract.

ii.  Protective Liability Insurance issued to and covering the liability of the People
of the State of New York with respect to all operations under this proposal and
the contract, by the successful bidder or by its subcontractors, including
omissions and supervisory acts of the State.

iii.  Automobile Liability Insurance issued to and covering the liability of the
People of the State of New York with respect to all operations under this
proposal and the contract, by the successful bidder or by its subcontractors,
including omissions and supervisory acts of the State.

Y. Certification Regarding Debarment and Suspension Regulations of the Department of
Health and Human Services, located at Part 76 of Title 45 of the Code of Federal
Regulations (CFR), implement Executive Orders 12549 and 12689 concerning debarment
and suspension of participants in federal programs and activities. Executive Order 12549
provides that, to the extent permitted by law, Executive departments and agencies shall
participate in a government-wide system for non-procurement debarment and suspension.
Executive Order 12689 extends the debarment and suspension policy to procurement
activities of the federal government. A person who is debarred or suspended by a federal
agency is excluded from federal financial and non-financial assistance and benefits under
federal programs and activities, both directly (primary covered transaction) and indirectly
(lower tier covered transactions). Debarment or suspension by one federal agency has
government-wide effect.
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Pursuant to the above-cited regulations, the New York State Department of Health (as a
participant in a primary covered transaction) may not knowingly do business with a person who
is debarred, suspended, proposed for debarment, or subject to other government-wide exclusion
(including any exclusion from Medicare and State health care program participation on or after
August 25, 1995), and the Department of Health must require its prospective contractors, as
prospective lower tier participants, to provide the certification in Appendix B to Part 76 of Title
45 CFR, as set forth below:

1. APPENDIX B TO PART 76-CERTIFICATION REGARDING DEBARMENT,
SUSPENSION, INELIGIBILITY AND VOLUNTARY EXCLUSION-LOWER TIER
COVERED TRANSACTIONS

Instructions for Certification

a. By signing and submitting this proposal, the prospective lower tier participant is
providing the certification set out below.

b. The certification in this clause is a material representation of fact upon which
reliance was placed when this transaction was entered into. If it is later
determined that the prospective lower tier participant knowingly rendered and
erroneous certification, in addition to other remedies available to the Federal
Government the department or agency with which this transaction originated may
pursue available remedies, including suspension and/or debarment.

c. The prospective lower tier participant shall provide immediate written notice to
the person to whom this proposal is submitted if at any time the prospective lower
tier participant learns that its certification was erroneous when submitted or had
become erroneous by reason of changed circumstances.

d. The terms covered transaction, debarred, suspended, ineligible, lower tier covered
transaction, participant, person, primary covered Transaction, principal, proposal,
and voluntarily excluded, as used in this clause, have the meaning set out in the
Definitions and Coverage sections of rules implementing Executive Order 12549.
You may contact the person to which this proposal is submitted for assistance in
obtaining a copy of those regulations.
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e.

The prospective lower tier participant agrees by submitting this proposal that,
should the proposed covered transaction be entered into, it shall not knowingly
enter into any lower tier covered transaction with a person who is proposed for
debarment under 48 CFR part 9, subpart 9.4, debarred, suspended, declared
ineligible, or voluntarily excluded from participation in this covered transaction,
unless authorized by the department or agency with which this transaction
originated.

The prospective lower tier participant further agrees by submitting this proposal
that it will include this clause titled “Certification Regarding Debarment,
Suspension, Ineligibility and Voluntary Exclusion-Lower Tier Covered
Transaction,” without modification, in all lower tier covered transactions.

A participant in a covered transaction may rely upon a certification of a
prospective participant in a lower tier covered transaction that it is not proposed
for debarment under 48 CFR part 9, subpart 9.4, debarred, suspended, ineligible,
or voluntarily excluded from covered transactions, unless it knows that the
certification is erroneous. A participant may decide the method and frequency by
which it determines the eligibility of its principals. Each participant may, but is
not required to, check the List of parties Excluded from Federal Procurement and
Non-procurement Programs.

Nothing contained in the foregoing shall be construed to require establishment of
a system of records in order to render in good faith the certification required by
this clause. The knowledge and information of a participant is not required to
exceed that which is normally possessed by a prudent person in the ordinary
course of business dealings.

Except for transactions authorized under paragraph 5 of these instructions, if a
participant in a covered transaction knowingly enters into a lower tier covered
transaction with a person who is proposed for debarment under 48 CFR part 9,
subpart 9.4, suspended, debarred, ineligible, or voluntarily excluded from
participation in this transaction, in addition to other remedies available to the
Federal Government, the department or agency with which this transaction
originated may pursue available remedies, including suspension and/or
debarment.
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2. Certification Regarding Debarment, Suspension, Ineligibility and VVoluntary
Exclusion — Lower Tier Covered Transactions

a. The prospective lower tier participant certifies, by submission of this proposal,
that neither it nor its principals is presently debarred, suspended, proposed for
debarment, declared ineligible, or voluntarily exclude from participation in this
transaction by any Federal department agency.

b. Where the prospective lower tier participant is unable to certify to any of the
statements in this certification, such prospective participant shall attach an
explanation to this proposal.

Z. Confidentiality Clauses

1. Any materials, articles, papers, etc., developed by the CONTRACTOR under or in
the course of performing this AGREEMENT shall contain the following, or similar
acknowledgment: "Funded by the New York State Department of Health". Any such
materials must be reviewed and approved by the STATE for conformity with the
policies and guidelines for the New York State Department of Health prior to
dissemination and/or publication. It is agreed that such review will be conducted in an
expeditious manner. Should the review result in any unresolved disagreements
regarding content, the CONTRACTOR shall be free to publish in scholarly journals
along with a disclaimer that the views within the Article or the policies reflected are
not necessarily those of the New York State Department of Health. The Department
reserves the right to disallow funding for any educational materials not approved
through its review process.

2. Any publishable or otherwise reproducible material developed under or in the course
of performing this AGREEMENT, dealing with any aspect of performance under this
AGREEMENT, or of the results and accomplishments attained in such performance,
shall be the sole and exclusive property of the STATE, and shall not be published or
otherwise disseminated by the CONTRACTOR to any other party unless prior written
approval is secured from the STATE or under circumstances as indicated in
paragraph 1 above. Any and all net proceeds obtained by the CONTRACTOR
resulting from any such publication shall belong to and be paid over to the STATE.
The STATE shall have a perpetual royalty-free, non-exclusive and irrevocable right
to reproduce, publish or otherwise use, and to authorize others to use, any such
material for governmental purposes.
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3. No report, document or other data produced in whole or in part with the funds

AA.

1.

provided under this AGREEMENT may be copyrighted by the CONTRACTOR or
any of its employees, nor shall any notice of copyright be registered by the
CONTRACTOR or any of its employees in connection with any report, document or
other data developed pursuant to this AGREEMENT.

All reports, data sheets, documents, etc. generated under this contract shall be the sole
and exclusive property of the Department of Health. Upon completion or termination
of this AGREEMENT the CONTRACTOR shall deliver to the Department of Health
upon its demand all copies of materials relating to or pertaining to this
AGREEMENT. The CONTRACTOR shall have no right to disclose or use any of
such material and documentation for any purpose whatsoever, without the prior
written approval of the Department of Health or its authorized agents.

. The CONTRACTOR, its officers, agents and employees and subcontractors shall

treat all information, which is obtained by it through its performance under this
AGREEMENT, as confidential information to the extent required by the laws and
regulations of the United States and laws and regulations of the State of New York.

Provision Related to Consultant Disclosure Legislation

If this contract is for the provision of consulting services as defined in Subdivision 17 of
Section 8 of the State Finance Law, the CONTRACTOR shall submit a "State Consultant
Services Form B, Contractor's Annual Employment Report” no later than May 15th
following the end of each state fiscal year included in this contract term. This report must
be submitted to:

a. The NYS Department of Health, at the STATE's designated payment office
address included in this AGREEMENT; and

b. The NYS Office of the State Comptroller, Bureau of Contracts, 110 State
Street, 11th Floor, Albany NY 12236 ATTN: Consultant Reporting -or via fax
at (518) 474-8030 or (518) 473-8808; and

c. The NYS Department of Civil Service, Alfred E. Smith Office Building,
Albany NY 12239, ATTN: Consultant Reporting.
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BB. Provisions Related to New York State Procurement Lobbying Law The STATE reserves
the right to terminate this AGREEMENT in the event it is found that the certification
filed by the CONTRACTOR in accordance with New York State Finance Law §139-k
was intentionally false or intentionally incomplete. Upon such finding, the STATE may
exercise its termination right by providing written notification to the CONTRACTOR in
accordance with the written notification terms of this AGREEMENT.

CC. Provisions Related to New York State Information Security Breach and Notification Act
CONTRACTOR shall comply with the provisions of the New York State Information
Security Breach and Notification Act (General Business Law Section 899-aa; State
Technology Law Section 208). CONTRACTOR shall be liable for the costs associated
with such breach if caused by CONTRACTOR’S negligent or willful acts or omissions,
or the negligent or willful acts or omissions of CONTRACTOR’S agents, officers,
employees or subcontractors.

DD. Lead Guidelines All products supplied pursuant to this agreement shall meet local, state
and federal regulations, guidelines and action levels for lead as they exist at the time of
the State’s acceptance of this contract.

December, 2011
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All notices permitted or required hereunder shall be in writing and shall be transmitted either:
(a) via certified or registered United States mail, return receipt requested;
(b) by facsimile transmission;
(c) by personal delivery;
(d) by expedited delivery service; or
(e) by e-mail.

Such notices shall be addressed as follows or to such different addresses as the parties may from
time to time designate:

State of New York Department of Health
Name:

Title:

Address:

Telephone Number:

Facsimile Number:

E-Mail Address:

[Insert Contractor Name]
Name:

Title:

Address:

Telephone Number:
Facsimile Number:
E-Mail Address:

Any such notice shall be deemed to have been given either at the time of personal delivery or, in
the case of expedited delivery service or certified or registered United States mail, as of the date
of first attempted delivery at the address and in the manner provided herein, or in the case of
facsimile transmission or email, upon receipt.

The parties may, from time to time, specify any new or different address in the United States as
their address for purpose of receiving notice under this AGREEMENT by giving fifteen (15)
days written notice to the other party sent in accordance herewith. The parties agree to mutually
designate individuals as their respective representative for the purposes of receiving notices
under this AGREEMENT. Additional individuals may be designated in writing by the parties
for purposes of implementation and administration/billing, resolving issues and problems, and/or
for dispute resolution.
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1. CONTRACT TERM

This Contract shall commence on the date of execution (i.e., the date the Contract has received
all necessary approvals, including but not limited to OSC and the New York State Attorney
General) and shall continue for five years from such date. The Contractor is responsible for the
successful performance of this Contract, including the design, development, testing,
implementation, and operation of all systems and services proposed or otherwise required under
the Contract. Such work must be completed to the satisfaction of the Department in strict
accordance with the specifications. The Contractor is also responsible for the successful
performance of all subcontractors.

2. INCORPORATION OF DOCUMENTS AND ORDER OF PRIORITY

1) The RFP, including all specifications, general and specific appendices or other
attachments, such as Attachment A (the Standard Clauses for all New York State
contracts), all schedules and forms included with such documents, and work
specifications issued pursuant to this Contract will become part of any contract resulting
from the Request for Proposal. Anything which is not expressly set forth in the RFP,
specifications, appendices and forms and resultant contract or work specifications issues
pursuant to this Contract, but which is reasonable to be implied, shall be furnished and
provided in the same manner as if specifically expressed.

2) Itis the intention of the parties to restate and clarify the terms and conditions provided in
the RFP and Proposal. This Contract shall consist of the documents listed below, which
are fully incorporated by reference herein. In the event of any inconsistency or conflict
among the document elements of this Contract, such inconsistency or conflict shall be
resolved by giving precedence to the document elements in the following order: Restore
original language (esp. (f) and following)

a. Attachment A - Standard Clauses as Required by the Attorney General for All NY State
Contracts;

b. APPENDIX X, Written amendments to the Contract agreed to by the parties and
approved, where necessary, by the Attorney General and Office of the State Comptroller
(0SC);

c. APPENDIX Q. Modification of Standard Department of health Contract Language
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d.

n.

3)

The “State of New York Agreement”, including the standard Department cover sheet,
except for the attachments, appendices and attachments;

The body of this Contract (attached to the RFP as “Appendix j”);

APPENDIX D - General Specifications

APPENDIX B ,Request for Proposal (RFP)

Statements of Work, Deliverable Specifications, and Change Orders related thereto;
APPENDIX C, Vendor’s Proposal,

APPENDIX E-1. Proof of Worker's Compensation Coverage

APPENDIX E-2. Proof of Disability Insurance Coverage

APPENDIX M — W/MBE Requirements

APPENDIX G - Notices

All other appendices, exhibits and attachments to this Contract.

In the event of a conflict between or among versions of one of the documents referenced
above, the latest in time document shall control.

3. TIME OF PERFORMACE/SUSPENSION OF WORK

1)

2)

The work shall be commenced and shall be actually undertaken within such time as the
Department may direct by notice, whether by mail, email, or other writing, whereupon
the undersigned will give continuous attention to the work as directed, to the end and
with the intent that the work shall be completed within such reasonable time or times, as
the case may be, as the Department may prescribe.

The Department reserves the right to stop the work covered by this proposal and the
Contract at any time that the Department deems the Contractor to be unable or incapable
of performing the work to the satisfaction of the Department and in the event of such
cessation of work, the Department shall have the right to arrange for the completion of
the work in such manner as the Department may deem advisable and if the cost thereof
exceeds the amount of the proposal, the Contractor and its surety shall be liable to the
State of New York for any excess cost on account thereof.
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3) The Department, in its sole discretion, reserves the right to suspend any or all activities

under this Contract, at any time, in the best interests of the Department. In the event of
such suspension, the Contractor will be given a formal written notice outlining the
particulars of such suspension. Examples of the reason for such suspension include, but
are not limited to, a budget freeze or reduction in State spending, declaration of
emergency, contract compliance issues or other such circumstances. Upon issuance of
such notice, the Contractor is not to accept any purchase orders, and shall comply with
the suspension order. Activity may resume at such time as the Department issues a formal
written notice authorizing a resumption of performance under the Contract.

4. SUFFICIENCY OF PERSONNEL AND EQUIPMENT

1)

2)

3)

The Contractor will possess, at no cost to the State, all qualifications, licenses and
permits to engage in the required business as may be required within the jurisdiction
where the work specified is to be performed. Workers to be employed in the performance
of this Contract will possess the qualifications, training, licenses and permits as may be
required within such jurisdiction.

All employees, subcontractors or agents performing work under the Contract must be
trained staff or technicians who meet or exceed the professional, technical and training
qualifications set forth in the RFP or Proposal, whichever is more restrictive, and must
comply with all security and administrative requirements of the State, as well as those of
the Department. The Department reserves the right to conduct a security background
check or otherwise approve any employee, subcontractor or agent furnished by the
Contractor and to refuse access to or require replacement of any personnel for cause
based on, including but not limited to, professional, technical or training qualifications,
quality of work or change in security status or non-compliance with the State's and the
Department's security or other requirements. Such approval shall not relieve the
Contractor of the obligation to perform all work in compliance with the Contract terms.
The Department reserves the right to reject and/or bar from the facility for cause any
employee, subcontractor, or agents of the Contractor.

If the Department is of the opinion that the services required cannot satisfactorily be
performed because of insufficiency of personnel, the Department shall have the authority
to require the Contractor to use such additional personnel, and to take steps to ensure
satisfactory performance of services at no additional cost to the State.
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4)

5)

The Department has the right to approve or reject original and replacement project team
members assigned by the Contractor to this project. The Contractor will not be allowed
extra time or money to replace personnel. The replacement project team member must
possess the same or a higher level of technical expertise and/or experience than the
original staff person leaving the project. The Contractor must notify the Department
Project Manager or designee of personnel vacancies and provide résumes of replacement
staff as support for the Contractor’s compliance with this provision.

The Department also reserves the right to require the Contractor to discharge specified
employees from performance of any or all duties associated with the performance of this
Contract. The Department will not exercise this right unreasonably. The Contractor
agrees to replace any employees so discharged with an employee of equal or better
qualifications and acceptable to the Department. The Contractor will not be allowed extra
time or money to replace personnel. The Department's exercise of this right shall be upon
written notice to the Contractor setting forth the reasons for the requested action.

5. CONTRACTOR ROLE/INTERACTION WITH THIRD PARTIES

1)

2)

3)

The Contractor will be responsible for compliance with requirements under the Contract,
even if requirements are delegated to subcontractors. All Department policies, guidelines,
and requirements apply to subcontractors. The Contractor and subcontractors must not in
any way purport to represent the Department or of the State of New York without the
Department's prior written approval.

The Contractor must agree that all requirements of this Contract, including performance
requirements set out in the RFP, will be adhered to and that requirements will apply to
subcontractors even if subcontractor concurrence is not specifically defined. All
subcontracts shall contain provisions specifying:

a. That the work performed by the subcontractor must be in accordance with the terms
of the Contract, and

b. That the subcontractor specifically agrees to be bound by the confidentiality
provisions set forth in the Contract between the Department and the Contractor.

The Department will consider the Contractor to be the sole point of contact with regard to
contractual matters, payment of any and all charges resulting from the outsource or
purchase of the equipment and maintenance of the equipment for the term of the
Contract.
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4)

5)

6)

7)

The Contractor must serve as system integrator and must coordinate services with other
entities, if necessary, for hardware and software testing, and the resolution of
communications problems. The Contractor must also serve as the coordinator for
services related to education, outreach, and marketing as provided for in the RFP.

The Contractor shall have a representative to provide supervision of the work which
Contractor employees, and the employees of any subcontractor, are performing to ensure
complete and satisfactory performance with the terms of the Contract. This representative
shall also be authorized to receive and put into effect promptly all orders, directions and
instructions from the Department. A confirmation in writing of such orders or directions
will be given by the Department when so requested from the Contractor.

It is understood and agreed that the legal status of the Contractor, its agents, officers and
employees under this Contract, together with the agents, officers and employees of any
subcontractor, is that of an independent contractor, and in no manner shall they be
deemed employees of the Department, and therefore are not entitled to any of the benefits
associated with such employment. The Contractor agrees, during the term of this
Contract, to maintain at the Contractor’s expense those benefits to which its employees
would otherwise be entitled by law, including health benefits, and all necessary insurance
for its employees, including workers” compensation, disability and unemployment
insurance, and to provide the Department with certification of such insurance upon
request. The Contractor remains responsible for all applicable Federal, state and local
taxes, and all FICA contributions. These obligations shall apply to all subcontractors and
others providing services under this Agreement.

The Contractor shall be responsible for fully cooperating with any third party, including
but not limited to other contractors or subcontractors of the Department, as necessary to
ensure delivery of product or coordination of performance of services.

6. SUBCONTRACTORS

1)

2)

Subcontracting by the Contractor shall not be permitted except by prior written approval
and knowledge of the Department. All subcontracts shall contain provisions specifying
that the work performed by the subcontractor must be in accordance with the terms of
this Contract, and that the subcontractor specifically agrees to be bound by the
confidentiality provisions set forth in the Contract between the State and the Contractor.

The Contractor must have written agreement from the Department prior to replacement or
substitution of any subcontractor. For any proposed replacement or substitution before or
after the award, the Contractor must provide the Department with references, resumes,
and financial documentation, in addition to meeting all other applicable requirements,

and submission of all applicable forms, in this RFP.
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3)

4)

The Department shall have access to documentation and records of the subcontractor
relevant to the performance of this Contract, consistent with 810 of Attachment A
attached hereto.

In the event of contract termination, the Department reserves the right to have the
subcontract assigned to it on the same terms as between the Contractor and the
subcontractor, to the extent consistent with New York law. The Department shall not be
directly liable for payment to a subcontractor for products provided or services rendered
under this Agreement unless the sub-contract has been assigned as provided above.

7. CONTRACTOR RESPONSIBILITIES/CONFLICTS

1)

2)

3)

The Contractor shall provide, on an annual basis, current information in the form and
substance required by the Vendor Responsibility Questionnaire submitted with the
Contractor's initial proposal. Such information shall also be provided immediately upon a
significant and relevant change in the Contractor's circumstances or upon the
Department's reasonable request.

Specifically, during the term of this Contract, the Contractor shall not engage in any
business or personal activities or practices or maintain any relationships that conflict in
any way with the Contractor fully performing its obligations under this Contract. The
Contractor acknowledges that, in governmental contracting, even the appearance of a
conflict of interest is harmful to the interests of the State. Accordingly, the Contractor
agrees to refrain from any practices, activities, or relationships that could reasonably be
considered to be in conflict with the Contractor's fully performing its obligations to the
Department under the terms of this Contract, without the prior written approval of the
Department. In the event the Contractor is uncertain whether the appearance of a conflict
of interest may reasonably exist, the Contractor shall submit to the Department a full
disclosure statement setting forth the relevant details for the Department's consideration
and direction. Failure to promptly submit a disclosure statement or to follow the
Department's direction in regard to the apparent conflict shall be grounds for termination
of the Contract. Failure to comply with those provisions may result in termination of the
Contract, and/or other civil or criminal proceedings as required by law.

The Contractor shall be responsible for the proper custody and care of any State-owned
property furnished by the Department for use in connection with the performance of the
Contract and will reimburse the Department for any loss or damage. Likewise, the
Department shall be responsible for the proper custody and care of any Contractor-owned
property furnished by the Contractor to the State agency for use in connection with the
performance of the Contract and will reimburse the Contractor for any loss or damage.
Such property will be inventoried annually, designating specific location.
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4) The Contractor, its officers, agents and employees and subcontractors shall treat all
information, which is obtained by it through its performance under this Contract, as
confidential information to the extent required by the laws and regulations of the United
States and laws and regulations of the State of New York.

5) The Contractor, and any of its subcontractors, shall use reasonable efforts to cooperate
with all persons engaged in performing services for the Department, whether or not
related to this Contract, including, without limitation, the Department officers and
employees and third party vendors engaged by the Department.

6) The Contractor and its subcontractors, if any, and the agents, officers, and employees of
the Contractor or any subcontractor, in the performance of this Contract shall act as
independent contractors and not as officers or employees of the State. It is further
understood that this Contract shall not be construed as a partnership or joint venture
between the Contractor or any subcontractor and the State agency.

7) Deliverables submitted by the Contractor must a) meet the form and content requirements
specified by the Department and must b) be approved by the Department.

8. LETTER OF CREDIT
Without additional cost to the Department, and as a material condition of the Contract:

1) The Contractor must furnish and maintain in full force and effect, for the duration of the
contract term (including any extensions) plus one hundred eighty (180) calendar days
thereafter, an irrevocable Standby Letter of Credit (SLOC) for the benefit of the
Department in the amount of one million, five hundred thousand ($1,500,000) US
Dollars. The SLOC shall be issued by a financial institution ("Issuer") licensed to do
business under the laws of the State of New York. The Issuer shall be subject to the
approval of the Department. The form for the SLOC shall be subject to the approval of
the Department. The Contractor must provide the initial SLOC to the Department
within ten (10) business days of notice from the Department of contract approval.
Failure to provide the initial SLOC to the Department within ten (10) business days of
such notice will constitute grounds for termination for cause. The SLOC must contain
provisions that satisfy the following requirements:

a. No Contingent Obligations:

The obligations of Issuer under the SLOC shall in no way be contingent upon
reimbursement by Contractor.
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b. Required Notices:

Issuer is required to provide the Department with written notice of: i) any failure of the
Contractor to replenish the SLOC to the full aggregate amount, (ii) any failure of the
Issuer to renew the SLOC; or (iii) any failure by the Contractor to abide by its SLOC
agreement with the Issuer. Such written notice shall be provided so that it is received by
the Department within five (5) business days of each such event. The Department
shall be entitled to draw the balance of the SLOC within one (1) business day of receipt
of such notice.

c. The SLOC must provide funds to the Department for any liability, loss, damage, or
expense as a result of the Contractor’s failure to perform fully and completely all
requirements of the Contract. Such requirements include, but are not limited to, the
Contractor’s obligation to pay liquidated damages, indemnify the Department under
circumstances described in the Contract and the Contractor’s obligation to perform
the services required by the Contract throughout the entire term of the Contract.

9. DEPARTMENT OVERSIGHT

1)

2)

3)

4)

The Department shall designate a Contract Administrator or designee who shall be
responsible for all matters related to this Contract.

Whenever, by any provision of the Contract, any right, power, or duty is imposed or
conferred on the State or the State agency, said right, power, or duty so imposed shall be
possessed and exercised by the Contract Administrator. The Contract Administrator is
authorized to delegate certain rights, powers, or duties. Notice of such delegation of
authority will be conveyed to the Contractor in writing.

The Contract Administrator will issue, from time to time, such written specifications and
instructions as may be necessary to clarify to the Contractor its scope of work and
performance obligations. The Contract Administrator may periodically conduct
evaluations, or request independent evaluations be conducted, of the Contractor's
performance and deliverables. The Contractor shall promptly undertake such
improvements and corrections as may be reasonably necessary to correct the problems or
deficiencies identified in the periodic evaluations.

The Contract Administrator will designate a Project Manager who will be the
Contractor’s primary contact for working with other Department staff, or may also
assume the functions of the Project Manager. The Project Manager will initially receive
all Contractor progress reports and deliverables, oversee scheduling of meetings with
Department staff, and maintain first-line administrative responsibility for the Contract.
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5)

6)

7)

8)

The Project Manager or designee shall determine successful completion of all
Implementation Phase milestones. The Project Manager will also track overall progress,
formally review and approve all deliverables, authorize Contractor reimbursement, and
confirm final readiness for start of operations and acceptance of the system.

The Project Manager or designee will chair weekly status meetings during the
Implementation Phase and attend all formal project walk-throughs.

The Project Manager shall have direct oversight of the entire project and may request
periodic presentations by the Contractor that demonstrate progress achieved during the
project.

In no instance shall Contractor staff refer any matter to the Contract Administrator or any
other official in New York State unless initial contact, both verbal and in writing,
regarding the matter has been first presented to the Project Manager.

10. OWNERSHIP RIGHTS

1)

2)

Any materials, articles, papers, etc., developed by the Contractor under or in the course of
performing this Contract shall contain the following, or similar acknowledgment:
"Funded by the New York State Department of Health". Any such materials must be
reviewed and approved by the Department for conformity with the policies and
guidelines for the New York State Department of Health prior to dissemination and/or
publication. It is agreed that such review will be conducted in an expeditious manner.
Should the review result in any unresolved disagreements regarding content, the
Contractor shall be free to publish in scholarly journals along with a disclaimer that the
views within the article or the policies reflected are not necessarily those of the New
York State Department of Health, the Department reserves the right to disallow funding
for any educational materials not approved through its review process.

The Contractor shall not release any information regarding the registry without the
Department’s prior written approval. Prior to the release of any such information, the
Contractor must complete a detailed review of any information, promotional materials,
media releases, or advertising proposed to be released by it or any subcontractor. The
Contractor’s review must ensure the accuracy of terminology, numerical totals, statistical
conclusions, and the like. The Contractor or any subcontractor shall make no media,
news, or press release without the prior written approval of the Department.
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3) The Department will have exclusive ownership of all registry or registry-related data
gathered or developed pursuant to the Contract resulting from this RFP. The Contractor
will have no rights to any such data gathered or developed pursuant to the Contract
resulting from this RFP. All such data, except approved reports, education, marketing,
and outreach materials must be designated *“confidential,” and must be protected as
specified within the Contract or as otherwise required by law. At the end of the Contract
the Department will own such data and will have a license to use, and to allow others to
use, all database and data storage design documents, schema, documentation, licensing,
and end-user documentation developed to support the system.

4) Any publishable or otherwise reproducible material developed under or in the course of
performing this Contract, dealing with any aspect of performance under this Contract, or
of the results and accomplishments attained in such performance, shall be the sole and
exclusive property of the State, and shall not be published or otherwise disseminated by
the Contractor to any other party unless prior written approval is secured from the State
or under circumstances as indicated in Section 15, paragraph 1 above. Any and all net
proceeds obtained by the Contractor resulting from any such publication shall belong to
and be paid over to the State. The State shall have a perpetual royalty-free, non-exclusive
and irrevocable right to reproduce, publish or otherwise use, and to authorize others to
use, any such material for governmental purposes.

5) No report, document or other data produced in whole or in part with the funds provided
under this Contract may be copyrighted by the Contractor or any of its employees, nor
shall any notice of copyright be registered by the Contractor or any of its employees in
connection with any report, document or other data developed pursuant to this Contract.

6) All reports, data sheets, documents, etc., generated under this Contract shall be the sole
and exclusive property of the Department. Upon completion or termination of this
Contract the Contractor shall deliver to the Department upon its demand all copies of
materials relating to or pertaining to this Contract. The Contractor shall have no right to
disclose or use any of such material and documentation for any purpose whatsoever,
without the prior written approval of the Department or its authorized agents.

7) If any invention, improvement, or discovery of the Contractor or any of its subcontractors
is conceived or first actually reduced to practice in the performance of work under this
Contract, and if such is or may be patentable, the Contractor shall notify the Department
immediately and provide a detailed written report. All Contractor inventions,
improvements and discoveries shall be jointly owned by the Contractor and the State and
each party may exercise all rights therein, including the right to grant non-exclusive
licenses to third parties, without accounting to and without the consent of the other party.
If applicable, the rights and responsibilities of the Contractor, third party contractors, and
the State with respect to such invention, improvement, or discovery will be determined in
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accordance with Federal laws and regulations in existence on the date of execution of this
Contract which define Contractor title, right to elect title, Federal government "march in”
rights, and the scope of the Federal government's right to a non-exclusive, royalty-free,
irrevocable license to practice or have practiced a subject invention on behalf of the
United States throughout the world. The Contractor shall include the requirements of this
paragraph in its third party contracts for the performance of the work under this Contract.

8) Additional Department rights relating to software are set forth in Section “16” Software

Licenses.

9) The provisions of this section shall survive termination or expiration of this Contract.

11. SOFTWARE LICENSES

Where software and/or documentation is acquired on a licensed basis:

1)

2)

3)

The Contractor must pay all associated license, maintenance, and support fees throughout
the Contract term for software (also referred to below as “product” or included in
“Materials”) proposed by the Contractor. All proprietary software used in the design,
development, programming, testing, installation, operation, administration, use, security,
and maintenance of the system must be licensed in the name of the Department. The
obligation to pay maintenance and support fees, as applicable, applies even where
software or documentation is not acquired on a licensed basis.

The proprietary software of the Contractor and all subcontractors and suppliers proposed
for installation must be available to the Department for its use for the entire Contract
period, for any extensions the Department may choose to exercise and for any extended
license terms the Department may choose to exercise after termination of the Contract.
The Contractor must provide an escrow account to assure the Department of its ability to
continue to use the proprietary software should the original Contractor and/or copyright
holder no longer be in a position to guarantee such access.

The Department must have a non-exclusive, perpetual, royalty-free, and irrevocable
license to use, execute, reproduce, display, perform, merge, or otherwise use the
software within its business enterprise and as applicable, for government purposes, and to
otherwise use, and authorize others to do the same, with regard to all software,
procedures, files, and other documentation (the “Materials) that is designed, developed,
installed or enhanced as part of this project.
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4)

5)

6)

7)

As the Department’s business operations may be altered, expanded or diminished,
licenses granted hereunder may be transferred or combined for use at an alternative or
consolidated site not originally specified in the license, including transfers between
Agencies (“permitted license transfers”). The Department does not have to obtain the
approval of the Contractor for permitted license transfers, but must give thirty (30)
calendar days prior written notice to the Contractor of such move(s).

Outsourcers, facilities management or service bureaus retained by the Department shall
have the right to use the product to maintain the Department’s business operations,
including data processing, for the time period that they are engaged in such activities,
provided that: (i) the Department gives notice to the Contractor of such party, site of
intended use of the product, and means of access; and (ii) such party has executed, or
agrees to execute, the product manufacturer’s standard non-disclosure or restricted use
agreement which executed agreement shall be accepted by the Contractor (“Non-
Disclosure Agreement”); and (iii) if such party is engaged in the business of facility
management, outsourcing, service bureau or other services, such third party will maintain
a logical or physical partition within its computer system so as to restrict use and access
to the program to that portion solely dedicated to beneficial use for the Department. In no
event shall the Department assume any liability for third party’s compliance with the
terms of the Non-Disclosure Agreement, nor shall the Non-Disclosure Agreement create
or impose any liabilities on the Department.

Any third party with whom the Department has a relationship for a state function or
business operation, shall have the temporary right to use the product (e.g., JAVA
applets), provided that such use shall be limited to the time period during which the third
party is using the product for the function or business activity.

If commercially available, the Department shall have the option to require the Contractor
to deliver, at the Contractor’s expense: (i) one (1) hard copy and one (1) master electronic
copy of the software documentation in a mutually agreeable format; (ii) hard copy
instructions for access by downloading from the Internet; and (iii) hard copies of the
software documentation by type of license in the following amounts, unless otherwise
mutually agreed:

a. Individual/Named User License - one (1) copy per Licensg;
b. Concurrent Users - 10 copies per site; and

c. Processing Capacity - 10 copies per site.
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8) Software media must be in a format specified by the Department, without requiring any
type of conversion.

9) If the Contractor is other than the entity holding the copyright for any Commercial Off-
the-Shelf (COTS) product(s) offered, the Contractor must include written verification by
the entity holding the copyright authorizing the Contractor to supply or sell the software
proposed on the license terms required by this Contract.

10) In addition to, and without limiting, the rights granted elsewhere in this Contract:

a. The Department shall have a perpetual license right to make, reproduce (including
downloading electronic copies of the documentation) and distribute, either
electronically or otherwise, copies of the documentation as necessary to enjoy future
use of the software in accordance with the terms of license;

b. The Department may, in perpetuity, use and copy the software and related
documentation (collectively “product”) in connection with: (i) reproducing a
reasonable number of copies of the product for archival back-up and disaster recovery
procedures in the event of destruction or corruption of the product or disasters or
emergencies which require the Department to restore backup(s) or to initiate disaster
recovery procedures for its platform or operating systems; (ii) reproducing a
reasonable number of copies of the product and related documentation for cold site
storage. “Cold Site” storage shall be defined as a restorable back-up copy of the
product not to be installed until and after the declaration by the Department of a
disaster; and (iii) reproducing a back-up copy of the product to run for a reasonable
period of time in conjunction with a documented consolidation or transfer otherwise
allowed herein. “Disaster Recovery” shall be defined as the installation and storage of
the product in ready-to-execute, back-up computer systems prior to disaster or
breakdown which is not used for active production or development.

c. The Department shall have the right, in perpetuity, to use and distribute modifications
or customizations of the software or documentation (the Materials) to and for use by
the Department, or any entity otherwise authorized to use the Materials, provided that
any modifications, however extensive, shall not diminish Licensor’s proprietary title
or interest. No right or interest in any trademark, trade name, or service mark is
granted hereunder.

11) Except as expressly authorized by the terms of license, or otherwise authorized by the
terms of this Contract or other expanded license rights granted to the State, the
Department shall not:
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a. Copy the Product;

b. Cause or permit reverse compilation or reverse assembly of all or any portion of the
Product; or

c. Export the licensed software in violation of any U.S. Department of Commerce
export administration regulations.

12) For commercial software, licensed from a third party or otherwise, that is incorporated
into a deliverable, and for which the Department has not signed a separate license
agreement governing that commercial software’s warranties, the Contractor represents
and warrants that it has done one of the following:

a. Obtained the right from the third party licensor to commit to the warranties and
maintenance obligations incorporated in this Contract; or

b. Obtained a binding commitment from the licensor to make those warranties and
maintenance obligations directly to the Department.

12. ESCROW

1) The Contractor shall either: (i) provide the Department with the source code for the
product; or (ii) place the source code in a third party escrow arrangement with a
designated escrow agent who shall be named and identified to, and acceptable to, the
Department, and who shall be directed to release the deposited source code in accordance
with a standard escrow agreement acceptable to the Department. That agreement must, at
minimum, provide for release of the source code to the Department a) when the owner of
the software notifies the Department that support or maintenance of the Product are no
longer available or b) if the Contractor fails to provide services pursuant to this Contract
for a continuous period. The escrow agent must be paid by the Contractor; or (iii) will
certify to the Department that the product manufacturer/developer has named the
Department as a named beneficiary of an established escrow arrangement with its
designated escrow agent who shall be named and identified to the Department and who
shall be directed to release the deposited source code in accordance with the terms of
escrow. source code, as well as any corrections or enhancements to such source code,
shall be updated for each new release of the product in the same manner as provided
above and such updating of escrow shall be certified to the Department in writing. The
Contractor shall identify the escrow agent upon commencement of the Contract term and
shall certify annually that the escrow remains in effect in compliance with the terms of
this paragraph.
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1)

2)

3)

4)

5)

The Department may release the source code to those who have a) licensed the product or
obtained services or b) who are otherwise authorized to use the product or related
Materials, pursuant to this Contract or otherwise. Such individuals or entities may use
such copy of the source code to maintain the product.

Throughout the term of this Contract, the Contractor will deliver all software, including
updates to the software, to the escrow agent within five (5) business days of
implementing the use of such software so that all software in the custody of the escrow
agent will be the then current version reflecting all changes and upgrades, but in any
event, no less frequently than every six (6) months.

The Contractor also must place in escrow one (1) paper copy and one (1) electronic copy
of maintenance manuals and additional documentation that are required for the proper
maintenance of the data warehouse and the software used to develop, test, and implement
the system. Revised copies of manuals and documentation must be placed in the escrow
account in the event they are changed. Such documentation must consist of logic
diagrams, installation instructions, operation and maintenance manuals, and must be the
same as that which the Contractor supplies to its maintenance personnel to maintain its
software. All such materials must be provided to the escrow agent within five (5)
business days of its use or applicability to the use of the Data Warehouse.

Except as otherwise provided in this Contract, the Contractor will not be obligated to
provide source code (the un-compiled operating instructions for the software) for
commercial software unless it is readily available from the licensor. When source code is
provided, it must be provided in the language in which it was written and will include
commentary that will allow a competent programmer proficient in the source language to
readily interpret the source code and understand the purpose of all routines and
subroutines contained within the source code. (FW1.2.5) If the source code of such third
party is not otherwise provided or freely available, the Contractor will be obliged to
ensure that the source code and associated documentation is subject to an escrow
agreement meeting the requirements of Section 17, Paragraph 1.

In the event that this Contract expires and is not renewed or extended, the escrow
agreement must remain in place and be paid for by the Contractor until such time that the
Department is no longer using the software or documentation covered by this escrow
agreement.
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13. WARRANTIES

13.1 General Warranties

1)

2)

3)

4)

5)

The Contractor warrants, covenants and represents that it will comply fully with all
security procedures of the State, as well as those of the Department in performance of the
Contract including but not limited to physical, facility, documentary and cyber security
rules, procedures and protocols.

The Contractor warrants and represents that its work and the deliverables resulting from
that work will be merchantable and fit for the particular purposes described in the RFP.
The Contractor further warrants and represents that all deliverables, materials, products
or services delivered pursuant to this Contract conform to the manufacturer's
specifications, performance standards and documentation, and the documentation fully
describes the proper procedure for using such deliverables, materials, products or
services.

The Contractor warrants that all components or deliverables specified and furnished by or
through the Contractor under the Contract meet the completion criteria set forth in the
Contract, including all work specifications under the RFP and the Proposal, as well as
any subsequent statement(s) of work, and that services will be provided in a workmanlike
manner in accordance with industry standards.

The Contractor represents and warrants that all services performed pursuant to the
Contract, including all work specifications under the RFP and the Proposal, as well as
any subsequent statement(s) of work, shall be performed in a professional, competent and
workmanlike manner by knowledgeable, trained and qualified personnel, in accordance
with the terms of the RFP and the standards of performance considered generally
acceptable in the industry for similar services.

The Contractor represents and warrants that it shall, at its sole expense, secure all notices
and comply with all laws, ordinances, rules and regulations of any governmental entity in
conjunction with the performance of obligations under the Contract, including those of the
Department with regard to conduct on any premises under the Department's control and/or
security for the Department’s data, systems and networks.
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6)

7)

8)

9)

Prior to award and during the Contract term and any renewals thereof, the Contractor must
establish to the satisfaction of the Department that it meets or exceeds all requirements of
the RFP, the Proposal, the Contract, and any related specifications associated with those
documents or subsequently established, and with any applicable laws, including but not
limited to those related to permit and licensing requirements, and shall provide such proof as
required by the Department. Failure to comply or failure to provide proof may constitute
grounds for the Department to cancel or suspend the Contract, in whole or in part, or to take
any other action deemed necessary by the Department. The Contractor also agrees to
disclose information and provide affirmations and certifications to comply with Sections
139-j and 139-k of the State Finance Law.

The warranties regarding material defects, merchantability and fitness are for a period
encompassing the Contract term plus one year. All other warranties will be continuing
warranties, unless otherwise specified in this Contract. If any portion of the project fails to
comply with these warranties, the Department will notify the Contractor in writing. The
Contractor must correct such failure with all due speed or must refund the amount of the
compensation paid for such portion of the project.

All warranties contained in this Contract shall survive the termination of this Contract,
unless otherwise provided herein.

The Contractor must notify the Department in writing immediately upon the discovery of
any breach of any of the warranties provided under this Contract.

10) The Contractor agrees to correct errors discovered in the design and installation of the

system at no additional cost or expense to the Department.

11) Notwithstanding prior acceptance of deliverables by the Department, the Contractor will

expressly warrant all delivered programs and documentation as properly functioning and
compliant with the terms of the Contract. The Contractor must correct, at no additional
cost or expense to the Department, errors and design deficiencies in the system and
replace incorrect or defective programs and documentation within one (1) week of
notification from the Department of such deficiencies, or within such period as may be
necessary to make correction(s) using due diligence and dispatch as agreed upon between
the Department and the Contractor.
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12) If the Contractor fails to repair an identified error, deficiency or defect within such

period, the Department may, at its sole discretion, act to repair, and the Contractor
expressly agrees to reimburse the Department for incurred costs. This warranty will be in
effect throughout the term of the Contract and for one (1) year thereafter. Deficiencies
properly noted before expiration of the warranty will be covered regardless of such
expiration. System modifications and other changes made during the Contract period also
will be covered by this warranty. This provision shall not be construed as limiting rights
or remedies provided for elsewhere in this Contract.

13) All warranties set forth in this Contract shall be expressly incorporated into all

subsequent statements of work, deliverable specifications and change orders unless
otherwise expressly disclaimed by the parties therein or such warranty is clearly
inapplicable given the type of product or service provided.

13.2 Intellectual Property Warranties

1)

2)

3)

The Contractor warrants, represents and conveys (i) full ownership, clear title free of all
liens, or (ii) the right to transfer or deliver perpetual license rights to any products
transferred to the Department under this Contract. The Contractor shall be solely liable
for any costs of acquisition associated therewith. The Contractor fully indemnifies the
Department for any loss, damages or actions arising from a breach of said warranty
without limitation.

The Contractor represents and warrants that it is the owner and has secured all applicable
interests, rights, licenses, permits or other intellectual property rights in all concepts,
materials, work products, systems and software, and any other intellectual property right
developed and delivered under the Contract. The Contractor further represents and
warrants that all concepts, materials, work products, systems and software, and any other
intellectual property right developed and delivered under the Contract shall not
misappropriate a trade secret or infringe any copyright, patent, trademark, trade dress or
other intellectual property right of any third party. This warranty shall survive
termination or expiration of the Contract. The State may require the Contractor to furnish
appropriate written documentation establishing the above rights and interests as a
condition of payment. The State’s request or failure to request such documentation shall
not relieve the Contractor of liability under this warranty.

The Contractor warrants that it has the right and ability to grant the license(s) required by
the Contract with regard to any deliverable in which title does not pass to the Department.
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4)

The Contractor warrants that all deliverables provided by the Contractor do not and will
not infringe or misappropriate any right of any third party based on copyright, patent,
trade secret or other intellectual property rights, and that the exercise of license rights
pursuant to this Contract will not infringe or invalidate any subsisting intellectual
property right owned by persons other than the Department. The State may require the
Contractor to furnish appropriate written documentation establishing the above rights and
interests as a condition of payment. The State’s request or failure to request such
documentation shall not relieve the Contractor of liability under this warranty. In case
the deliverables or any one or part thereof is held or alleged to constitute an infringement
or misappropriation, or the use thereof is enjoined or restricted or if a proceeding appears
to the Contractor to be likely to be brought, the Contractor will, at its own expense,
either:

a. Procure for the Department the right to continue using the deliverables; or

b. Modify or replace the deliverables to comply with the specifications so that no
violation of any intellectual property rights occurs.

13.3 Hardware and Software Warranties

1)

2)

if provided, hardware and other equipment offered shall be standard new equipment, current
model or most recent release of regular stock product with all parts regularly used with the
type of equipment offered; and no attachment or part has been substituted or applied
contrary to the manufacturer’s recommendations and standard practice.

If any computer hardware or telecommunications hardware (equipment) will be a part of
any deliverable, the Contractor warrants that the equipment fully complies with all
government environmental and safety standards applicable to the equipment. The Contractor
also warrants for the Contract term that the equipment will perform substantially in
accordance with specifications described in the RFP, the Proposal, the user manuals,
technical materials and related writings published by the manufacturer for the equipment.
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3)

4)

5)

6)

The Contractor further warrants and represents that hardware and software components or
deliverables specified and furnished by or through the Contractor shall individually, and
where specified and furnished as a system, be substantially uninterrupted or error-free in
operation and guaranteed against faulty material and workmanship for the warranty period,
the remaining term of the Contract, or for a minimum of one (1) year from the date of
acceptance, whichever is longer (“project warranty period”). During the project warranty
period, defects in the materials or workmanship of components or deliverables specified and
furnished by or through the Contractor shall be repaired or replaced by the Contractor at no
cost or expense to the Department. The Contractor shall extend the project warranty period
for individual component(s), or for the system as a whole, as applicable, by the cumulative
period(s) of time, after notification, during which an individual component or the system
requires servicing or replacement (down time) or is in the possession of the Contractor, its
agents, officers, subcontractors, distributors, resellers or employees (“extended warranty”).

Repaired, replaced or substituted products shall be subject to all terms and conditions for
new parts and components set forth in the Contract. Replaced or repaired product or parts
and components of such product shall be new and shall, if available, be replaced by the
original manufacturer’s component or part. Remanufactured parts or components meeting
new product standards may be permitted by the Department. Before installation, all
proposed substitutes for the original manufacturer-installed parts or components must be
approved by the Department. The part or component shall be equal to or of better quality
than the original part or component being replaced.

If during the regular or extended warranty periods faults develop, the Contractor shall
promptly repair or, upon demand, replace the defective unit or component part affected so as
to cause the equipment to perform as required. If such measures are not commercially
practicable, then the Contractor shall grant the Department a refund equal to the amount the
Department paid for the equipment, or, if such has not been individually priced, the
manufacturer's suggested retail price for the equipment. All costs for labor and material and
transportation incurred to repair or replace defective product during the warranty period
shall be borne solely by the Contractor, and the State or the Department shall in no event be
liable or responsible.

Except where the Contractor's breach of a warranty makes it impossible for the Department
to do so, the Department will return the affected equipment to the Contractor in the case of a
refund under the previous paragraph. The Contractor will be responsible for the cost of
obtaining replacement equipment where such equipment is essential to the operation of the
data warehouse.

New York State Department of Health Page 114 of 205



New York State Donate Life Registry RFP No. 0222121202

Appendix J (cont.)

7) Any part or component replaced by the Contractor under the Contract warranty shall be
guaranteed for the greater of:

a. One (1) year from the date the Department accepts the part or component;

b. If a separate warranty for that part or component is generally offered by the
manufacturer, the standard commercial warranty period offered by the manufacturer for
the individual part or component; or

c. The warranty period applicable to the original part or component.

8) Where the Contractor, product manufacturer or service provider generally offers additional
or more advantageous warranties than set forth herein, the Contractor shall offer or pass
through any such warranties to the Department.

13.4 Additional Software Warranties
13.4.1 General Additional Software Warranties

1) The Contractor warrants that the software will be merchantable and fit for the particular
purpose for which the Department acquired it. The Contractor agrees this warranty shall
survive termination of the Contract.

2) The Contractor hereby warrants and represents that the software and all upgrades do not
and will not contain any computer code that would disable the software or upgrades or
impair in any way its operation based on the elapsing of a period of time, exceeding an
authorized number of copies, advancement to a particular date or other numeral, or other
similar self-destruct mechanisms (sometimes referred to as “time bombs,” “time locks,”
or “drop dead” devices) or that would permit the Contractor to access the Product to
cause such disablement or impairment (sometimes referred to as a “trap door” device).
The Contractor agrees that in the event of a breach or alleged breach of this provision that
the Department shall not have an adequate remedy at law, including monetary damages,
and that the Department shall consequently be entitled to seek a temporary restraining
order, injunction, or other form of equitable relief against the continuance of such breach,
in addition to any and all remedies to which the Department shall be entitled. The
Contractor agrees this warranty shall survive termination of the Contract.

3) The Contractor represents and warrants that no anti-use devices have been or will be
installed in the software supplied pursuant to this Contract. The Contractor agrees this
warranty shall survive termination of the Contract.
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4)

5)

6)

7)

The Contractor warrants that the software will, at the time of its delivery under this
Contract, be free of viruses, worms or other devices (collectively “Device”) capable of
halting or inappropriately altering operations or erasing or altering data or programs.
Further, the Contractor shall employ industry standard measures to prevent incorporation
of such Devices. If it is discovered that such a Deliverable does contain such a Device,
then the Contractor shall take appropriate measures to remove such Device, assist the
Department with restoration of data and replace such program with a Device-free version
of the same program. The Contractor is not responsible for Devices introduced at the
Department’s site by the Department or its employees, agents or contractors not
associated with the Contractor, or the Department’s failure to employ industry standard
measures to prevent incorporation of known Devices. The Contractor agrees this
warranty shall survive termination of the Contract.

The Contractor warrants that all media on which the software is delivered to the
Department will be free from defects. The Contractor agrees this warranty shall survive
termination of the Contract.

During the warranty period, as well as any optional maintenance periods that the
Department exercises, the Contractor must correct any material programming or other
errors that are attributable to the Contractor within a reasonable period of time. However,
when the Department becomes aware of a defect, the Department must notify the
Contractor, either orally or in writing, of such defect and provide sufficient information
for the Contractor to identify the problem.

Without lessening any warranty rights granted elsewhere in this Contract, with regard to
any deliverable that includes or consists of software, the Contractor warrants as to all
such software that on acceptance, and for the software manufacturer's warranty period,
the software distributor's warranty period, the remaining term of the Contract, or for a
minimum of one (1) year, whichever is greater, that:

a. The software will operate on the computer(s) for which the software is intended in the
manner described in the relevant software documentation, the Contractor's proposal,
and the RFP;

b. The Contractor will deliver and maintain relevant and complete software
documentation, commentary and source code;

c. The source code language used to code the software is readily available in the
commercial market, widely used and accepted for the type of programming involved,
and support programming in the language is reasonably available in the open market;
and
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d. The software and all maintenance will be provided in a professional, timely and
efficient manner.

8) Where the Contractor, the independent software vendor (ISV), or other third party
manufacturer provides any project deliverable delivered by or through the Contractor
with a standard commercial warranty, such standard warranty shall be in addition to, and
not relieve the Contractor from, the Contractor’s warranty obligations during the project
warranty and extended warranty period(s). Where such standard commercial warranty
covers all or some of the project warranty or extended warranty period(s), the Contractor
shall be responsible for the coordination during the project warranty or extended warranty
period(s) with the ISV or other third party manufacturer(s) for warranty repair or
replacement of the ISV’s or other third party manufacturer’s such product.

13.4.2 Warranty Exclusions

1) The Contractor’s warranties with respect to the software’s performance in accordance
with its documentation, fitness and merchantability do not cover any error caused by any
change to the software made by any party other than the Contractor and not at the
Contractor’s request, or otherwise in accordance with this Contract.

2) The warranties set forth in this Contract do not cover damage to the software caused by
accident, neglect or misuse of the software by any party other than the Contractor or other
than anyone else acting on the Contractor’s behalf, at the Contractor's direction, or in
accordance with this Contract.

14. AUDIT AND ACCESS TO PREMISES AND RECORDS

1) The Contractor must cooperate and provide access, at no cost, to the system and records
associated with this Contract when requested by the Department or other Federal and/or
State oversight entities. This obligation shall extend beyond termination of the Contract.
During the term of the Contract, such materials shall be provided in Albany, New York.

2) The Contractor must provide assistance, at no cost, to the Department, and other Federal
and/or State oversight entities, and third parties acting on the behalf of such entities, to
evaluate, through inspection or other means, the quality, appropriateness and timeliness
of services performed under this Contract. This obligation shall extend beyond
termination of the Contract. During the term of the Contract, such materials shall be
provided in Albany, New York.
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3) In the event access to the Contractor’s premises or records is requested under this
subsection, the Contractor agrees to make staff available to assist in the audit or
inspection effort at no cost.

4) The Contractor agrees to provide adequate space on the premises to reasonably
accommaodate the State or Federal representatives conducting an audit or inspection.

5) The Contractor shall maintain accounting books, accounting records, documents, and
other evidence pertaining to the administrative costs and expenses of this Contract to the
extent and in such detail as shall properly reflect all revenues; all net costs, direct and
apportioned; and other costs and expenses, of whatever nature, that relate to performance
of contractual duties under the provisions of this Contract. The Contractor's accounting
procedures and practices shall confirm to generally accepted accounting principles, and
the costs properly applicable to this Contract shall be readily ascertainable therefrom.

6) The Contractor must ensure the cooperation of any subcontractor with the requirements
of this subsection.

15. LITIGATION/CLAIMS

1) The Contractor shall promptly notify the Department in the event that the Contractor
learns of any actual litigation in which it is a party defendant in a case which involves or
impacts services provided under this Contract. The Contractor, within fifteen (15)
calendar days after being served with a summons, complaint, or other pleading which has
been filed in any Federal or State court or administrative agency, shall deliver copies of
such document(s) to the Contract Administrator. The term "litigation™ includes an
assignment for the benefit of creditors, and filings in bankruptcy, reorganization and/or
foreclosure.

2) Inthe event that an action at law or in equity is commenced against the Department
arising out of a claim that the Department’s use of the service or product under the
Contract infringes any patent, copyright or proprietary right, and the Contractor is of the
opinion that the allegations in such action in whole or in part are not covered by the
indemnification and defense provisions set forth in the Contract, the Contractor shall
immediately notify the Department and the New York State Attorney General in writing
and shall specify to what extent the Contractor believes it is obligated to defend and
indemnify under the terms and conditions of the Contract. The Contractor shall in such
event protect the interests of the Department and secure a continuance to permit the
Department to appear and defend its interests in cooperation with the Contractor, as is
appropriate, including any jurisdictional defenses the Department may have.
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3)

4)

5)

If a successful claim of infringement is made, or if the Contractor reasonably believes
that an infringement or similar claim that is pending actually may succeed, the Contractor
will do one of the following four (4) things as soon as reasonably possible to avoid or
minimize any interruption of the Department’s business:

a. Lawfully modify the offending software, source code or documentation so that it is no
longer infringing;

b. Replace the offending software, source code or documentation with an equivalent or
better item;

c. Acquire the right for the Department to use the infringing software, source code or
documentation as it was intended for the Department to use under this Contract; or

d. Upon the Department's agreement that none of the above courses of action are
preferable, remove the infringing software, source code or documentation and refund
the amount the Department paid for the software and the amount of any other
software or item that requires the availability of the infringing software, source code
or documentation for it to be useful to the Department.

e. Nothing herein will preclude the Department from pursuing any other remedies
available under the Contract or otherwise available under law.

The Department agrees to give the Contractor notice of any such claim as described in
the preceding paragraphs as soon as reasonably practicable and to allow the Contractor to
control the defense of any such claim, upon consultation with and upon the approval of
the New York State Attorney General.

The Contractor shall, at the Department’s expense so long as such expense is reasonable,
provide such litigation support as the Department may reasonably request during the term
of the Agreement, where factual issues regarding the subject matter of the Contract are
implicated. This may include, but shall not be limited to, making appropriate personnel
available to provide affidavits and/or testify in administrative or judicial proceedings.
This does not contemplate the mandatory provision of expert testimony by the
Contractor. Such testimony may be provided by the Contractor in its discretion and shall
be subject to a separate agreement.
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16. INDEMNIFICATION

1)

2)

3)

The Contractor will release, protect, indemnify, defend and hold the Department harmless
from and against any claims of infringement by any third party based on the software,
source code or documentation licensed or otherwise provided under this Contract. Any
defense of the Department requires and is subject to the approval and consent of the New
York State Attorney General and will be at the Contractor’s sole cost and expense.

The Contractor will indemnify the Department for all direct damages to the Department
caused by the negligence or willful misconduct of the Contractor. The Contractor also
agrees to indemnify, defend and hold the Department harmless from and against all
claims, liabilities, demands, losses, expenses (including by way of example only, court
costs and experts’ and attorneys’ fees), and causes of action of every kind and character
in favor of any third party caused or arising out the activities or performance of the
Contractor or the Contractor’s personnel. The foregoing obligations do not apply to the
extent such claims or damages are caused by the Department’s actual negligence or
willful misconduct, and are in addition to remedies otherwise available to the Department
under this Contract. Any defense of the Department requires and is subject to the
approval and consent of the New York State Attorney General and, except to the extent
due to a claim arising from the Department's negligence or willful misconduct, will be at
the Contractor's sole cost and expense.

Except as otherwise expressly provided in this Contract, neither Party will be liable for
any damages other than direct damages. This exclusion of damages includes, by way of
example only, indirect, incidental, exemplary, and consequential damages, including loss
of profits, even if the Party knew or should have known of the possibility of such
damages. Additionally, neither Party will be liable for damages in excess of two (2) times
the total value of this Contract or three million dollars ($3,000,000), whichever is greater,
except that liability shall not be limited in the case of claims under infringement or other
violation of intellectual property, or claims involving personal injury or death, regardless
of the nature of the damages sought for any such claim. This limitation of liability will
survive termination of this Contract.
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17. CONTRACT AMENDMENT

1) This Contract may be amended by written agreement signed by the parties and subject to
the laws and regulations of the State pertaining to contract amendments. This Contract
may not be amended orally. The Contractor shall not make any changes in the scope of
work as outlined herein at any time without prior authorization in writing from the
Department of Health and, where appropriate, approval of the Attorney General and the
Office of the State Comptroller, and without prior approval in writing of the amount of
compensation for such changes. An approved contract amendment is required whenever
a change affects the payment provisions, the scope of work, or the term of the Contract.

2) If the Contractor is required to perform additional work based on new requirements,
including changes in State or Federal regulations, the Contractor may submit an
expansion of work request. A formal proposal from the Contractor shall be submitted in
response to a request to implement major system changes. That proposal will identify any
additional staffing requirements and will present a work plan for the effort and an
estimated budget. The Contractor’s proposal/response shall be submitted in writing by the
date requested by the Department. The Department will either approve or reject the
estimate or request more information. Such proposal shall illustrate the proposed
incremental price using the same rates, the same corporate allocation, and the same
markup as was used in the Contractor’s Proposal submitted in response to the RFP. The
incremental prices shall be accompanied by sufficient documentation demonstrating, to
the Department’s satisfaction, that the changes in the Contractor’s cost due to the change
in the scope of work justifies the incremental price proposal.

18. ASSIGNMENT OF CONTRACT

1) The Contractor shall not assign, transfer, convey, sublet, or otherwise dispose of the
Contract or its right, title or interest therein, or its power to execute such Contract to any
other person, company, firm or corporation in performance of the Contract without the
prior written consent of the Department. Failure to obtain consent to assignment from the
Department shall be grounds for the Department to revoke and annul such Contract.
Notwithstanding the foregoing, the State shall not hinder, prevent or affect assignment of
money by a Contractor for the benefit of its creditors. Prior to a consent to assignment of
monies becoming effective, the Contractor shall file a written notice of such monies
assignment(s) with the Comptroller. Prior to a consent to assignment of a Contract, or
portion thereof, becoming effective, the Contractor shall submit the request to assignment
to the Department and seek written agreement from the Department which will be filed
with the Comptroller. The Department reserves the right to reject any proposed assignee
at its discretion.
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2) Upon notice to the Contractor, the Contract may be assigned without the consent of the
Contractor to another State Agency or subdivision of the State pursuant to a
governmental reorganization or assignment of functions under which the functions are
transferred to a successor Agency or to another Agency or other entity that assumes the
Department’s responsibilities for the Contract.

19. ASSIGNMENT OF CONTRACTOR CLAIMS

1) Contractor hereby assigns to the State any and all of its claims for overcharges associated
with this Contract which may arise under the antitrust laws of the United States,
including 15 USC Section 1, et. seq. and the antitrust laws of the State of New York,
including General Business Law Section 340, et. Seq.

20. PROVISIONS RELATED TO NEW YORK STATE INFORMATION SECURITY
BREACH AND NOTIFICATION ACT AND THE DRIVER’S PRIVACY
PROTECTION ACT

1) The Contractor shall comply with the provisions of the New York State Information
Security Breach and Notification Act (General Business Law Section 899-aa; State
Technology Law Section 208). The Contractor shall be liable for the costs associated
with such breach if caused by Contractor’s negligent or willful acts or omissions, or the
negligent or willful acts or omissions of Contractor’s agents, officers, employees or
subcontractors.

2) The Contractor acknowledges that all records containing personal information, as well as
DMV-related processing information, is confidential and is the property of DMV or the
Department, as applicable, and the State of New York, and should such information be
used improperly, or become compromised the Contractor may be held liable for violating
the federal Driver's Privacy Protection Act of 1994 (DPPA) (18 U.S.C. §2721, et seq.),
and the New York State Information Security Breach and Notification Act (ISBNA)
(General Business Law, 8899-aa; State Technology Law, §208), and may be required to
indemnify the State for any such violation.

The Contractor must report suspected or confirmed violations of ISBNA to the
Department, and of the DPPA to the Department and DMV, within one (1) business day
of discovering any such violation:
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Where the information was obtained from or through DMV, DMV must also be notified
at the following address:

DMV Audit Services

6 Empire State Plaza, Room 321

Albany, NY 12228

Tele: (518) 474-0881

Fax: (518) 474-8358 NYS DMV SELF-SERVICE TERMINALS RFP #C000755 24

(a) DPPA.. A person who knowingly violates the DPPA shall be subject to criminal fines
and liability for civil remedies. Contractor shall indemnify and hold harmless New York
State, its employees and agents, from and against any claims, demands, loss, damage or
expense related solely to a knowing violation of the DPPA committed by Contractor, its
employees, officers, agents or sub-contractors. Contractor shall indemnify the
Department, DMV and the State of New York even if Contractor did not have knowledge
of such violation of the DPPA by its officers, employees, agents, or sub-contractors at the
time such violation occurred.

(b) ISBNA. Contractor shall be responsible for complying with the provisions of the
ISBNA with respect to any private information (as defined in the ISBNA) received by
Contractor its officers, employees, agents, or sub-contractors. In the event of a breach of
security, Contractor shall immediately commence an investigation, in cooperation with
the Department and, as applicable, DMV, to determine the scope of the breach, and
Contractor shall assist the Department and, as applicable, DMV in restoring the security
of the related system in order to prevent any further breaches. Contractor shall notify the
Department and, as applicable, DMV of any breach of security immediately following
discovery of such breach.

Under the ISBNA, a state agency is required to notify any individuals whose records
have been accessed for unauthorized purposes from a system maintained by such state
agency.

In furtherance of the investigation of any breach of the ISBNA, the Contractor must
receive written authorization from the Department and, as applicable, DMV prior to
providing notice of such breach to any other entity. Contractor shall be responsible for all
costs associated with providing notices required under the ISBNA. The Contract shall not
impair the authority of the New York State Office of the Attorney General (OAG) to
bring an action against Contractor to enforce the provisions of the ISBNA, or limit
Contractor's liability for any violations of the ISBNA. Additional information concerning
the ISBNA and the notification process is available at:
http://www.cscic.state.ny.us/security/securitybreach.
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21. TERMINATION

1)

2)

3)

4)

5)

In the event that the Contractor, through any cause, fails to perform any of the terms,
covenants or promises of this Contract, the Department acting for and on behalf of the
State, shall thereupon have the right to terminate this Contract by giving notice in writing
of the fact and date of such termination to the Contractor.

If, in the judgment of the Department, the Contractor acts in such a way which is likely to
or does impair or prejudice the interests of the State, the Department acting on behalf of
the State, shall thereupon have the right to terminate this Contract by giving notice in
writing of the fact and date of such termination to the Contractor. In such case the
Contractor shall receive equitable compensation for such services as shall, in the
judgment of the State Comptroller, have been satisfactorily performed by the Contractor
up to the date of the termination of this Contract, which such compensation shall not
exceed the total cost incurred for the work which the Contractor was engaged in at the
time of such termination, subject to audit by the State Comptroller.

By written notice, this Contract may be terminated at any time by the State for
convenience upon thirty (30) calendar day’s written notice or other specified period
without penalty or other early termination charges due. Such termination of the Contract
shall not affect any project or purchase order that has been issued under the Contract
prior to the date of such termination. If the Contract is terminated pursuant to this
subdivision, the Department shall remain liable for all accrued but unpaid charges
incurred through the date of the termination. The Contractor shall use due diligence and
provide any outstanding deliverables.

The Department reserves the right to terminate the Contract in the event it is found that
the certification filed by the Contractor in accordance with Section 139-k of the State
Finance Law was intentionally false or intentionally incomplete. Upon such finding, the
Department may exercise its termination right by providing written notification to the
Contractor.

The Department reserves the right to terminate the Contract in the event it is found that
the certification filed by the Contractor in accordance with §5-a of the Tax Law is not
timely filed during the term of the Contract or the certification furnished was
intentionally false or intentionally incomplete. Upon such finding, the Department may
exercise its termination right by providing written notification to the Contractor.
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6)

7)

The Department reserves the right to immediately terminate the Contract in the best
interests of the State, without providing prior notice of termination to Contractor, in the
event the State determines that a breach of security occurred or that a breach is imminent.
In such event, the Department shall provide Contractor with written notice of cancellation
within a reasonable time.

Any such termination, other than for convenience, shall be at the Contractor's expense. In
such event, the Department may complete the contractual requirements in any manner it
may deem advisable and pursue available legal or equitable remedies for breach.

8) Upon termination of the Contract, the following shall occur:
a. The Contractor shall make available to the State for examination all data, records and
reports relating to this Contract; and
b. Except as otherwise provided in the Contract, the liability of the State for payments to
the Contractor and the liability of the Contractor for services hereunder shall cease.
22. REMEDIES
1) Itisunderstood and agreed that all rights and remedies afforded below shall be in

2)

3)

addition to all remedies or actions otherwise authorized or permitted by law. (OGS-
AppB65)

In the event of a breach of the media warranty provided for elsewhere in this Contract,
the Contractor must replace the defective media expeditiously and without charge to the
Department.

In the event that a warranty provided for under this Contract is breached and such breach
results in the corruption or loss of data, the Contractor shall at its sole expense correct the
defect(s) and reload and reprocess the data through the registry. The Contractor shall be
responsible for maintaining up to date back-up copies of all data. The Contractor’s
project personnel will also provide reasonable assistance to the Department, at the
Contractor’s expense, to recollect any data not contained in the Contractor’s back-up
copy because it was submitted to the registry after the last correct back-up run and before
the occurrence of the Defect(s).
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4)

5)

6)

7)

8)

9)

At the Department's discretion, in the event of the Contractor's material breach, in lieu of
the above the Department may, with or without formally bidding: (i) Purchase from other
sources; or (i1) When the Department is unsuccessful after making reasonable attempts,
under the circumstances then existing, to timely obtain acceptable service or acquire
replacement product of equal or comparable quality, the Department may acquire
acceptable replacement product of lesser or greater quality. Such purchases may, at the
discretion of the Department, be deducted from the Contract quantity and payments due
the Contractor.

In any case where a question of non-performance by the Contractor arises, payment may
be withheld in whole or in part at the discretion of the Department. Should the amount
withheld be finally paid, a cash discount originally offered may be taken as if no delay in
payment had occurred.

The Department may, at its sole discretion, return all or a portion of collected damages as
an incentive payment to the Contractor for prompt and lasting correction of performance
deficiencies.

In the event that the Contractor files a petition under the U.S. Bankruptcy Code during
the term of this Contract, the Department may, at its discretion, make application to
exercise its right to set-off against monies due the Debtor or, under the Doctrine of
Recoupment, credit the Department the amounts owed by the Contractor arising out of
the same transactions.

The Contractor agrees to reimburse the Department promptly for any and all additional
costs and expenses incurred for acquiring acceptable services, and/or replacement
product. Should the cost of cover be less than the Contract price, the Contractor shall
have no claim to the difference. The Contractor covenants and agrees that in the event
suit is successfully prosecuted for any default on the part of the Contractor, all costs and
expenses expended or incurred by the State in connection therewith, including reasonable
attorney’s fees, shall be paid by the Contractor.

Where the Contractor fails to timely deliver pursuant to the guaranteed delivery terms of
the Contract, the Department may rent substitute equipment temporarily. Any sums
expended for such rental shall, upon demand, be reimbursed to the Department promptly
by the Contractor or deducted by the Department from payments due or to become due
the Contractor on the same or another transaction.
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10) Sums due as a result of these remedies may be deducted or offset by the Department from
payments due, or to become due, the Contractor on the same or another transaction. If no
deduction or only a partial deduction is made in such fashion the Contractor shall pay to
the Department the amount of such claim or portion of the claim still outstanding, on
demand. The Department reserves the right to determine the disposition of any rebates,
settlements, restitution, liquidated damages, etc., which arise from the administration of
the Contract.

23. NO WAIVER

1) No term or provision of the Contract shall be deemed waived and no breach excused,
unless such waiver or consent to breach shall be in writing and signed by the party
claimed to have waived or consented. No consent by a party to, or waiver of, a breach
under the Contract shall constitute a consent to, a waiver of, or excuse for any other,
different or subsequent breach. The rights, duties and remedies set forth in the Contract
shall be in addition to, and not in limitation of, rights and obligations otherwise available
at law.

24. CHOICE OF LAW

1) Except where the Federal Supremacy Clause requires otherwise, this Contract shall be
governed by and construed in accordance with the laws of the State of New York without
giving effect to its conflict or choice of laws principles. All disputes, controversies or
claims arising out of or in connection with, this Contract shall be litigated in a court of
competent jurisdiction within New York State. The parties agree to waive any right to a
trial by jury.

25. SEVERABILITY
1) If any provision of the Contract is determined to be invalid or unenforceable by a court of

competent jurisdiction, such determination shall not affect the validity or enforceability
of any other part or provision of the Contract.
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26. FORCE MAJEURE

1)

2)

3)

A force majeure occurrence is an event or effect that cannot be reasonably anticipated or
controlled by the State or the Contractor, its subcontractors, or others under the
Contractors or its subcontractor's control. Force majeure includes, but is not limited to,
acts of God, acts of war, acts of public enemies, strikes, fires, explosions, actions of the
elements, floods, or other similar causes beyond the control of the Contractor or the
Department in the performance of the Contract which non-performance, by exercise of
reasonable diligence, cannot be prevented. The Contractor shall provide the Department
with written notice of any force majeure occurrence as soon as the delay is known.

Neither the Contractor nor the Department shall be liable to the other for any delay in or
failure of performance under the Contract due to a force majeure occurrence. Any such
delay in or failure of performance shall not constitute default or give rise to any liability
for damages. The existence of such causes of such delay or failure shall extend the period
for performance to such extent as determined by the Contractor and the Department to be
necessary to enable complete performance by the Contractor if reasonable diligence is
exercised after the cause of delay or failure has been removed.

Notwithstanding the above, at the discretion of the Department where the delay or failure
will significantly impair the value of the Contract to the Department, the Department
may:

a. Accept allocated performance or deliveries from the Contractor. The Contractor,
however, hereby agrees to grant preferential treatment to the Department with respect
to product, Materials, or services; and/or

b. Purchase from other sources (without recourse to and by the Contractor for the costs
and expenses thereof) to replace all or part of the product, Materials, or services
which are the subject of the delay, which purchases may be deducted from the
Contract quantities without penalty or liability to the Department; or

c. Terminate the Contract or the portion thereof which is subject to delays, and thereby
discharge any unexecuted portion of the Contract or the relevant part thereof.
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4) In addition, the Department reserves the right, at its sole discretion, to make an equitable
adjustment in the Contract terms and/or pricing should extreme and unforeseen volatility
in the marketplace affect pricing or the availability of supply. "Extreme and unforeseen
volatility in the marketplace" is defined as market circumstances which meet the
following criteria: (i) the volatility is due to causes outside the control of the Contractor;
(ii) the volatility affects the marketplace or industry, not just the particular source of
supply utilized for performance of this Contract (iii) the effect on pricing or availability
of supply is substantial; and (iv) the volatility so affects the Contractor's performance that
continued performance of the Contract would result in a substantial loss.

27. CAPTIONS

1) Captions and headings used in this Contract are for convenience of reference only and
shall not affect the construction of any provision of this Contract. The singular includes
the plural and vice versa. Any reference to gender shall be deemed to include the
masculine or feminine. Font size, italics, underlining, bolding, etc., shall not be construed
to increase the importance of that particular text beyond that of any other text. Should any
term or condition be deemed void or unenforceable, the remaining provisions of this
Contract shall remain in full force and effect.

28. ENTIRE AGREEMENT

1) This Contract, including the documents identified above, constitutes the entire Agreement
between the parties with respect to the subject matter. All prior agreements,
representations, statements, negotiations and undertakings are superseded. The terms,
provisions, representations and warranties contained in this Contract shall survive
performance hereunder.
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Appendix M

Participation by Minority Group Members and Women with Respect to State

Contracts: Requirements and Procedures
(Appendix M)

General Provisions

. The New York State Department of Health is required to implement the provisions of

New York State Executive Law Article 15-A and 5 NYCRR Parts 142-144 (“MWBE
Regulations”) for all State contracts as defined therein, with a value (1) in excess of
$25,000 for labor, services, equipment, materials, or any combination of the foregoing or
(2) in excess of $100,000 for real property renovations and construction.

. The Contractor to the subject contract (the “Contractor” and the “Contract,” respectively)

agrees, in addition to any other nondiscrimination provision of the Contract and at no
additional cost to the New York State New York State Department of Health (the “New
York State Department of Health”), to fully comply and cooperate with the New York
State Department of Health in the implementation of New York State Executive Law
Article 15-A. These requirements include equal employment opportunities for minority
group members and women (“EEQ”) and contracting opportunities for certified minority
and women-owned business enterprises (“MWBEs”). Contractor’s demonstration of
“good faith efforts” pursuant to 5 NYCRR §142.8 shall be a part of these requirements.
These provisions shall be deemed supplementary to, and not in lieu of, the
nondiscrimination provisions required by New York State Executive Law Article 15 (the
“Human Rights Law”) or other applicable federal, state or local laws.

. Failure to comply with all of the requirements herein may result in a finding of non-

responsiveness, non-responsibility and/or a breach of contract, leading to the withholding
of funds or such other actions, liquidated damages pursuant to Section VI of this
Appendix or enforcement proceedings as allowed by the Contract.

Contract Goals

. For purposes of this procurement, the New York State Department of Health hereby

establishes an overall goal of 20% for Minority and Women-Owned Business Enterprises
(“MWBE?”) participation, 10% for Minority-Owned Business Enterprises (“MBE”)
participation and 10% for Women-Owned Business Enterprises (“WBE”) participation
(based on the current availability of qualified MBEs and WBES).

. For purposes of providing meaningful participation by MWBEs on the Contract and

achieving the Contract Goals established in Section 11-A hereof, Contractor should
reference the directory of New York State Certified MBWES found at the following
internet address: http://www.esd.ny.gov/mwbe.html
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Additionally, Contractor is encouraged to contact the Division of Minority and Woman
Business Development ((518) 292-5250; (212) 803-2414; or (716) 846-8200) to discuss
additional methods of maximizing participation by MWBESs on the Contract.

C. Where MWBE goals have been established herein, pursuant to 5 NYCRR §142.8,
Contractor must document “good faith efforts” to provide meaningful participation by
MWABEs as subcontractors or suppliers in the performance of the Contract. In accordance
with Section 316-a of Article 15-A and 5 NYCRR §142.13, the Contractor acknowledges
that if Contractor is found to have willfully and intentionally failed to comply with the
MWABE participation goals set forth in the Contract, such a finding constitutes a breach of
contract and the Contractor shall be liable to the New York State Department of Health
for liquidated or other appropriate damages, as set forth herein.

I11.  Equal Employment Opportunity (EEO)

A. Contractor agrees to be bound by the provisions of Article 15-A and the MWBE
Regulations promulgated by the Division of Minority and Women's Business
Development of the Department of Economic Development (the “Division”). If any of
these terms or provisions conflict with applicable law or regulations, such laws and
regulations shall supersede these requirements.

B. Contractor shall comply with the following provisions of Article 15-A:

1. Contractor and Subcontractors shall undertake or continue existing EEO programs to
ensure that minority group members and women are afforded equal employment
opportunities without discrimination because of race, creed, color, national origin,
sex, age, disability or marital status. For these purposes, EEO shall apply in the areas
of recruitment, employment, job assignment, promotion, upgrading, demotion,
transfer, layoff, or termination and rates of pay or other forms of compensation.

2. The Contractor shall submit an EEO policy statement to the New York State
Department of Health within seventy two (72) hours after the date of the notice by
New York State Department of Health to award the Contract to the Contractor.

3. If Contractor or Subcontractor does not have an existing EEO policy statement, the
New York State Department of Health may provide the Contractor or Subcontractor a
model statement (see Form #5 - Minority and Women-Owned Business Enterprises
Equal Employment Opportunity Policy Statement).
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4. The Contractor’s EEO policy statement shall include the following language:

a. The Contractor will not discriminate against any employee or applicant for
employment because of race, creed, color, national origin, sex, age, disability or
marital status, will undertake or continue existing EEO programs to ensure that
minority group members and women are afforded equal employment
opportunities without discrimination, and shall make and document its
conscientious and active efforts to employ and utilize minority group members
and women in its work force.

b. The Contractor shall state in all solicitations or advertisements for employees that,
in the performance of the contract, all qualified applicants will be afforded equal
employment opportunities without discrimination because of race, creed, color,
national origin, sex, age, disability or marital status.

c. The Contractor shall request each employment agency, labor union, or authorized
representative of workers with which it has a collective bargaining or other
agreement or understanding, to furnish a written statement that such employment
agency, labor union, or representative will not discriminate on the basis of race,
creed, color, national origin, sex age, disability or marital status and that such
union or representative will affirmatively cooperate in the implementation of the
Contractor's obligations herein.

d. The Contractor will include the provisions of Subdivisions (a) through (c) of this
Subsection 4 and Paragraph “E” of this Section 11, which provides for relevant
provisions of the Human Rights Law, in every subcontract in such a manner that
the requirements of the subdivisions will be binding upon each subcontractor as to
work in connection with the Contract.

C. Form #4 - Staffing Plan

To ensure compliance with this Section, the Contractor shall submit a staffing plan to document
the composition of the proposed workforce to be utilized in the performance of the Contract by
the specified categories listed, including ethnic background, gender, and Federal occupational
categories. Contractors shall complete the Staffing plan form and submit it as part of their bid or
proposal or within a reasonable time, but no later than the time of award of the contract.
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D. Form #6 - Workforce Employment Utilization Report (“Workforce Report”)

1. Once a contract has been awarded and during the term of Contract, Contractor is
responsible for updating and providing notice to the New York State Department of
Health of any changes to the previously submitted Staffing Plan. This information is
to be submitted on a quarterly basis during the term of the contract to report the actual
workforce utilized in the performance of the contract by the specified categories listed
including ethnic background, gender, and Federal occupational categories. The
Workforce Report must be submitted to report this information.

2. Separate forms shall be completed by Contractor and any subcontractor performing
work on the Contract.

3. Inlimited instances, Contractor may not be able to separate out the workforce utilized
in the performance of the Contract from Contractor's and/or subcontractor's total
workforce. When a separation can be made, Contractor shall submit the Workforce
Report and indicate that the information provided related to the actual workforce
utilized on the Contract. When the workforce to be utilized on the contract cannot be
separated out from Contractor's and/or subcontractor's total workforce, Contractor
shall submit the Workforce Report and indicate that the information provided is
Contractor's total workforce during the subject time frame, not limited to work
specifically under the contract.

E. Contractor shall comply with the provisions of the Human Rights Law, all other State and
Federal statutory and constitutional non-discrimination provisions. Contractor and
subcontractors shall not discriminate against any employee or applicant for employment
because of race, creed (religion), color, sex, national origin, sexual orientation, military
status, age, disability, predisposing genetic characteristic, marital status or domestic
violence victim status, and shall also follow the requirements of the Human Rights Law
with regard to non-discrimination on the basis of prior criminal conviction and prior
arrest.
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IV.  MWBE Utilization Plan

A. The Contractor represents and warrants that Contractor has submitted an MWBE
Utilization Plan (Form #1) either prior to, or at the time of, the execution of the contract.

B. Contractor agrees to use such MWBE Utilization Plan for the performance of MWBES on
the Contract pursuant to the prescribed MWBE goals set forth in Section I11-A of this
Appendix.

C. Contractor further agrees that a failure to submit and/or use such MWBE Utilization Plan
shall constitute a material breach of the terms of the Contract. Upon the occurrence of
such a material breach, New York State Department of Health shall be entitled to any
remedy provided herein, including but not limited to, a finding of Contractor non-
responsiveness.

V. Waivers
A. For Waiver Requests Contractor should use Form #2 — Waiver Request.

B. If the Contractor, after making good faith efforts, is unable to comply with MWBE goals,
the Contractor may submit a Request for Waiver form documenting good faith efforts by
the Contractor to meet such goals. If the documentation included with the waiver request
is complete, the New York State Department of Health shall evaluate the request and
issue a written notice of acceptance or denial within twenty (20) days of receipt.

C. If the New York State Department of Health, upon review of the MWBE Utilization Plan
and updated Quarterly MWBE Contractor Compliance Reports determines that
Contractor is failing or refusing to comply with the Contract goals and no waiver has
been issued in regards to such non-compliance, the New York State Department of
Health may issue a notice of deficiency to the Contractor. The Contractor must respond
to the notice of deficiency within seven (7) business days of receipt. Such response may
include a request for partial or total waiver of MWBE Contract Goals.
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VI.

Quarterly MWBE Contractor Compliance Report

Contractor is required to submit a Quarterly MWBE Contractor Compliance Report (Form #3) to
the New York State Department of Health by the 10th day following each end of quarter over the
term of the Contract documenting the progress made towards achievement of the MWBE goals
of the Contract.

VII.

A.

Liquidated Damages - MWBE Participation

Where New York State Department of Health determines that Contractor is not in
compliance with the requirements of the Contract and Contractor refuses to comply with
such requirements, or if Contractor is found to have willfully and intentionally failed to
comply with the MWBE participation goals, Contractor shall be obligated to pay to the
New York State Department of Health liquidated damages.

Such liquidated damages shall be calculated as an amount equaling the difference
between:

1. All sums identified for payment to MWBESs had the Contractor achieved the
contractual MWBE goals; and

2. All sums actually paid to MWBESs for work performed or materials supplied under
the Contract.

In the event a determination has been made which requires the payment of liquidated
damages and such identified sums have not been withheld by the New York State
Department of Health, Contractor shall pay such liquidated damages to the New York
State Department of Health within sixty (60) days after they are assessed by the New
York State Department of Health unless prior to the expiration of such sixtieth day, the
Contractor has filed a complaint with the Director of the Division of Minority and
Woman Business Development pursuant to Subdivision 8 of Section 313 of the Executive
Law in which event the liquidated damages shall be payable if Director renders a decision
in favor of the New York State Department of Health.
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Appendix X
Modification Agreement Form
Appendix X
Contract Number: Contractor:

Amendment Number X-

This is an AGREEMENT between THE STATE OF NEW YORK, acting by and through NYS
Department of Health, having its principal office at Albany, New York, (hereinafter referred to
as the STATE), and (hereinafter referred to as the
CONTRACTOR), for amendment of this contract.

This amendment makes the following changes to the contract (check all that apply):
Modifies the contract period at no additional cost
Modifies the contract period at additional cost
Modifies the budget or payment terms
Modifies the work plan or deliverables

Replaces appendix(es) with the attached appendix(es)

Adds the attached appendix(es)

Other: (describe)

This amendment is is not a contract renewal as allowed for in the existing contract.

All other provisions of said AGREEMENT shall remain in full force and effect.

Prior to this amendment, the contract value and period were:

$ From / /| to / /

(Value before amendment) (Initial start date)

This amendment provides the following modification (complete only items being modified):

$ From / /| to / /

New York State Department of Health Page 136 of 205



New York State Donate Life Registry RFP No. 0222121202

Appendix X
This will result in new contract terms of:

$ From / [ to / /

(All years thus far combined) (Initial start date) (Amendment end date)

Signature Page for:

Contract Number: Contractor:

Amendment Number X-

IN WITNESS WHEREOF, the parties hereto have executed this AGREEMENT as of the dates
appearing under their signatures.
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7 ATTACHMENTS

1) Transmittal Letter

2) Bid Form

3) No Bid Form

4) Cost Disclosure Form

5) Vendor Responsibility Attestation

6) NYS Taxation and Finance Contractor Certification form ST-220-TD

7) NYS Taxation and Finance Contractor Certification Form ST-220-CA

8) State Consultant Services Instruction Sheet

9) State Consultant Services Form A, Contractor’s Planned Employment From Contract
Start Date through End of Contract Term

10) State Consultant Services Form B, Contractor’s Annual Employment Report

11) M/WBE Procurement Forms List

12) M/WBE Form #1 — Bidders M/WBE Utilization Plan

13) M/WBE Form #2 — M/WBE Waiver Request

14) M/WBE Form #3 — Quarterly Update M/WBE Contractor Compliance Plan

15) M/WBE Form #4 — M/WBE Staffing Plan

16) M/WBE Form # 5 — Equal Employment Policy Statement (Sample)

17) M/WBE Form # 6 — M/WBE Workforce Employment Utilization Report

18) M/WBE Subcontractors and Suppliers Letter of Intent to Participate

19) Change Request Form

20) Security Requirements

21) Security Requirements Deliverable

22) Proposed Solution Technology

23) References/Client List

24) Bidder Check List
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Attachment 1

Transmittal Letter

(Please place on company letter head)

Date: Bidder Phone No.:

Bidder Contact Name: Bidder Fax No.:

Bidder Address: Bidder Contact E-mail Address:
Federal Employee Identification Number: Charities Registration Number:

Vendor RFP Designated Contact Person:  <bidder representative for RFP response>
Vendor RFP Designated Contact Details:  <address [if different from above], telephone(s),

1)

2)

3)

4)

5)

fax, email>

I agree on behalf of <bidder name> to acceptance of all terms and conditions specified in
this RFP.

I agree on behalf of <bidder name> that the offer submitted in this proposal is valid for a
period of three hundred and sixty-five (365) calendar days from the date of submission of
the proposal.

I agree on behalf of <bidder name> that <bidder name> will be responsible to the
Department for all work specified in the RFP, including work assigned to subcontractors.

I agree on behalf of <bidder name> that <bidder name> will not place any conditions,
reservations, limitations, or substitutions in their proposal with regard to the contract
language, or include any statements intended to alter the order of precedence as defined
in the RFP.

A description of the existence of, or potential for, conflict of interest on the part of the
vendor or its subcontractors due to prior, current, or proposed contracts, or affiliations is
provided below. If no such conflict of interest exists, a statement to that effect must be
made.
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Description:

I agree on behalf of <bidder name> that the description provided above is accurate and true.
| attest that 1 am a corporate officer and have the authority to legally represent <bidder name> in
responding to all aspects of this RFP. Additionally | attest that | agree with all statements above

and that all information and disclosures provided by <bidder name> in response to this RFP are
accurate.

Legal Company Authority Name: <individual legally authorized to bind the bidder to the
proposal and to a contract>

Title: <individual’s title>

Signature:

New York State Department of Health Page 141 of 205



New York State Donate Life Registry RFP No. 0222121202

Attachment 2

Bid Form

PROCUREMENT TITLE: New York State Donate Life Registry FAU # 0222121202

Bidder Name:

Bidder Address:

Bidder Fed ID No:

A. bids a total price of $__ N/A
(Name of Offerer/Bidder)

B. Affirmations & Disclosures related to State Finance Law 8§ 139-j & 139-k:

Offerer/Bidder affirms that it understands and agrees to comply with the procedures of the
Department of Health relative to permissible contacts (provided below) as required by State
Finance Law 8§139-j (3) and §139-j (6) (b).

Pursuant to State Finance Law 88139-j and 139-k, this Invitation for Bid or Request for Proposal
includes and imposes certain restrictions on communications between the Department of Health
(DOH) and an Offerer during the procurement process. An Offerer/bidder is restricted from
making contacts from the earliest notice of intent to solicit bids/proposals through final award
and approval of the Procurement Contract by the DOH and, if applicable, Office of the State
Comptroller (“restricted period”) to other than designated staff unless it is a contact that is
included among certain statutory exceptions set forth in State Finance Law 8139-j (3) (a).
Designated staff, as of the date hereof, is/are identified on the first page of this Invitation for Bid,
Request for Proposal, or other solicitation document. DOH employees are also required to
obtain certain information when contacted during the restricted period and make a determination
of the responsibility of the Offerer/bidder pursuant to these two statutes. Certain findings of non-
responsibility can result in rejection for contract award and in the event of two findings within a
4 year period; the Offerer/bidder is debarred from obtaining governmental Procurement
Contracts. Further information about these requirements can be found on the Office of General
Services Website at: www.o0gs.state.ny.us/aboutOgs/regulations/defaultAdvisoryCouncil.html
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1. Has any Governmental Entity made a finding of non-responsibility regarding the individual
or entity seeking to enter into the Procurement Contract in the previous four years? (Please
circle):

No Yes

If yes, please answer the next questions:

1a.Was the basis for the finding of non-responsibility due to a violation of State  Finance Law
8139-j (Please circle):

No Yes

1b. Was the basis for the finding of non-responsibility due to the intentional provision of false or
incomplete information to a Governmental Entity? (Please circle):

No Yes

1c. If you answered yes to any of the above questions, please provide details regarding the
finding of non-responsibility below.

Governmental Entity:

Date of Finding of Non-responsibility:

Basis of Finding of Non-Responsibility:

(Add additional pages as necessary)

2a. Has any Governmental Entity or other governmental agency terminated or withheld a
Procurement Contract with the above-named individual or entity due to the intentional provision
of false or incomplete information? (Please circle):

No Yes

New York State Department of Health Page 143 of 205



New York State Donate Life Registry RFP No. 0222121202

Attachment 2 (cont.)
2b. If yes, please provide details below.

Governmental Entity:

Date of Termination or Withholding of Contract:

Basis of Termination or Withholding:

(Add additional pages as necessary)

C. Offerer/Bidder certifies that all information provided to the Department of Health with respect
to State Finance Law 8139-k is complete, true and accurate.

D. Offerer/Bidder agrees to provide the following documentation either with their submitted
bid/proposal or upon award as indicated below:

With Bid  Upon Award
] ] 1. A completed N.Y.S Taxation and Finance Contractor
Certification Form ST-220.
2. Acompleted N.Y.S. Office of the State Comptroller Vendor
[] [] Responsibility Questionnaire (for procurements greater than
or equal to $100,000)
3. A completed State Consultant Services Form A, Contractor's
[] [] Planned Employment from Contract Start Date through End
of Contract Term

(Officer Signature) (Date)

(Officer Title) (Telephone)

(e-mail Address)
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No-Bid Form

PROCUREMENT TITLE: New York State Donate Life Registry FAU # 0222121202
Bidders choosing not to bid are requested to complete the portion of the form below:
[] We do not provide the requested services. Please remove our firm from your mailing list

[] We are unable to bid at this time because:

] Please retain our firm on your mailing list.

(Firm Name)

(Officer Signature) (Date)

(Officer Title) (Telephone)

(e-mail Address)

FAILURE TO RESPOND TO BID INVITATIONS MAY RESULT IN YOUR FIRM BEING
REMOVED FROM OUR MAILING LIST FOR THIS SERVICE.
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Cost Disclosure Form

New York State Department of Health
New York State Donate Life Registry
FAU #0222121202

<current date>

<vendor legal company name>
<company street address>
<company city, state, zip>
<company phone>

<company fax>

Instructions

All costs associated with the requirements and deliverables specified in the RFP must be
included in the total price per deliverable and in the total price bid in the proposal. Costs
associated with the deliverables may be, but are not limited to, staff salaries, travel and other
administrative costs. Refer to the RFP for detailed information regarding the deliverables.

Use the table below in detailing the cost proposal. Please make copies of the form and fill in the
costs for each subsequent year. The cost for each year should then be included in the Total Cost
table along with the Total cost for five (5) years.

Based Bid Cost $

Cost for 1,000 hours of Change Order Effort: $
(average of all labor category rates * 1,000)

Cost for 1,500 hours of System Evolution $

Effort:

(average of all labor category rates * 1,500)

Cost of 3" Party Technology Licenses $
(if applicable)

TOTAL COST: $
This amount must match the amount disclosed on
the bid form
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COST PER YEAR

Deliverable or Service

Briefly describe what each
deliverable includes

Total Price

Year 1
NYSDLR Computer System
1. NYSDLR System Development (public enrollment, DMV
& BOE interfaces, reporting, form creation, etc.)
a. Database
b. Development
c. Electronic Signature solution
d. Licensed products
e. Software tools
f.  Document imaging
g. Accessibility compliance
2. System Maintenance and Evolution
3. Infrastructure
a. Production Site
b. Development and Test sites
c. DMV file transfer
d. Backup/Recovery, Failover, Disaster Recovery
4. Staffing
5. Miscellaneous (travel, training, meetings, equipment, etc.)

NYSDLR Administration and Operations

Customer Call Center (voicemail, translation service)

Website Development for OPOs and DOH use

Website Maintenance

Notification Mailings

Staffing

S R R B N

Miscellaneous (travel, training, meetings, equipment, etc.)

NYSDLR Outreach, Marketing and Advertising

Focus group and surveys

Translations

Printing

Creative Development

Media Buy

Staffing

N gL N e

Miscellaneous (travel, meetings, equipment, etc.)

Cost Year 1 Total
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COST PER YEAR

Deliverable or Service

Briefly describe what each
deliverable includes

Total Price

Year 2
NYSDLR Computer System
1. NYSDLR System Development (public enrollment, DMV
& BOE interfaces, reporting, form creation, etc.)
a. Database
b. Development
c. Electronic Signature solution
d. Licensed products
e. Software tools
f.  Document imaging
g. Accessibility compliance
2. System Maintenance and Evolution
3. Infrastructure
a. Production Site
b. Development and Test sites
c. DMV file transfer
d. Backup/Recovery, Failover, Disaster Recovery
4. Staffing
5. Miscellaneous (travel, training, meetings, equipment, etc.)

NYSDLR Administration and Operations

Customer Call Center (voicemail, translation service)

Website Development for OPOs and DOH use

Website Maintenance

Notification Mailings

Staffing

S R R B N

Miscellaneous (travel, training, meetings, equipment, etc.)

NYSDLR Outreach, Marketing and Advertising

Focus group and surveys

Translations

Printing

Creative Development

Media Buy

Staffing

N gL N e

Miscellaneous (travel, meetings, equipment, etc.)

Cost Year 2 Total
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COST PER YEAR

Deliverable or Service

Briefly describe what each
deliverable includes

Total Price

Year 3
NYSDLR Computer System
1. NYSDLR System Development (public enrollment, DMV
& BOE interfaces, reporting, form creation, etc.)
a. Database
b. Development
c. Electronic Signature solution
d. Licensed products
e. Software tools
f.  Document imaging
g. Accessibility compliance
2. System Maintenance and Evolution
3. Infrastructure
a. Production Site
b. Development and Test sites
c. DMV file transfer
d. Backup/Recovery, Failover, Disaster Recovery
4. Staffing
5. Miscellaneous (travel, training, meetings, equipment, etc.)

NYSDLR Administration and Operations

Customer Call Center (voicemail, translation service)

Website Development for OPOs and DOH use

Website Maintenance

Notification Mailings

Staffing

S R R B N

Miscellaneous (travel, training, meetings, equipment, etc.)

NYSDLR Outreach, Marketing and Advertising

Focus group and surveys

Translations

Printing

Creative Development

Media Buy

Staffing

N gL N e

Miscellaneous (travel, meetings, equipment, etc.)

Cost Year 3 Total

New York State Department of Health

Page 149 of 205




New York State Donate Life Registry

RFP No. 0222121202

Attachment 4 (cont.)

COST PER YEAR

Deliverable or Service

Briefly describe what each
deliverable includes

Total Price

Year 4

NYSDLR Computer System

1. NYSDLR System Development (public enrollment, DMV
& BOE interfaces, reporting, form creation, etc.)
b. Database
c. Development
d. Electronic Signature solution
e. Licensed products
f.  Software tools
g. Document imaging
h.  Accessibility compliance
2. System Maintenance and Evolution
3. Infrastructure
a. Production Site
b. Development and Test sites
c. DMV file transfer
d. Backup/Recovery, Failover, Disaster Recovery
4. Staffing
5. Miscellaneous (travel, training, meetings, equipment, etc.)

NYSDLR Administration and Operations

Customer Call Center (voicemail, translation service)

Website Development for OPOs and DOH use

Website Maintenance

Notification Mailings

Staffing

S R R B N

Miscellaneous (travel, training, meetings, equipment, etc.)

NYSDLR Outreach, Marketing and Advertising

Focus group and surveys

Translations

Printing

Creative Development

Media Buy

Staffing

N gL N e

Miscellaneous (travel, meetings, equipment, etc.)

Cost Year 4 Total
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COST PER YEAR

Deliverable or Service

Briefly describe what each
deliverable includes

Total Price

Year 5

NYSDLR Computer System

1. NYSDLR System Development (public enrollment, DMV
& BOE interfaces, reporting, form creation, etc.)
ii. Database
iii. Development
iv. Electronic Signature solution
V. Licensed products
vi. Software tools
vil. Document imaging
viii. Accessibility compliance
2. System Maintenance and Evolution
3. Infrastructure
a. Production Site
b. Development and Test sites
c. DMV file transfer
d. Backup/Recovery, Failover, Disaster Recovery
4. Staffing
5. Miscellaneous (travel, training, meetings, equipment, etc.)

NYSDLR Administration and Operations

Customer Call Center (voicemail, translation service)

Website Development for OPOs and DOH use

Website Maintenance

Notification Mailings

Staffing

S R R B N

Miscellaneous (travel, training, meetings, equipment, etc.)

NYSDLR Outreach, Marketing and Advertising

Focus group and surveys

Translations

Printing

Creative Development

Media Buy

Staffing

N gL N e

Miscellaneous (travel, meetings, equipment, etc.)

Cost Year 5 Total

Based Bid Cost Total
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Please list the individual 3" party technologies and costs included in your solution:

Labor Categories and Rates

Py
=
@

Labor Category

e.g. Project Manager

1.
2
3
4
S.
6
7
8
9

®h B H P B B B B B P

10. Etc.
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Vendor Responsibility Attestation

To comply with the Vendor Responsibility Requirements outlined in Section 5.9 “Vendor
Responsibility Questionnaire “of this RFP, I hereby certify:

Choose one:

|:| An on-line Vender Responsibility Questionnaire has been updated or created at OSC's
website: https://portal.osc.state.ny.us within the last six months.

[ ] Ahard copy Vendor Responsibility Questionnaire is included with this proposal/bid and
is dated within the last six months.

|:| A Vendor Responsibility Questionnaire is not required due to an exempt status.
Exemptions include governmental entities, public authorities, public colleges and
universities, public benefit corporations, and Indian Nations.

Signature of Organization Official:

Print/type Name:

Title:

Organization:

Date Signed:
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Contractor Certification Form ST-220TD

N.Y.S Taxation and Finance
Contractor Certification Form ST-220TD

An electronic fill-in version of this form can be found at:
http://www.tax.ny.gov/pdf/current forms/st/st220td fill in.pdf
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Contractor Certification Form ST-220CA

N.Y.S Taxation and Finance
Contractor Certification Form ST-220CA

An electronic fill-in version of this form can be found at:
http://www.tax.ny.gov/pdf/current forms/st/st220ca fill in.pdf
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State Consultant Services Instruction Sheet

Instructions

State Consultant Services
Form A: Contractor’s Planned Employment, and
Form B: Contractor’s Annual Employment Report

Form A: This report must be completed before work begins on a contract. Typically it is
completed as a part of the original bid proposal. The report is submitted only to the soliciting
agency who will in turn submit the report to the NYS Office of the State Comptroller.

Form B: This report must be completed annually for the period April 1 through March 31. The
report must be submitted by May 15th of each year to the following three addresses:

1) the designated payment office (DPO) outlined in the consulting contract.

2) NYS Office of the State Comptroller
Bureau of Contracts
110 State Street, 11th Floor
Albany, NY 12236
Attn: Consultant Reporting
or via fax to — (518) 474-8030 or (518) 473-8808

3) NYS Department of Civil Service
Attn: Consultant Reporting
Alfred E. Smith Office Building
Albany, NY 12239

Completing the Reports:
Scope of Contract (Form B only): a general classification of the single category that best fits the
predominate nature of the services provided under the contract.

Employment Category: the specific occupation(s), as listed in the O*NET occupational
classification system, which best describe the employees providing services under the contract.
Access the O*NET database, which is available through the US Department of Labor’s
Employment and Training Administration, on-line at online.onetcenter.org to find a list of
occupations.)

Number of Employees: the total number of employees in the employment category employed to
provide services under the contract during the Report Period, including part time employees and
employees of subcontractors.
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Number of hours (to be) worked: for Form A, the total number of hours to be worked, and for
Form B, the total number of hours worked during the Report Period by the employees in the
employment category.

Amount Payable under the Contract: the total amount paid or payable by the State to the State
contractor under the contract, for work by the employees in the employment category, for
services provided during the Report Period.
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State Consultant Services Form A

Contractor’s Planned Employment From
Contract Start Date through End of Contract Term
New York State Department of Health Agency Code 12000
Contractor Name: Contract Number:
Contract Start Date: / / Contract End Date: [/ /
Employment Category Number of Number of Hours to be
Employees Worked

Totals this page: 0 0
Grand Total: 0 0
Name of person who prepared this report:
Title: Phone #:
Preparer’s signature:
Date Prepared: /[ / Page of

(use additional pages if necessary)
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State Consultant Services Form B

Contractor’s Annual Employment Report
Report Period: April 1, to March 31,

New York State Department of Health Agency Code 12000
Contract Number:
Contract Start Date: [/ [/ Contract End Date: [/ /

Contractor Name:

Contractor Address:
Description of Services Being Provided:

Scope of Contract (Chose one that best fits):

Analysis Evaluation Research

Training Data Processing Computer Programming

Other IT Consulting Engineering Architect Services

Surveying Environmental Services Health Services

Mental Health Services Accounting Auditing

Paralegal Legal Other Consulting

Employment Category Number of Number of Hours to
Employees be Worked

Totals this page: 0 0
Grand Total: 0 0
Name of person who prepared this report:

Title: Phone #:

Preparer’s signature:
Date Prepared: [/ / Page of
(use additional pages if necessary)
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M/WBE Procurement Forms List
New York State Department of Health

The following forms are required to maintain maximum participation in M/WBE procurement
and contracting:

M/WBE Form #1: Bidder’s M/WBE Utilization Plan

M/WBE Form #2: M/WBE Waiver Request

M/WBE Form #3: Quarterly Update - M/WBE Contractor Compliance & Payment Report
M/WBE Form #4: M/WBE Staffing Plan

M/WBE Form #5: Equal Employment Policy Statement (Sample)

M/WBE Form #6: M/WBE Workforce Employment Utilization Report
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M/WBE Form #1: Bidders M/WBE Utilization Plan

Bidder/Contractor Name:

Telephone No.
Vendor ID:

RFP/Contract No.

RFP/Contract Title:

Description of Plan to Meet M/WBE Goals

PROJECTED M/WBE USAGE

% Amount
1. Total Dollar Value of Proposal Bid 100 $
2. MBE Goal Applied to the Contract $
3. WBE Goal Applied to the Contract $
4.  M/WBE Combined Totals $
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In order to achieve the MBE Goals, bidder expects to subcontract with New York State certified
MINORITY-OWNED entities as follows:

MBE Firm Description of Work (Products/Services) Projected MBE
(Exactly as Registered) [MBE] Dollar Amount
Name

$
Address

City, State, ZIP

Employer 1.D.

Telephone Number

() -

Name

Address

City, State, ZIP

Employer 1.D.

Telephone Number

() -

Name

Address

City, State, ZIP

Employer 1.D.

Telephone Number

() -
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In order to achieve the WBE Goals, bidder expects to subcontract with New York State certified
WOMEN-OWNED entities as follows:

WBE Firm Description of Work (Products/Services) [WBE] Projected WBE
(Exactly as Registered) Dollar Amount
Name

$
Address

City, State, ZIP

Employer 1.D.

Telephone Number

() -

Name

Address

City, State, ZIP

Employer 1.D.

Telephone Number

() -

Name

Address

City, State, ZIP

Employer 1.D.

Telephone Number

() -
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M/WBE Form #2: M/WBE Utilization Waiver Request

Bidder/Contractor Name:

Telephone No.

Vendor ID:

RFP/Contract No.

RFP/Contract Title:

Explanation why Bidder/Contractor is unable to meet M/WBE goals for this project.:

Include attachments below to evidence good faith efforts:

= Attachment A. List of the general circulation, trade and MWBE-oriented publications and dates
of publications soliciting for certified MWBE participation as a subcontractor/supplier and copies
of such solicitation.

= Attachment B. List of the certified MWBES appearing in the Empire State Development MWBE
directory that were solicited for this contract. Provide proof of dates or copies of the solicitations
and copies of the responses made by the certified MWBES. Describe specific reasons that
responding certified MWBES were not selected.

= Attachment C. Descriptions of the contract documents/plans/specifications made available to
certified MWBES by the contractor when soliciting their participation and steps taken to structure
the scope of work for the purpose of subcontracting with or obtaining supplies from certified
MWBEs.

= Attachment D. Description of the negotiations between the contractor and certified MWBEs for
the purposes of complying with the MWBE goals of this contract.

= Attachment E. Identify dates of any pre-bid, pre-award or other meetings attended by contractor,
if any, scheduled by OGS with certified MWBESs whom OGS determined were capable of
fulfilling the MWBE goals set in the contract.

= Attachment F. Other information deemed relevant to the request.
Section 4: Signature and Contact Information

By signing and submitting this form, the contractor certifies that a good faith effort has been made to
promote MWBE participation pursuant to the MWBE requirements set forth under the contract. Failure
to submit complete and accurate information may result in a finding of noncompliance, non-
responsibility, and a suspension or termination of the contract.

Submitted by : Title:

Signature: Date:
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M/WBE Form #3: Quarterly Update M/WBE Contractor Compliance Plan

Contractor Name:

Contract No.

Contract Title:

TOTAL PROJECTED M/WBE USAGE (from original M/WBE Utilization Plan)

% Amount
1. Total Dollar Value Contract 100 $
2. Planned MBE Goal Applied to the Contract $
3. Planned WBE Goal Applied to the Contract $
4,  M/WBE Combined Totals $
ACTUAL M/WBE USAGE* AS OF (insert date)

% Amount
1. Total Dollar Value Completed to date 100 $
2. MBE Utilization to date $
3. WABE Utilization to date $
4.  M/WBE Combined Utilization to date $

* Report usage from contract start date to quarterly end-date inserted above.

Explain any deficiencies in attaining M/WBE goals in the space below:

Submitted by: Title:

Signature: Date:
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M/WBE Form #4: M/WBE Staffing Plan

Check applicable categories:

[ ] Project Staff

Contractor Name

[ ] Consultants

[ ] Subcontractors

Address
Asian/
Pacific
STAFF Total Male | Female | Black | Hispanic | Islander | Other
Administrators

Managers/Supervisors

Professionals

Technicians

Clerical

Craft/Maintenance

Operatives

Laborers

Public Assistance Recipients

TOTAL

(Name and Title)

(Signature)

Date

New York State Department of Health

Page 167 of 205




New York State Donate Life Registry

RFP No. 0222121202

Attachment 16

M/WBE Form #5: Equal Employment Policy Statement (Sample)

M/WBE AND EEO POLICY STATEMENT

I, , the (awardee/contractor)

agree to

adopt the following policies with respect to the project being developed or services rendered at

This organization will and will cause its contractors
and subcontractors to take good faith actions to
M/WBE achieve the M/WBE contract participations goals
set by the State for that area in which the State-funded project is
located, by taking the following steps:

(1) Actively and affirmatively solicit bids for contracts and
subcontracts from qualified State certified MBEs or WBEs, including
solicitations to M/WBE contractor associations.

(2) Request a list of State-certified M/WBEs from AGENCY and
solicit bids from them directly.

(3) Ensure that plans, specifications, request for proposals and other
documents used to secure bids will be made available in sufficient
time for review by prospective M/WBEs.

(4) Where feasible, divide the work into smaller portions to enhanced
participations by M/WBEs and encourage the formation of joint
venture and other partnerships among M/WBE contractors to enhance
their participation.

(5) Document and maintain records of bid solicitation, including
those to M/WBEs and the results thereof. Contractor will also
maintain records of actions that its subcontractors have taken toward
meeting M/WBE contract participation goals.

(6) Ensure that progress payments to M/WBESs are made on a timely
basis so that undue financial hardship is avoided, and that bonding
and other credit requirements are waived or appropriate alternatives
developed to encourage M/WBE participation.

(a) This organization will not discriminate
EEO against any employee or applicant for

employment because of race, creed, color,
national origin, sex, age, disability or marital status, will undertake or
continue existing programs of affirmative action to ensure that
minority group members are afforded equal employment
opportunities without discrimination, and shall make and document
its conscientious and active efforts to employ and utilize minority
group members and women in its work force on state contracts.
(b)This organization shall state in all solicitation or advertisements
for employees that in the performance of the State contract all
qualified applicants will be afforded equal employment opportunities
without discrimination because of race, creed, color, national origin,
sex disability or marital status.
(c) At the request of the contracting agency, this organization shall
request each employment agency, labor union, or authorized
representative will not discriminate on the basis of race, creed, color,
national origin, sex, age, disability or marital status and that such
union or representative will affirmatively cooperate in the
implementation of this organization’s obligations herein.
(d) Contractor shall comply with the provisions of the Human Rights
Law, all other State and Federal statutory and constitutional non-
discrimination provisions. Contractor and subcontractors shall not
discriminate against any employee or applicant for employment
because of race, creed (religion), color, sex, national origin, sexual
orientation, military status, age, disability, predisposing genetic
characteristic, marital status or domestic violence victim status, and
shall also follow the requirements of the Human Rights Law with
regard to non-discrimination on the basis of prior criminal conviction
and prior arrest.
(e) This organization will include the provisions of sections (a)
through (d) of this agreement in every subcontract in such a manner
that the requirements of the subdivisions will be binding upon each
subcontractor as to work in connection with the State contract.

Name

Title

Signature

Date

New York State Department of Health

Page 168 of 205



New York State Donate Life Registry RFP No. 0222121202

Attachment 17

M/WBE Form #6: M/WBE Workforce Employment Utilization Report

Check applicable categories:
[] Project Staff [ ] Consultants [ ] Subcontractors

Contractor Name Contract #

Staff Used on Contract for the quarter / / to / /

Asian/
Pacific
STAFF Total Male | Female | Black | Hispanic | Islander Other

Administrators

Managers/Supervisors

Professionals

Technicians

Clerical

Craft/Maintenance

Operatives

Laborers

Public Assistance Recipients

TOTAL

Explain variances from original staffing plan submitted in the space below:

Name Title

Signature Date
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M/WBE Subcontractors and Suppliers Letter of Intent to Participate

To: Federal ID Number:
(Name of Contractor)

Proposal/ Contract Number:

Contract Scope of Work:

The undersigned intends to perform services or provide material, supplies or equipment

as:

Name of MWBE:

Address:

Federal ID Number:

Telephone Number:

New York State Department of Health Page 170 of 205



New York State Donate Life Registry RFP No. 0222121202

Attachment 18 (cont.)

Designation:
|:| MBE - Subcontractor Joint venture with:
|:| WBE - Subcontractor Name:
Address:
|:| MBE - Supplier
[] WBE - Supplier Fed 1D Number:
MBE |:|
WBE |:|
Are you New York State Certified MWBE? Yes No

The undersigned is prepared to perform the following work or services or supply the following
materials, supplies or equipment in connection with the above proposal/contract. (Specify in
detail the particular items of work or services to be performed or the materials to be supplied):

at the following price: $

The contractor proposes, and the undersigned agrees to, the following beginning and completion
dates for such work.

Date Proposal/ Contract to be started:

Date Proposal/ Contract to be Completed:
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Date Supplies ordered: Delivery Date:

The above work will not further subcontracted without the express written permission of the
contractor and notification of the Office. The undersigned will enter into a formal agreement for
the above work with the contractor ONLY upon the Contractor’s execution of a contract with the
Office.

Date Signature of M/WBE Contractor

Printed/Typed Name of M/WBE Contractor

INSTRUCTIONS FOR M/WBE SUBCONTRACTORS AND SUPPLIERS LETTER OF
INTENT TO PARTICIPATE

This form is to be submitted with bid attached to the Subcontractor’s Information Form in
a sealed envelope for each certified Minority or Women-Owned Business enterprise the
Bidder/Awardee/Contractor proposes to utilize as subcontractors, service providers or suppliers.

If the MBE or WBE proposed for portion of this proposal/contract is part of a joint or
other temporarily-formed business entity of independent business entities, the name and address
of the joint venture or temporarily-formed business should be indicated.
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Change Request Form

PROJECT IDENTIFICATION

Project Name:

Project Sponsor:

Project Director:

Project Manager:

Date:

CHANGE REQUEST INFORMATION

Request Date:

Requested By: Organization:

DESCRIPTION OF CHANGE

Enter a detailed description of the change being requested.

Priority: (High, Medium, Low) Overall Impact (Large, Medium, Small)

SCOPE IMPACT

Enter a complete list of deliverables that are being added, changed or removed from the project.
Otherwise, enter “No impact™.

SCHEDULE IMPACT

If the changes to the project’s scope, quality management plan or budget will affect start and end
dates on the project schedule, list milestones here with previous dates and new, estimated dates.
In some instances, a change to the schedule will be driving the change and cause impacts to the
scope, project schedule and budget. Otherwise, enter ““No impact™. Alternatively, you can
attach a proposed project schedule to this change request.

QUALITY IMPACT

If the changes to the project’s scope, schedule or budget will result in a deviation from the
approved quality management plan, list specific quality assurance activities that will not occur,
any new risk of the activities not occurring, the likelihood of the risk occurring, and the impact
to the project if the risk does occur. In some instances, a change in the quality management plan
will be driving the change and cause impacts to the scope, schedule and budget. Otherwise, enter
“No impact”.
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Reviewer Name:

Role:

Deliverable:

Recommended Action: ™ Approve

™ Reject

Reviewer Comments:

Reviewer Signature:

Date:

Approver Name:

Role:

Deliverable:

Recommended Action: ¥ Approve

" Reject

Approver Comments:

Approver Signature:

Date:

Name:

Signature:

Date:
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Security Requirements

1. INTRODUCTION

1.1.
All systems for the New York State Department of Health (NYSDOH) both internal and external
must comply with the security requirements listed in this document.

Contractors and/or NYSDOH program area are required to work with the NYSDOH CISO (New
York State Department of Health Chief Information Security Officer) to satisfy these
requirements.

An acceptable Security Plan will be a mandatory project deliverable and must be completed prior
to commencement of detailed application and systems development, unless otherwise approved
by the NYSDOH CISO. The Security Plan must address the following components and be
presented to the NYSDOH CISO for approval. The standard NYSDOH Security Plan template
will be provided prior to commencement of the project.

Security Plan Components

1) Secure Transmission

2) Systems and Network Security

3) Application Security Requirements

4) Data integrity,

5) Data availability

6) Account management

7) Security Incident Management and Audit Requirements

8) Proprietary Information, Copyright and Software Licensing
9) Data Confidentiality

For management and maintenance of existing systems, NYSDOH CISO-approved security may
already be in place for many of the security components required. Addressing gaps in these
requirements within existing components will be the responsibility of the NYSDOH program
area unless otherwise specified. Contractors and/or NYSDOH program area will have the
responsibility to ensure new components are in compliance with the security standards in this
document, as applicable.

Each project may not need to provide mechanisms for every security component, particularly if
the proposed system/solution will leverage existing NYSDOH systems. NYSDOH program area,
working in conjunction with the NYSDOH CISO as necessary, may make known in any RFP or
project description which requirements will be managed by NYSDOH outside the scope of this
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project. Project proposals should describe measures to address all security requirements in this
document in their Security Plan, as well as indicating which will be handled by NYSDOH
program area and are therefore not applicable to the proposed solution.

For example, if a component of the systems network account management and authentication is
accomplished using the NYSDOH Health Commerce System (HCS), which isa NYSDOH
CI1SO-approved system, the network account management and authentication requirements are
satisfied by NYSDOH and can be stated as such. If this is not the case a description of how
authentication, along with how account management will be handled and what the approach will
be regarding these requirements, must be included in the Security Plan.

1.2

When the application/system is hosted internally, i.e., within the network of NYSDOH, network
and account management security policies will adhere to NYSDOH infrastructure as defined in
Section 2.2.3 and Section 2.6 of this document. NYSDOH CISO performs vulnerability scans as
required on internally hosted systems using standard approved tools. Vulnerabilities are expected
to be corrected in a timely manner, with critical vulnerabilities fixed quickly. Contractors and/or
NYSDOH program area will work with the NYSDOH CISO during security assessment,
vulnerability fixes, and security testing.

NYSDOH web server capabilities are typically utilized if the systems and applications are hosted
inside the NYSDOH network. This environment includes, but is not limited:

(@) Single-sign-on via NYSDOH “WAARP” SSO

(b) Ability to scale to large number of users

(c) Providing high-level data integrity

(d) Providing for basic security of the data at rest and in motion

(e) Built in audit capabilities

(F) Providing point in time recovery

(9) Providing backup and recovery capabilities

(h) Providing logging information for back up, recovery and auditing
(i) Providing support for large objects (blobs, etc)

(1) Providing support for clustering and load balancing

(k) Providing SSL connectivity

(I) Providing data confidentiality

(m)Providing data availability near 24/7/365 if required and requested
(n) Compliance with all NYSDOH security policies

NYSDOH project leads can obtain further details from NYSDOH Information Systems and
Health Statistics Group (ISHSG) staff upon request.
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The contractor and/or NYSDOH program area will work with NYSDOH ISHSG system and
network staff to ensure adequate NYSDOH services and capabilities exist for the proposed
system as required. NYSDOH program area will be responsible for funding additional services
as needed and may pass this requirement to contractors.

1.3
When the systems (databases, files, data, networks, and/or applications) are hosted outside
NYSDOH network (i.e., hosted externally), all requirements detailed below must be satisfied:

1.3.1. Ensure network and host security is defined and in accordance with NYSDOH Network
Configuration Policy (Section 2.2.3).

1.3.2 Documentation must exist in the form of schematics and / or diagrams of the network
layout of the system in accordance with the Network Configuration Policy and a description of
how security will be performed. This network plan must be submitted for review and approval to
NYSDOH CISO during development and again just prior to production. This should include
diagrams with servers clearly labeled. The plan should clearly explain the system’s networking
security policy (which can be included as an appendix to the Security Plan), and should clearly
describe how vulnerability scans and other on-going security measures will be implemented
including frequency of security measures and tests.

1.3.3. NYSDOH CISO must approve the design. Details of all components of the system and all
security components must be reviewed by NYSDOH CISO.

1.3.4. Any changes to the approved network layout must be reviewed and approved by
NYSDOH CISO for continued compliance with NYSDOH network standards.

1.3.5 Documentation must be submitted to NYSDOH CISO for review and approval of how
sessions are established.

1.3.6. Assurance must be provided that when user sessions for an application or network
connection terminate, either normally or abnormally, all related network sessions will also
terminate.

1.3.7. Assurance must be provided that the network is eavesdrop-proof through the use of
technologies including but not limited to secure hubs and/or switches. Wireless networks must
use WPAZ2 or higher encryption, they must not broadcast SSIDs and they must ensure only
authorized hosts can connect to the WLAN. Wireless may not be used for secure private e-
commerce or external-class networks as defined in the Network Configuration Policy (Section
2.2.3).
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1.3.8. Assurance must be provided that the information, including system(s) will be isolated from
other networks via secured network devices such as firewalls and/or state-full routers, including
but not limited to other technologies that allow such isolated networks.

1.3.9. Assurance must be provided that devices to be used are protected by packet-filtering
firewalls and/or firewall-grade routers.

1.3.10. Assurance must be provided that all devices are operated utilizing robust operating
systems and hardened against attack. Hardening includes and is not limited to OS patch
management, software patch management and removing unnecessary services where applicable.
Systems should comply with New York State Cyber Security Policy P03-002 defined at
http://www.cscic.state.ny.us/lib/policies/documents/Cyber-Security-Policy-P03-002-

V3.2.pdf and National Institute of Standards and Technology (NIST) standards defined at
http://csrc.nist.gov/publications/PubsSPs.html, such as:

NIST SP800-12
NIST SP800-14

NIST SP800-27
NIST SP800-40
NIST SP800-41
NIST SP800-44
NIST SP800-50

NIST SP800-53
NIST SP800-54
NIST SP800-61

NIST SP800-70

NIST SP800-81
NIST SP800-88
NIST SP800-92
NIST SP800-94
NIST SP800-95

NIST SP-800-123

(An Introduction to Computer Security: The NIST Handbook)
(Generally Accepted Principles and Practices for Securing Information
Technology Systems)

(Engineering Principles for Information Technology Security)
(Creating a Patch and Vulnerability Management Program)
(Guidelines on Firewalls and Firewall Policy)

(Guidelines on Securing Public Web Servers)

(Building an Information technology Security Awareness and Training
Program)

(Recommended Security Controls for Federal Information Systems)
(Border Gateway Protocol Security)

(an Introductory Resource Guide for Implementing the HIPAA Security
Role)

(National Checklist Program for IT Products-- Guidelines for Checklist
Users and Developers)

(Secure Domain Name Systems (DNS) Deployment Guide)
(Guidelines for Media Sanitization)

(Guide to Computer Security Log Management)

(Guide to Intrusion Detection and Prevention Systems (IDPS))

(Guide to Secure Web Services)

(Guide to General Server Security)

1.3.11. Assurance must be provided that periodic network vulnerability scans and tests be
performed. These scans and/or tests should include and not be limited to open ports scans and
network intrusion detection. This requirement must be addressed within the Security Plan, and
the plan will be reviewed by NYSDOH CISO. For externally hosted systems, specify tools that
will be used for vulnerability scans in the security assessment section. Within NYSDOH
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managed (internally hosted) networks, standard tools are used in systems like the Health
Commerce System (HCS), and these tools were approved by NYSDOH CISO. Similar standard
tools must be used for scanning in externally hosted systems as well, and these tools will be
reviewed for acceptability by NYSDOH CISO. After review, NYSDOH CISO must approve the
tools that are planned to be used for vulnerability scanning. Contractors can request of NYSDOH
the names of the scanning tools used in NYSDOH internally hosted applications/systems, if
required.

NYSDOH CISO reserves the right to run periodic vulnerability scans and review reports from
scans as needed. Scans and tests will be performed prior to being implemented on production
networks and after software of operating systems or configuration changes are made. All source
code must be provided for periodic review by NYSDOH CISO. Critical vulnerabilities identified
during scans must be fixed and all NYSDOH CISO’s security recommendations must be
followed. Scans and tests must be performed at least annually and more frequently for critical
and/or high-risk systems, such as those exposed to external users and/or the Internet. Scan
frequencies should be defined within the scope of work.

1.3.12. All hardware, networking components, physical devices and software related to the
project/system are to be protected and no unauthorized person should be able to access these
hardware and software components. Any intrusion and unauthorized accesses must be stopped
and reported to the NYSDOH CISO as they occur.

1.3.13. Description and documentation must exist of the steps to physically secure the location of
servers or workstations that will contain applications, source code and/or databases related to the
project/system. This must contain how all these physical devices are protected.

1.3.14. Description and documentation must exist regarding disaster recovery/business continuity
of the systems. Periodic back-ups of data, databases, software, applications including and not
limited to source code of anything defined within the project scope must be performed according
to the disaster recovery/business continuity requirements. Encryption of backup media is
encouraged and at times may be required by law.

1.3.15. Systems hosted outside NYSDOH-managed networks, including all hardware, software,
networking components, applications, data, etc, must have the same level of security as that of
systems hosted within NYSDOH networks. Some of the capabilities of servers hosted internally
are highlighted in Section 1.2. Periodic reviews and keeping externally hosted systems up to
date to meet all security requirements are required. Working with NYSDOH CISO to ensure that
externally hosted systems are at least as secure as NYSDOH-internally hosted systems is
required. NYSDOH CISO reserves the right to review externally hosted systems to ensure they
satisfy NYSDOH security requirements completely.
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1.3.16. Periodically NYSDOH may update security policies pertaining to systems hosted
externally. NYSDOH will make updated standards and polices available.

2.  SECURITY REQUIREMENTS
2.1 SECURE TRANSMISSION

The following requirements need to be followed whenever computer systems are used and data is
transmitted electronically.

2.1.1. All information transfers must be secure from point to point as outlined in this section
commensurate with data.

2.1.2. No sensitive or confidential information, current, historical, archived files or other
information, will be allowed via unencrypted channels.

2.1.3 Information transmission must be commensurate with sensitivity and confidentiality of the
data. This secure transmission policy applies to all sensitive and confidential information and the
Security Plan must include details on how secure transmission is addressed.

2.1.4. Appropriate measures to protect information during transmission must be in place. These
include but are not limited to: use of data encryption, and/or using transmission headers,
checksums, digital signatures and control totals.

2.1.5. Assurance must exist in the Security Plan that information classified as “confidential” (as
defined in an RFP, HIPAA, NYSDOH policies related to data classification, and/or other NYS
Laws and Regulations) must not be transmitted across an open or insecure network unless it is
encrypted.

2.1.6. Encryption implementations must be approved by NYSDOH CISO before being utilized.
The management of encryption keys and mechanisms must be planned and must conform to
NYSDOH standards of encryption management agreed upon with NYSDOH CISO.

2.1.7. Proprietary encryption algorithms used will provide supplemental security only and will
not be the sole source of encryption security. All information stored is to be encrypted using
above average encryption strength (currently 128-bit for data in motion) except where the
information is required for basic system operation and encryption beyond industry-standard
levels is not available.
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2.2 SYSTEMS AND NETWORK SECURITY
2.2.1 Server Requirements

Security requirements for server(s) used for the project/system are included but not limited to
what is outlined in this section.

All information must be stored on appropriately secured servers, as required in Section 2.2.3,
Network Configuration Policy, and they need to have appropriate level of access control.

Systems used for NYSDOH systems must have appropriate physical controls and be described in
the Security Plan.

NYSDOH uses and maintains anti-virus software to ensure virus and anti-malware protection
steps are in place to ensure safe operation of the network(s). The approach used should be
included in the Security Plan. NYSDOH CISO reserves the right to review the virus protection
solution and make recommendations to ensure proper virus protection/prevention.

2.2.2 Remote Access Control

2.2.2.1. All systems and applications that connect remotely to NYSDOH systems or networks
used by NYSDOH systems, whether hosted internally or externally, must be approved in writing
by NYSDOH CISO.

2.2.2.2. All remote access must be logged at all times, including the ability to produce
documentation and justification for any lapses in logging.

2.2.2.3. The use of modems attached to any permanently network-connected device is not

allowed unless approved in writing by NYSDOH CISO.
2.2.3 Network Configuration Policy

An organization or Internet domain may contain several types of networks. Each type of network
provides different methods of risk reduction, depending on the network access needs. Below is a
basic definition of acceptable network configurations.
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2.2.3.1 All Networks

= Eavesdrop-proof through use of secure hubs and/or switches
(See NIST SP800-41, SP800-53, SP800-94)

= Isolated from other networks via secured network devices such as firewalls and/or state-
full routers (See NIST SP800-41, SP800-53, SP800-54)

= Logging of all successful and failed attempts should occur at all network perimeter
devices (See NIST SP800-53, SP800-92)

= Logs should be stored on protected hosts (See NIST SP800-92)

= Logs should be reviewed at least every business day

= Hosts must comply with security modules as described in: NIST SP800-53, -41, -44, -92,
-94, -95, and -123

= Network users and administrators must receive security awareness training
(See NIST SP800-12, NIST-SP800-50)

2.2.3.2 Untrusted Networks
Definition: A network outside of the direct, immediate control of the organization.
Example: Internet

Requirements:
= Only firewalls and/or firewall-grade router devices should reside on an untrusted network
= Management of devices on an untrusted network must be via a trusted connection to the
device

2.2.3.3 External Networks

Definition: servers that require unauthenticated access from untrusted networks, such as the
Internet.

Example: Network containing public web or mail servers

= No client (user) machines should reside on an external network

= Devices should be protected by packet-filtering firewalls and/or firewall-grade routers

= Devices must run robust operating systems and be hardened against attack. Hardening
includes loading of all applicable patches as they are released and removing unneeded
services

= No confidential or sensitive information may be stored, either temporarily or
permanently, on any devices on this network except as needed for fundamental system
operation and then only if encrypted (/etc/shadow, for example)

= Network logs should be archived for a least six (6) months

= Application logging should be activated wherever possible and reviewed at least every
business day

= Inbound and outbound connectivity should be limited to needed services** but may go to
and come from any type of network

= Authentication systems must be centrally managed
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2.2.3.4 E-commerce Networks

Definition: Servers that provide authenticated access from untrusted networks, such as the
Internet.

Example: Networks used to transact confidential information with clients and/or partners

= No client (user) machines should reside on an e-commerce network

= Devices should be protected by packet-filtering firewalls and/or firewall-grade routers

= Devices must run robust operating systems and be hardened against attack. Hardening
includes loading of all applicable patches as they are released and removing unneeded
services

= Network logs should be archived for a least six (6) months

= Application logging must be activated where ever possible and reviewed at least every
business day

= Confidential or sensitive information stored on devices in this network must be secured
independently from network access security control (for example, separate password
files) where ever possible

= Confidential or sensitive information stored on devices in this network must be encrypted
using above-average encryption strength (currently 128-bit) except where the information
is required for basic system operation and encryption beyond industry-standard levels
(currently 56-bit) is not available (example: /etc/shadow)

= Confidential or sensitive information transferred to or across untrusted networks must be
encrypted

= System and application standards designed to protect the systems, applications and
network must be established by the system administrators

= Access to systems must be limited to needed parties and must be approved, where
applicable, by data owners

= Inbound and outbound connectivity should be limited to needed services**

= Inbound connectivity from untrusted networks must be authenticated. Authentication
must be encrypted to industry-standard levels (at least 56-bit at time of writing)

= Authentication systems must be centrally managed
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2.2.3.5 Private Networks
Definition: Internal network which hosts users and internal-only applications and servers
Example: Corporate intranet

= Devices should be protected by packet-filtering firewalls and/or firewall-grade routers

= Devices should be maintained in a secure state

= An automated virus-protect solution must be in operation

= Network logs should be archived for a least six (6) months

= Application logging should be activated wherever possible and frequently reviewed by
the individual(s) responsible for the application

= Access to systems must be limited to needed parties and must be approved, where
applicable, by data owners

= No inbound connectivity from untrusted networks is permitted

= Inbound connectivity from e-commerce networks is permitted provided the private
network devices run robust operating systems and hardened against attack. Hardening
includes loading of all applicable patches as they are released and removing unneeded
services. The needed services cannot provide access beyond the scope of the need **

= Qutbound connectivity should be limited to only to needed services**

= Authentication is required for access to confidential or sensitive information. This
includes information temporarily or permanently stored on PCs or other single-user
devices
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2.2.3.6 Secured Private Networks

Definition: Servers that hold the organizations most sensitive information and are secured from
all other types of networks

Example: Network containing database servers containing credit card or patient-identifying data

No client (user) machines should reside on a secured private network

Devices should be protected by packet-filtering firewalls and/or firewall-grade routers
Devices must run robust operating systems and be hardened against attack. Hardening
includes loading of all applicable patches as they are released and removing unneeded
services

Network logs should be archived for a least six (6) months

Application logging must be activated where ever possible and reviewed at least every
business day

Confidential or sensitive information stored on devices in this network must be secured
independently from network access security control (for example, separate password
files) where ever possible

System and application standards designed to protect the systems, applications and
network must be established by the system administrators

Access to systems must be limited to needed parties and must be approved, where
applicable, by data owners

Inbound and outbound connectivity should be limited to needed services**

No inbound connectivity from or through untrusted networks is permitted
Authentication systems must be centrally managed

2.2.3.7 Recommended Best Practices

Network Intrusion Detection Systems be deployed at strategic locations
Network Mapping/Scanning be done at regular intervals to detect vulnerabilities

NYSDOH Auditing

Network administrators must provide written confirmation of policy compliance prior to
full production implementation and quarterly thereafter. This attestation must be
supported by detailed network descriptions, which address the related policy aspects
NYSDOH Security Office will be provided secure shell (SSH) access to at least one
device in each network. The account must have privilege to create network sockets
NYSDOH Security Office reserves the right to conduct on-site inspection of network
infrastructure for the purpose of policy compliance verification

Modifications to these auditing requirements may be negotiated but should not be
assumed

** DOH Security Unit will perform the risk benefit analysis prior to approval and deployment of services
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NYSDOH Network Configuration Policy Diagram

Internet
(Untrusted)

http: foublic website com

O
»]

External 4
Met SMTP Relay

hittp: ffisecure vwehsite.com

®]
R
S

LA ¢

|
(=

Commerce Net

Private Net

Secure Erivat [
Met r

Figure 1. Network Configuration Policy Diagram
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2.3 APPLICATION SECURITY REQUIREMENTS

Systems and application development must comply with NYSDOH security policies outlined in
this document. When new application code is developed, the security within the Software
Development Life Cycle (SDLC) methodology must be documented. The NYSDOH CISO
reserves the right to review the development plan and may apply additional requirements for
promotion of applications.

NYSDOH CISO review and approval do not apply to emergency code fixes that need to be done
during production emergencies, however NYSDOH program area staff is required to notify the
NYSDOH CISO immediately when emergency fixes are applied and must work to correct any
vulnerabilities discovered in these updates in a timely manner. Any new or updated application
code is still expected to go through NYSDOH CISO periodic application security scanning and
vulnerabilities must be corrected as specified by NYSDOH CISO in consultation with NYSDOH
management.

Applications will be scanned for security vulnerabilities by NYSDOH CISO. Periodically, the
NYSDOH CISO may request a copy of the current software source code for its own internal
security testing, archiving or other purposes. The contractor/NYSDOH program area is expected
to work with the NYSDOH CISO to manage security assessment and fix critical vulnerabilities
that may jeopardize the security of the system.

2.3.1. Testing

Application security tests, reviews and audits must be conducted regularly to evaluate the
security of systems and applications. Applications must be tested for vulnerabilities prior to
promotion to production. Issues must be identified and rectified as found. When changes are
made to related software or applications, testing will be performed again to ensure NYSDOH
compliance.

2.3.1.1. The Security Plan must describe the proposed security testing procedures and include
responsibilities for security testing. Contractors/NYSDOH staff working with systems on
NYSDOH-managed networks are encouraged to use the source code analysis and application
security scanning tools managed by the NYSDOH CISO, but may specify alternatives.
Alternatives must be approved by NYSDOH CISO.

2.3.1.2. The Security Plan must include the external application testing platforms, if currently in
use, as well as software source code testing platforms that are used.,

2.3.1.3. Use of live data for testing purposes: At no time should any application testing be
performed on live data. Where ever possible, testing should be created to mimic live data but not
contain any live information. Simulation of live data is suggested.
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2.3.2. Application vulnerability areas include the following and must be addressed in the
Security Plan as applicable.

2.3.2.1. Input Validation: ensure that all input validation be achieved in a manner to prevent any
malicious requests or code from being processed.

2.3.2.2 Output Validation: ensure that all data retrieved from inter process operations has been
appropriately validated.

2.3.2.3. Type Checking: Ensure that all data retrieved from inter process operations, including
screen input, has been validated for the expected data type.

2.3.2.4. Bounds Checking: ensure that all variables be bounded by the length they are designed
to be. This is a critical and integral part of Input Validation.

2.3.2.5. Writing Directly to a File: ensure that at no time any sensitive information be written to
any external files (text or otherwise) except to log files, unless approved by the NYSDOH CISO.
This includes sensitive information and includes any external files used within the application on
a temporary basis.

2.3.2.6. URL Passed Variables: ensure that variables will not be passed via a URL or are
subjected to a high standard for Input Validation. Wherever possible, internal session variables
should be used and only session reference given.

2.3.2.7. Caching SSL Pages: ensure all feasible precautions are taken to ensure that any cached
SSL pages be removed upon exiting of the browser and/or the website.

2.3.2.8. Hidden Form Variables: ensure use of hidden form fields is limited; treat these fields
with the same limited trust as other form fields and validate data provided in these fields as such.

2.3.2.9. Cookies: ensure that any cookies required for any and all web based applications will
expire upon completion of the application. No cookies should be allowed to remain for an
indefinite period of time. A Maximum Auth Cookie timeout will be required. Cookie values
received from the client should be validated as with all other input. Authorization cookies must
have an expiration time and comply with NYS Cyber Security Policy P03-002.

2.3.2.10. Tool Sets and External Code: Use of third-party modules and/or programs should be
limited to items that are known to have undergone thorough security testing. Where possible,
source code for any third-party solutions should undergo secure code reviews, including
application scanning. No applications or modules should call or access external links or
resources, unless this is part of the system’s core functions. (For example, if the system is
designed to call an external web service and process the result, external reference would be
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expected. Modules should not reference to external libraries for internal execution, however.)
Likewise, no applications or modules should display external links unless this is part of the
system’s core functions. Use of code, modules and/or programs obtained from external sources
must be in compliance with licenses agreements.

2.3.2.11. Configuration Files: ensure that no external configuration files will contain sensitive
information including but not limited to clear-text user names and/or passwords. Encrypted
configuration files and/or use of encrypted values within clear-text files are permitted.

2.3.3. Application Logging: Logs should be reviewed for application security at least each
business day and critical issues should be escalated as required by NYSDOH policy and
procedures and/or other applicable legal requirements.

2.3.4. Databases: ensure that all connections to any and all databases be secure, including but not
limited to restricting connections to said databases from authorized applications, hosts, networks
and users.

2.3.5. Database Queries: ensure that all database queries are secure, run by authorized users and
application(s). Queries should be stored procedures wherever possible. At no time should input
data be passed to the database without appropriate validation.

2.3.6. Writing to Screen including error messages: ensure all feasible precautions are taken to
ensure that all error messages are benign and reveal no extra systems information. This includes
abend or stack trace errors or any other information displayed that could be used in a malicious
way against an application or system. A generic error message should be used at all times.

2.3.7. NYSDOH encourages scanning application source code for security vulnerabilities on a
regular basis and addressing vulnerabilities as discovered. Critical findings are expected to be
addressed on a regular/ongoing basis.

2.3.8. NYSDOH CISO will conduct periodic reviews of adherence to application security
policies, test procedures, guidelines and standards. The NYSDOH CISO and the
contractor/NYSDOH program area will work together towards achieving as vulnerability free an
outcome of the scan as possible.

2.3.9. All applications must be tested for vulnerabilities prior to promotion into production.
Results must be cleared with NYSDOH CISO. NYSDOH CISO approval is required prior to
promotion into production.
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2.4. Data Integrity

Data integrity is an integral part of any application or system. The Security Plan must include
specific details related to preserving the integrity of data maintained in the system.

No unauthorized person or process shall be allowed to update data or in any way impact data
integrity. Account management requirements should be satisfied completely. Account
management is detailed in Section 2.6.

The following should be explained in the Security Plan:

2.4.1. Explain how the integrity of all information sources within the scope of this system is
maintained.

2.4.2. Explain how authorization required for all production system input is accomplished and
tracked as appropriate.

2.4.3. Explain how the system is free from risks of undetected changes.

2.4.4 Explain how integrity of data is maintained on network systems. For internally hosted
(NYSDOH) systems, NYSDOH runs periodic network scans and tests to help ensure the
integrity of data and network systems.

2.4.5 Explain how a secure environment for the Source Code of any software will be maintained.

2.4.6. Explain how the risks that data input could contain malicious exploits, such as file uploads,
will be detected, mitigated and handled.

2.5. Data Availability

Data must be available to the degree specified in the project requirements. The Security Plan
must clearly describe the plan for ensuring Business Continuity, Disaster Recovery and Data
Availability and the requirements/needs around each.

Data should be recoverable from backups when required. Measures must be in place to mitigate
data loss. The Security Plan must specify the backup requirements, who is responsible for each
component, how this will be achieved and how it will be verified, including the transfer of recent
copies of backups to a physically and environmentally secure off-site storage location, if
applicable.
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Backup procedures and practices should be monitored regularly and any back up failures should
be corrected immediately. Testing the backups should be done regularly to determine if data files
and programs can be recovered. All recovery of information from back up and restoration
procedures should be documented and appropriate staff well trained for executing successful
recoveries during disasters and during situations of data loss.

Backup procedures and practices must comply with all security requirements included in this
document, including data integrity and security of data transmission and access controls.

2.6. Account Management

Account management must be described in the Security Plan. This must address the
requirements listed below which are found in NYS Cyber Security Policy P03-002 Part 10,
Access Control Policy. This can be found at
http://www.cscic.state.ny.us/lib/policies/documents/Cyber-Security-Policy-P03-002-
V3.2.pdf. NYSDOH CISO reserves the right to review and approve the account management
process.

Data systems hosted within NYSDOH’s networks and made available to external entities must
utilize the NYSDOH’s existing account systems for at least primary authentication unless
explicitly approved by NYSDOH CISO. Data systems to be hosted outside the NYSDOH’s
networks are encouraged to use these systems as well, however details must be included in the
Security Plan to secure the inter-network communications and ensure security of this
configuration. Contractors and/or NYSDOH program area are welcome to use additional
authentication and/or authorization controls but must document the need for such and provide
details related to account management as described in this section. Access management systems
different from standard approved NYSDOH systems, such as Healthcom Commerce System
(HCS), must be reviewed and approved by the NYSDOH CISO.

2.6.1. Access to NYSDOH information systems residing within NYSDOH networks (internal)
and networks outside NYSDOH networks (external) must be managed to preserve the properties
of integrity, confidentiality and availability. NYSDOH’s information assets will be protected by
appropriate logical and physical access control mechanisms commensurate with the value,
sensitivity, consequences of loss or compromise, legal requirements and ease of recovery of
these assets.

2.6.2. Information owners are responsible for determining who should have access to protected
resources within their jurisdiction, and what those access privileges will be (read, update, delete,
etc.). These access privileges will be granted in accordance with the user’s job responsibilities.
Workforce members must not be allowed access to NYSDOH information systems until properly
authorized.
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2.6.3. Only appropriate information owners or their delegates will make authorized requests for
the registration and granting of access rights for personnel onto NYSDOH systems. As such,
information owners and delegates must be formally designated, approved by management and
documented. NYSDOH CISO reserves the right to review the authorization process
implemented.

2.6.4. A user management and access tracking process shall be established and documented to
outline and identify all functions of user management Standards and procedures must exist for
account management in accordance with NYS Cyber Security Policy P03-002 which include:

(a) Account provisioning, updating, de-provisioning and distribution (including, user identity
verification, enrolling new users, deleting users and reviewing users)

(b) Authorization assignment and revocation

(c) Privileged account management (including granting, removing and periodic review)

(d) Authentication token (such as password) management (including reset) and distribution,
including user identification procedures

(e) Access by third parties, such as sub-contractors, and vendors

2.6.5. Privileged user-ids must not give any indication of the user’s privilege level, e.g.,
supervisor, manager, administrator. These individuals should also have a second user-id when
performing normal non-privileged business activities, such as, accessing the email system.
Where technically feasible, default administrator accounts must be renamed, removed or
disabled. The default passwords for these accounts must be changed if the account is retained,
even if the account is renamed or disabled.

2.6.6. For applications that interact with individuals that are not employed by NYSDOH, the
information owner is responsible for ensuring an appropriate user management process is
implemented. Standards for the registration of such external users must be defined and include
the credentials that must be provided to prove the identity of the user requesting registration,
validation of the request and the scope of access that may be provided. These standards will be
reviewed and approved by NYSDOH CISO. Guidelines given in “Identity and Access
Management: Trust Model” (found at http://www.cio.ny.gov/Policy/G07-001/G07-001.pdf)
should be followed.

2.6.7. Logon banners are implemented where that feature exists to inform all users that the
system is for NYSDOH business or other approved use consistent with NYSDOH policy, and
that user activities may be monitored and the user should have no expectation of privacy. Logon
banners are usually presented during the authentication process.
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The standard approved NYSDOH banner is “Use of NYS Department of Health computers and
related resources is restricted solely to the conduct of NYSDOH business. User IDs and
passwords assigned to an individual are the responsibility of that individual and may not be
shared with others. Compromise of user IDs and passwords to department computers must be
immediately reported to NYSDOH CISO. Personal and unauthorized usage is prohibited unless
stated otherwise by NYSDOH policy.” Where not technically feasible due to length, the
following legal notice may be used: “NYSDOH use only and subject to monitoring”.

If possible, the notice should appear prior to authentication. If this is not possible, the notice
should appear immediately after authentication.

2.6.8. Password Management

2.6.8.1. Passwords are a common means of authenticating a user’s identity to access an
information system or service. Password standards must be implemented to ensure all authorized
individuals accessing NYSDOH resources follow proven password management practices. These
password rules must be mandated by automated system controls whenever possible unless
explicitly approved otherwise by NYSDOH CISO. These password best practices include but are
not limited to:

(a) passwords must not be stored in clear text;

(b) use passwords that are not easily guessed or subject to disclosure through a dictionary
attack;

(c) passwords must be kept confidential and not shared;

(d) passwords must be changed at regular intervals with a maximum expiration of 90 days;

(e) change temporary passwords at the first logon;

(F) when technology permits, passwords must contain a mix of alphabetic, numeric, special,
and upper/lower case characters and be a minimum of 8 characters;

(9) do not include passwords in any automated logon process (e.g., stored in a macro or
function key, web browser or in application code)

2.6.8.2. To ensure good password management, password standards must be implemented on all
platforms when technically feasible. Contractor and/or Program Area’s adherence to password
management practices will be reviewed by NYSDOH CISO.
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2.7 Security Incident Management and Audit Requirements

NYSDOH CISO reserves the right to review, evaluate and audit for security compliance any
component of the system to assess if security requirements are being followed. NYSDOH CISO
reserves the right to coordinate and/or conduct security assessments and will discuss outcomes of
security scanning with the contractor and/or program area to work towards fixing critical security
vulnerabilities.

The Security Plan will include specifics on the approach of how these audit requirements will be
accomplished taking into account items listed below:

2.7.1. System Logs must be available for the NYSDOH CISO to review and/or document how
these will be reviewed on a periodic, ongoing basis.

2.7.2. Logs must be reviewed and documented every business day at least once every 24 hours.
Assurance must be provided to certify the system is in conformance to Section 2.2.3 NYSDOH
Network Configuration Policy of this document.

2.7.3. Systems must be monitored and when thresholds of specific security related events are
reached NYSDOH must be notified. All suspicious or unusual events will be reported to the
NYSDOH program area who will in turn notify the NYSDOH CISO of possible security
incidents within 24 hours of discovery. The approach towards meeting the addressing of the
requirement to monitor and detect security events and to execute proper responses to those
events should be included in the Security Plan for review and approval.

2.7.4. Security Systems must be in place to record all security related events in an audit log.
Where applications maintain their own authentication and/or authorization controls, the
application must also maintain its own logs of authorized access privileges and unauthorized
attempts at access. Account management requirements, outlined in Section 2.6, need to be
followed. Typically these events include:

(@) Valid and invalid user authentication attempts
(b) Log on and activity of privileged users

(c) Successful access to security system details
(d) Access to resources outside normal hours

(e) Changes to user security profiles

(f) Changes to access rights of resources

(9) Changes to system security configuration
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2.7.5. Audit logs including logging analysis tools, systems and outputs, must be managed and
stored in a secure manner to ensure their integrity. No unauthorized access should be permitted.
At no time should anyone have access to change a log file. No logs may be altered in anyway.

2.7.6. All Security Logs should be archived for at least six (6) months, unless directed by other
laws and/or regulations.

2.7.7. All users and administrators who are in relation to the scope of work for this
project/system must receive periodic security awareness training and be qualified to work in a
secure environment. Any updates to NYSDOH security policies should be communicated to
these users and administrators.

2.7.8. All logs are to be made available to NYDOH CISO on an as needed or predetermined
schedule for review.

2.7.9. A list of what software used in components of the system needs to be maintained and
provided as required by NYSDOH CISO. NYSDOH CISO reserves the right to audit and review
lists of software added and inspect code and assess compliance of security requirements.
NYSDOH CISO may require code found to cause significant risk to NYSDOH be removed.

2.8 Proprietary Information, Copyright and Software Licensing

2.8.1. Software licenses must be reviewed on a periodic basis and the results must be reported to
NYSDOH CISO to ensure that the terms of software licenses are being complied with.

2.8.2. Any unauthorized software is to be isolated and access disabled.

2.8.3. Appropriate licenses for any products provided as part of this project/system must exist.
Licenses purchased under a contract are owned by NYSDOH.

2.8.4 Copying licensed or NYSDOH proprietary software must be limited to legitimate backup
processes. NYSDOH will hold individual program areas and/or contractors liable for any
inappropriate software use, distribution or license violations.

2.8.5. Any software including software developed, maintained, acquired or in any other way
created during the length of this project is the expressed property of the NYSDOH and can not
be used for any other reason than its intended use without prior approval of NYSDOH.
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2.8.6. Contractors and/or external parties will return to NYSDOH any all material developed as
part of this and any related projects/contracts at the conclusion of work on NYSDOH funded
solutions. This would include removing any copies of NYSDOH-funded solutions or NYSDOH-
proprietary data and/or information. NYSDOH Secure Disposal policies must be followed to
ensure secure removal of said information.

2.8.7. Especially in the case of sensitive or confidential information, Contractor will ensure that
all information at the expiration of this contract will be destroyed and documented as such.
Documentation is to be supplied after all information is handed back to the NYSDOH and or
subsequent contractor(s). NYSDOH APPM 430.0 Secure Disposal or Reuse of Media Policy
must be followed.

2.8.8. All media, not owned and maintained by NYSDOH, must be securely erased or rendered
unreadable before disposal as approved by NYSDOH CISO. Storage media must be sanitized at
or above US Department of Defense standards at the end of contract after information is
migrated to the NYSDOH and or the successor of the contract.

2.9 Data Confidentiality

The Security Plan must provide data confidentiality and integrity assurances through
technologies including but not limited to field-level encryption, file level encryption and/or
strong ACL controls. Information stored is to be encrypted using above average encryption
strength (with 1024-bit or above) except where the information is required for basic system
operation and encryption beyond industry-standard levels is not available.

3. Updates to Policies

The standards, guidelines and policies described in this document will be revised periodically.
Changes to policies will be included in change management or during re-bid. NYSDOH will
make notification of updates and changes to security policies.

References:

1. NYS Cyber Security Policy P03-002 at
http://www.cscic.state.ny.us/lib/policies/documents/Cyber-Security-Policy-P03-002-
V3.2.pdf

2. Health Insurance Portability Accountability Act (HIPAA)

3. National Institute of Standards and Technology Computer Security Resource Center at
http://csrc.nist.gov/
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Security Requirements Deliverable

1. Confidentiality, Integrity and Availability of data at rest and in motion.

2. Network Security including server management, network configuration, network security
vulnerabilities and their prevention, secure transmission of data, account management, incident
handling and auditing/log management.

New York State Department of Health Page 197 of 205




New York State Donate Life Registry RFP No. 0222121202

Attachment 21 (cont.)

3. Application security; application security audit, review and remediation; and secure coding
practices as they pertain to an overall secure software development life cycle (SSDLC),
including any tools used in this process.
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Proposed Solution Technology
(Please place on company letter head)
Date: Vendor Phone No.:
Vendor Contact Name: Vendor Fax No.:
Vendor Address: Vendor Contact E-mail Address:

Vendors are required to provide information pertaining to the solution technology.
Use as much space as necessary.

Provide, as additional, separate documents within this tab of the binder, any information
necessary to adequately address the proposal submission requirements.

A.1 Solution Technical Design and Architecture
Describe in detail your proposed solution’s design and technical architecture, including

hardware (servers, network bandwidth, backup components, failover components, security
components, UPS components) and software (interoperable components, frameworks, security,
modules used, location of business logic and processes). Describe in detail middleware
technology, 3rd party technology or components, application layers and interfaces.

1. Project Plan

Project Schedule (Attach MS Project or equivalent high level Gantt chart showing iterations)

Plan for requirements tracing:

Proposed issue tracking and reporting plans:

Performance goals (describe plan for meeting requirements):

Reliability (describe plan for tracking and meeting requirements):
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2. Proposed infrastructure (include system architecture diagram and component details)

Production Site:

Development and Test sites:

DMV file transfer:

Backup/Recovery, Failover, Disaster Recovery

3. Application Platform

Database:

Development Language(s):

Electronic Signature solution:

Licensed products, open source/freeware:

Software tools:

System to implement document imaging:

Accessibility compliance plan:
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4. Disaster Recovery Plan

(Attach separate document if necessary)

5. Description of Registry Transition/Turnover

6. Experience by Bidder or proposed contractors in:

Computer system development:

References for computer system development work:

7. Proposed IT project team

Roles (i.e. Project Manager, Business Analyst, Application Developer)
1)
2)
3)

8. Documentation Plan

Describe/list artifacts that will be created and supported:
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References/Client List

<vendor legal company name>
<company street address>
<company city, state, zip>
<company phone>

<company fax>

Reference 1

Reference Name:

Reference Contact Information
Address:

Phone:
E-mail:
Provide a brief description of a recent project for which they are serving to reference.

Reference 2

Reference Name:

Reference Contact Information
Address:

Phone:
E-mail:
Provide a brief description of a recent project for which they are serving to reference.

Reference 3

Reference Name:

Reference Contact Information
Address:

Phone:
E-mail:
Provide a brief description of a recent project for which they are serving to reference.
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Reference 4

Reference Name:

Reference Contact Information
Address:

Phone:
E-mail:
Provide a brief description of a recent project for which they are serving to reference.

Reference 5

Reference Name:

Reference Contact Information
Address:

Phone:
E-mail:
Provide a brief description of a recent project for which they are serving to reference.
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Checklist for Proposal Submission

Bidder Name:

General

o Signed original plus eight (8) additional copies of the proposal are enclosed.
o Transmittal Letter with specified information — Attachment 1

Administrative

o Checklist for Proposal Submission — Attachment 24

o Bid Form — Attachment 2

o Vendor Responsibility Attestation — Attachment 5

o Contractor Certification Form ST-220TD- Attachment 6

o Contractor Certification Form ST-220CA- Attachment 7

o State Consultant Services Form A - Attachment 9

o State Consultant Services Form B - Attachment 10

o M/WBE Form #1: Bidders M/WBE Utilization Plan — Attachment 12

o M/WBE Form #2: M/WBE Waiver Request — Attachment 13

o  M/WBE Form #3: Quarterly Update M/WBE Contractor Compliance Plan — Attachment 14
o M/WBE Form #4: M/WBE Staffing Plan — Attachment 15

o  M/WBE Form #5: Equal Employment Policy Statement — Attachment 16

o M/WBE Form #6: M/WBE Workforce Employment Utilization Report — Attachment 17
o MWBE Subcontractors and Suppliers Letter of Intent to Participate - Attachment 18
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o References/Client List - Attachment 23

o Proof of financial stability in the form of audited financial statements, Dunn and Bradstreet
reports, etc., and showing of plan to fund the proposal, including commitment letters or
other documentation as applicable

o Evidence of NYS Department of State Registration

o Certificate of Incorporation, together with any and all amendments thereto; Partnership
Agreement; or other relevant business organizational documents, as applicable.

o CD or DVD containing electronic copies (Adobe Reader 8 or higher).

Proposal

o Section | Executive Summary
o Section Il Organizational Experience and Capacity
o Cost Disclosure Form — Attachment 4
o Section Il = NYSDLR Program Narrative
o Administrative and Operation Support
o Public outreach, education and marketing
o Security Requirements Deliverable — Attachment 21
o Proposed Solution Technology — Attachment 22
o CD or DVD containing electronic copy (Adobe Reader 8 or higher).
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