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a. Project Manager (Key Staff)

S A 3

Description The Project Manager has overall responsibility for the data
warehouse over the life of the contract. The Project Manager
defines, plans, schedules and controls all Contractor activities
related the project. The Project Manager ensures that
appropriate resources are available to accomplish the tasks,
deliverables and other activities associated with the data
warehouse.

Manage all Phases of the project;

Maintain the project budget;

Develop and maintain the project plan;

Monitor progress against the established project plan;
Review all major deliverables;

Assign, coordinate and monitor the tasks and activities
of the Contractor team throughout the life of the
contract; and

e Report the status of all projects to NYSDOH;

¢ Manages:

o Technical Architect;

o Senior Business Analyst;

o Senior Quality Assurance Specialist; and

o Senior Training Specialist.

Responsibilities

Skills Mandatory:
o Data warehouse development and management;
e Project planning and management;
e Issues management;
e Organization and people management; and
e Communication, facilitation and presentation skills.
Optional:
= PMI certified.
Tools/Software | project MS Project or comparable tool.
management

Microsoft Office Microsoft Word, Excel, Visio (or

tools comparable tool), Power Point.

Experience Data warehouse Three (3) or more years managing data
project warehouse development projects.
management

Data warehouse Two (2) or more data warehouse
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implementation implementation projects.

Large team Managed three (3) or more projects with

management multiple sub-teams of greater than ten
(10).

Medicaid Three (3) or more years of experience
desirable.

b. Technical Architect (Key Staff)

Description The Technical Architect has responsibility for the data
warehouse architecture and infrastructure. The Technical
Architect must be skilled in multiple disciplines of data
warehousing including hardware configuration, database
administration, data acquisition and data delivery. The
Technical Architect is responsible for integrating the different
hardware and software components of the data warehouse to
ensure its flexibility, extendibility and scalability.

Responsibilities e Manage the integration of the various technical
components in the overall technical infrastructure;

e Develop the data warehouse technology standards,
processes and procedures;

e Develop change management procedures for the
hardware and software components;

e Develop methods and metrics for assessing the data
warehouse performance;

e Develop the data warehouse operatlon standards,
processes and procedures;

o Develop the data warehouse security and access
standards, processes and procedures; and

e Evaluate the need for new hardware and software

* components and make appropriate recommendations.

Manages:
e Data Architect;
e ETL Architect;
o Data Access Architect; and
o Metadata Architect.
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Skills Mandatory:
e Data warehouse development and management;
e Project planning and management;
e Data warehouse infrastructure design;
e Technology integration and performance monitoring;
e Organization and people management; and
o Communication, facilitation and presentation skills.
Tools/Software | performance Network, CPU, disks, processes.
monitoring tools
Middleware Appropriate to the technology solutions
adopted by the Contractor including, but
not limited to, database access
middleware, RPC-based middleware,
message-oriented middleware (MOM),
object request brokers (ORB), ODBC
software.
Capacity Load testing, trend analysis and use
planning modeling appropriate to the technology
solutions adopted by the Contractor.
Microsoft Office | Microsoft Word, Excel, Visio (or
tools comparable tool).
Experience Data warehouse | Six (6) or more years hands-on and

managerial experience in the design,
construction and deployment of multi-
terabyte data warehouse systems.

Data warehouse
tools/applications

Three (3) or more years integrating
multiple applications (ETL, data access,

integration Web portal preferred).

Capacity Two (2) or more years of multi-terabyte
planning for a data warehouses.

large data

warehouse

system

Project Two (2) or more years (data warehouse or
management data integration projects preferred).
Standards, Three (3) or more years (technology
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i

o
n, data performance monitoring

processes and mtegrti

procedures and reporting, and change control

development management).

RDBMS Three (3) or more years experience with
Contractor’s proposed RDBMS.

c. Data Architect (Key Staff)

Description

The Data Architect has the responsibility for the design,
development and implementation of a foundation for
managing data in the MDW that is sufficiently flexible to
support numerous changes to the data warehouse required
over time. The Data Architect maintains the data architecture
and its components to ensure that it supports the overall data
warehouse architecture.

Responsibilities

e Develop data and database standards;

e Develop metadata standards for all data components,
data models and business rules;

e Develop business rules standards (in conjunction with
the ETL Architect);

e Develop data mapping standards (in conjunction with
the ETL Architect);

e Develop data lineage and audit standards (in
conjunction with the ETL Architect);

e Develop change management and control processes
and procedures for all standards, data definitions, data
models, business rules and metadata;

e Determine potential data marts and data aggregations;

e Develop consensus for data definitions and business
rules between the publishers, subscribers and data
warehouse users;

o Develop the detailed project plans for data
requirements gathering, data modeling, and database
design, development and implementation;

e Attend all walkthroughs/reviews for data requirements
gathering, data models and database designs; and

e Provide support to the Metadata Architect in the
development of a comprehensive metadata solution.

Manages:
e Data Modeler(s); and
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e Database Adinistrators.
Skills Mandatory:
e Data warehouse development and management;
¢ Project planning and management;
e Requirements gathering;
e Data modeling;
e Database design and development;
e Data integration;
e Data analysis;
e Organization and people management; and
e Communication, facilitation and presentation skills.
Optional:
e Business rules; and
¢ Metadata management.
Tools/Software | Data modeling Erwin, Embarcadero’s ER Studio,
tools Power Designer or Oracle Designer.
RDBMS The Contractor’s selected RDBMS as
well as any of the following: Oracle,
DB2 (UDB), Teradata, Sybase or
Microsoft SQL.

Query tools and The Contractor's selected solution as

reporting tools well as any of the following: Advanced
Query Tool, Discoverer or COGNOS.

Microsoft Office Microsoft Word, Excel, Visio (or

tools comparable tool).

Experience Data architecture | Two (2) or more years of experience

with multi-terabyte data warehouses.

Project Six (6) or more years experience in

Management project management

Medicaid Three (3) or more years of experience
in the Medicaid subject area is
desirable.

Logical Data Six (6) or more years (three (3) years of

Modeling which must be with the Contractor’s
proposed RDMS; two (2) years
dimensional modeling).
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Physical Database
Design

Three (3) or more years (two (2) yeérs
of which must be with the Contractor’s
proposed RDMS).

Standards,
processes and
procedures
development

Three (3) or more years (data
standards, data model standards,
database standards and/or business
rule standards preferred).

Description

RDBMS Three (3) or more years experience
with Contractor’s selected RDBMS.
SQL Three (3) or more years experience.
ETL Architect (Key Staff)

The ETL Architect has responsibility for the design,
development and implementation of an ETL strategy and
architecture that supports the data warehouse and its various
subscribers. The ETL Architect maintains the ETL
architecture and its components to ensure that it performs to
completion within prescribed ETL windows and supports the
overall data warehouse architecture.

G

Responsibilities

Develop ETL standards;

Develop metadata standards for all ETL components;
Develop business rules standards (in conjunction with
the Data Architect);

Develop data mapping standards (in conjunction with
the Data Architect);

Develop data lineage and audit standards (in
conjunction with the Data Architect);

Develop change management and control processes
and procedures appropriate to ETL,;

Identify and define standard and reusable components
for ETL development including validation, audit, and
error routines;

Develop the detailed project plans for ETL module
design, development, testing and implementation;
Attend all walkthroughs/reviews for data mapping and
ETL module design; and

Provide support to the Metadata Architect in the
development of a comprehensive metadata solution.
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Manages:
e ETL Developers; and
o Data Quality Specialist.

Skills Mandatory:
e Data warehouse development and management;
e Project planning and management;
e ETL design and development;
e Data analysis;
e Organization and people management; and
¢ Communication, facilitation and presentation skills.
Optional:
e Business rules; and
o Metadata management.
Tools/Software | ETL Tools The Contractor selected tool as well as
any of the following: Oracle Warehouse
Builder, Informatica, WebSphere Data
Stage, Ab Initio, Embarcadero
Technologies Inc. - DT/Studio, Syncsort
DMExpress
Utilities SyncSort, Advance Query Tool (AQT),
Toad.
RDBMS The Contractor-selected RDBMS as
well as any of the following: Oracle,
DB2 (UDB), Teradata, Sybase, or
Microsoft SQL.
Query tools The Contractor-selected tool as well as
any of the following: Advanced Query
Tool, COGNOS, MicroStrategy or
Discoverer.
Microsoft Office Microsoft Word, Excel, Visio (or
tools comparable tool).
Experience Data warehouse Six (6) or more years ETL experience
ETL with two (2) or more years supporting a

multi-terabyte data warehouse.

Data integration Three (3) or more years.

ETL tool Three (3) or more years with the
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Contractor-selected ETL to.
Project Two (2) or more years (data warehouse
management and data integration projects preferred).
Standards, Three (3) or more years (ETL
processes and standards, data integration standards,
procedures change management processes and
development procedures.

e. Data Access Architect (Key Staff)

Description

The Data Access Architect has responsibility for the design,
development and implementation of a data access strategy
and architecture that provides users ad hoc query and data
mining capabilities in addition to a library of predefined
queries and reports. The Data Access Architect is responsible
for integrating the query and reporting tools that best meet the
various skill levels and information needs of the data
warehouse users. The Data Access Architect maintains the
data access architecture and its components to ensure that it
supports the overall data warehouse architecture.

Responsibilities

Develop reporting standards;

Develop metadata standards for all data access
components;

Develop change management and control processes
and procedures appropriate to data access;

Develop processes, policies and procedures for
granting query and reporting privileges through the
data warehouse access tools and portal;

Develop the detailed project plans for the design,
development, testing and implementation of a query
and reporting infrastructure that meets the information
needs of the various data warehouse users;

Attend all walkthroughs/reviews for data access
design; and

Provide support to the Metadata Architect in the
development of a comprehensive metadata solution.

Manages:

Query/Report Developers;
Data Mining Specialist; and
Web Portal Specialist.




Attachment J — Staffing Qualifications

Page 9 of 24

Skills Mandatory:
o Data warehouse development and management;
e Project planning and management;
e Requirements gathering;
e Query and report design and development;
e Web portal and dashboard design and development;
e Data analysis;
e Organization and people management; and
e Communication, facilitation and presentation skills.
Optional:
¢ Business rules; and
o Metadata management.

Tools/Software | Data access tools | The tool appropriate to Contractor-
selected solution as well as comparable
tools, i.e., Cognos, MicroStrategy, Brio,
Business Objects, Hummingbird or
Oracle Discoverer.

Reporting tools The tool appropriate to Contractor-
selected solution as well as comparable
tools, i.e., Actuate, Business Objects
(Crystal Reports), Cognos Impromptu
Web Reports, Cognos PowerPlay.

Executive Dashboards, portals, etc.

Information

System (EIS)

Query tools The tool appropriate to Contractor-
selected solution as well as comparable
tools, i.e., Advanced Query Tool or
Oracle Discoverer.

Experience Data warehouse Six (6) or more years (three (3) years of
which must be with multi-terabyte
RDMS). of data warehouse experience.

Data warehouse Three (3) or more years with the tools

access tools being proposed.

Data warehouse Three (3) or more years with the tools

reporting tools being proposed.




Attachment J — Staffing Qualifications Page 10 of 24

5

SQL development | Six (6) or more years.

Medicaid Subject | Three (3) or more years of experience
Area desirable.

Metadata Architect (Key Staff)

Description The Metadata Architect has responsibility for the design,
development and implementation of the metadata strategy
and architecture for the data warehouse. The Metadata
Architect will work closely with the data warehouse users, and
the Data, ETL and Data Access Architects to design and
develop and maintain a metadata component that supports
the management and use of the data warehouse.

Responsibilities e Identify the metadata requirements for the data
warehouse;

e Develop metadata standards;

e Develop change management and control processes
and procedures for maintaining metadata content;

e Integrate the metadata system with the data
warehouse Web portal; and

e Design, develop and implement a mechanism for users
and subscribers to notify data warehouse management
of data and metadata quality issues.

Manages:
e Metadata Specialist

Skills Mandatory:

Project planning and management;
Metadata design and management;
Requirements gathering;
- Content modeling and analysis;
Business process analysis;
Organization and people management; and
e Communication, facilitation and presentation skills.

Optional:

¢ Business rules; and
e Web portal design.

Tools/Software | Data modeling The metadata component of the
tools Contractor selected data modeling tool.
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ETL tools

The metadata component of the
Contractor selected ETL tool.

Data access and
reporting tools

The metadata component of the
Contractor selected data access and
reporting tools.

Experience

Development of
business and

Three or more years experience with the
metadata components of the Contractor's

technical proposed tools.
metadata
Data Two or more years experience in multi-

warehousing

terabyte data warehouses.

Writing business

Two or more years experience.

documentation

Writing technical | Two or more years experience.
documentation

Web portal One or more years experience.
experience

SQL Two or more years experience.

g. Senior Data Modeler (Core Staff)

escrlption

The Senior Data Modeler has responsibility for the design and
development of the ETL, data warehouse and metadata
logical data models. The Senior Data Modeler will facilitate
data modeling sessions with subject matter experts to
develop the logical data models.

Responsibilities

o Create entity attributes and definitions;

Create entity relationship diagrams;
Create logical data models;
Identify natural business keys, foreign keys and

alternate keys;

Identify and define slowly changing dimensions;

e Third normal and dimensional modeling; and
e Data mapping.

Skills

Mandatory:

e Requirements gathering;
e Data modeling;
o Development and application of data standards;




Attachment J — Staffing Qualifications

Page 12 of 24

e Third normal and dimensional modeling; and
e Communication, facilitation and presentation skills.
Optional:
e Metadata development; and
e Business rules.
Tools/Software | Data modeling = | The tool appropriate to Contractor-
tools selected solution as well as comparable
tools, i.e., Erwin, Embarcadero’s ER
Studio, Power Designer or Oracle
Designer. '

RDBMS The tool appropriate to Contractor-
selected solution as well as comparable
databases, i.e., Oracle, DB2 (UDB),
Teradata, Sybase or Microsoft SQL.

Query tools and The tool appropriate to Contractor-

reporting tools selected solution as well as comparable
tools, i.e., Advanced Query Tool or
Oracle Discoverer, Cognos.

Microsoft Office Microsoft Word, Excel, Visio (or

tools comparable tool).

Data warehouse Three (3) or more years experience.

Data modeling tool | One (1) or more years experience using
Contractor-selected data modeling tool.

Logical Data Four (4) or more years of experience.

Experience Modeling

Database design One (1) or more years experience with
Contractor-selected RDBMS.

Medicaid Subject Two (2) or more years experience.

Area

Description

h. Senior ETL Developer (Core Staff)

The Senior ETL Developer is the lead ETL Developer for

coding the processes to extract, transform, and load data
from the source system to the data warehouse (through the
staging area) and from the data warehouse to its various
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subscribers.

Responsibilities

Develop reusable macros for the development team;
Develop processes to improve ETL performance;
Develop data mappings from source to target for
assigned ETL process;

Document all validation, data cleansing and
transformation rules built into the ETL process (this will
be used as metadata);

Develop code to extract data from data source
systems using ETL tools and utilities;

Develop ETL code to validate source data from the
data source systems;

Develop ETL code to cleanse (when possible) source
data prior to loading in the data warehouse;

Develop ETL code to transform source data to
standard values and formats appropriate to the data
warehouse;

Develop ETL code to extract, summarize/aggregate
data and load data from the data warehouse to
dependent data marts;

Integrate data quality tools into the ETL process to
ensure data quality;

Work with the Metadata Architect to capture ETL
metadata,

Develop and maintain detailed technical design
documents (TDD);

Assist in unit, system and user acceptance testing; and
Mentors other ETL Developers.

Skills

Mandatory:

Data warehouse,

ETL module design;

ETL coding;

Testing;
Debugging/problem solving;
Data mapping; and

ETL tool experience.

Optional:

Business rules;
Metadata management; and
Data integration.

Tools/Software

Utilities SyncSort, Advance Query Tool (AQT),
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Toad.‘

RDBMS

The RDBMS appropriate to Contractor-
selected solution as well as comparable
databases, i.e., Oracle, DB2 (UDB),
Teradata, Sybase or Microsoft SQL.

ETL tools

The tool appropriate to Contractor-
selected solution as well as comparable
tools, i.e., Informatica, WebSphere Data
Stage, Ab Initio, Embarcadero’s
DT/Studio or Syncsort DMExpress.

Experience

Data warehouse
ETL

Four (4) or more years experience.

ETL tool

Three (3) or more years experience with
the Contractor-selected ETL tool.

Program design

Three (3) or more years experience.

System/integration
testing

Three (3) or more years experience.

Unit testing
programs

Three (3) or more years experience.

Description

Senior Query/Report Developer

The Senior Query/Report Developer is the lead Query/Report
Developer for developing reports and queries to be executed
against the data warehouse. The Senior Query/Report
Developer must be familiar with the business as well as the
technical aspects of the query and/or reporting tool(s) to be
used in the data warehouse. The Senior Query/Report
Developer will assist in the development of canned queries
and reports as well as support ad-hoc query and reporting

needs.

Responsibilities

e Develop reusable objects for the query/report
development team;
e Develop processes to improve query/report

performance;

e Design canned queries and re-usable reports;
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Develop ad hoc queries and reports as requested;
Assist in fine tuning queries and reports for greater
efficiency in execution;

Identify potential opportunities to expand analyses in
the data warehouse;

Reverse engineer existing queries from previous data
warehouse for use in the replacement data warehouse;
Assist in developing Executive Information Systems
(EIS) and Business Intelligence applications;
Document reusable queries and reports;

Assist in unit, system and user acceptance tests;
Utilize presentation features such as graphs and
charts; and

Work with subject matter experts to decide candidate
canned queries and reports; and

Mentors other Query/Report Developers.

Skills

Mandatory:

Optional:

Data warehouse;

SQL;

Report design;

Facilitation;

Relational database;

Work with dimensional models;
Developing graphs and charts;
Documentation skills; and
Medicaid background.

Metadata management; and
Business rules.

Tools/Software

Data access The tool appropriate to Contractor-
tools

selected solution as well as comparable
tools, i.e., Cognos, MicroStrategy, Brio,
Business Objects, Hummingbird or Oracle
Discoverer.

Reporting tools The tool appropriate to Contractor-

selected solution as well as comparable
tools, i.e., Actuate, Business Objects
(Crystal Reports), Cognos Impromptu
Web Reports or Cognos PowerPlay.

Executive Dashboards, portals, etc.
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lformation
System (EIS)

Query tools The tool appropriate to Contractor-
selected solution as well as comparable
tools, i.e., Advanced Query Tool or Oracle
Discoverer.

Experience Data warehouse | Three (3) or more years of experience.

Data warehouse | Three (3) or more years experience.
access tools

Data warehouse | Three (3) or more years experience.
reporting tools

SQL Three (3) or more years experience.
development

Medicaid Subject | Three (3) or more years experience.
Area

Senior Database Administrator (Core Staff)
- :

The Senior Database Administrator is the lead database
administrator for developing the tables for the data
warehouse, data marts (where required), for the ETL tool and
the Web portal where required. This includes physical
database design, performance, backup and recovery. The
Senior Database Administrator must understand the users’
basic requirements and how the data warehouse databases
will be accessed. Due to the nature of data warehousing,
there will be changes to design and configuration of the data
warehouse tables over time to address end user performance
needs and to address changes in the NYS Medicaid program.

Description

Responsibilities e Lead in overall database tuning strategy;

e Transformation of the logical data model into the
physical database schema for the data warehouse;

e Creation and maintenance of all staging tables;

e Creation and maintenance of dependent data mart
tables;

o Development and maintenance of the data definition
language (DDL) for creating and maintaining the data
warehouse tables;
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Develop summary/aggregate tables where required to
improve data warehouse performance;

Create database views to improve end user access as
required,;

Identify and establish indexes to support data
warehouse performance requirements;

Set up and maintain security on the view, table and
column level;

Monitor SQL for performance impacts;

Capacity planning;

Maintain physical design for good performance;
Monitor response time and resources used (CPU, disk
I/0), for evaluating performance problems;

Tune databases;

Review of complicated SQL statements written by both
application developers and power users; and

Mentors other DBAs.

Skills

Mandatory:

Optional:

Data warehouse;

Strong knowledge of relational database technology;
Strong knowledge of physical data modeling;

Strong knowledge of database tuning and performance
techniques;

Strong knowledge of SQL,;

Knowledge of performance monitoring tools;
Knowledge of data backup, archiving and recovery
procedures; and

Database naming standards.

Metadata development;
ETL tools and processes; and
Data access tools and processes.

Tools/Software

RDBMS Five (5) or more years experience in the

RDBMS appropriate to Contractor-
selected solution as well as comparable
databases, i.e., Oracle, DB2 (UDB),
Teradata, Sybase or Microsoft SQL.

Data modeling The tool appropriate to Contractor-
tools

selected solution as well as comparable
tools with forward and reverse
engineering functionality, i.e., Erwin,
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Embarcadero’s ER Vtudlo, Power
Designer or Oracle Designer.

Query tools The tool appropriate to Contractor-‘
selected solution as well as comparable
tools i.e., Advanced Query Tool or
Discoverer.

RDBMS NimBUS for Database Monitoring,

monitoring tools

Advanced Query Tool (AQT), ORAmon,
etc. Must be compatible with Contractor-
selected RDBMS.

Experience

RDBMS

Six (6) or more years administering
relational database systems.

Three (3) or more years administering the
Contractor-selected RDBMS.

DBA for one (1) or more multi-terabyte
databases.

Data warehouse

Three (3) or more years as a DBA for a

background data warehouse.

Database Three (3) or more years experience in
monitoring and monitoring and tuning databases.
performance

tuning

SQL. Three (3) or more years developing and

tuning SQL.

k. Senior Business Analyst (Core Staff)

Description

The Senior Business Analyst works with the data warehouse
users to assist in the in leveraging the data warehouse to
meet their analytic needs.

Responsibilities

e Design and conduct requirements gathering sessions
at the onset of the development tasks and activities;
Prepare the data warehouse requirements document;
Analyze existing reports and identify iteration metrics;
ldentify and document business metrics;

Identify and recommend potential sources of data;
Identify new queries and reports to better assess and
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ana the NYS Medicaid program;

e  Work with the ETL and Query/Report Developers on
the integration of new data sources and development
of new query, report and data mining capabilities; and

e Manage the Help Desk and ongoing training during the
Operations/Evolution Phase

Manages:

e Business Analysts;
e Training Specialists (Operations/Evolution Phase); and
o Help Desk Agents (Operations/Evolution Phase).

Skills Mandatory:
¢ In-depth knowledge of the Medicaid program;
e Ability to develop requirements;
e Facilitation skills;
e Strong analytical skills;
e Query and report development skills;
e Strong verbal and written communication skills; and
e Testing skills.
Tools/Software | Microsoft Office | Microsoft Word, Excel, Visio (or

tools comparable tool).

Data access The tool appropriate to Contractor-

tools selected solution as well as comparable
tools i.e., Cognos, MicroStrategy, Brio,
Business Objects, Hummingbird or Oracle
Discoverer.

Reporting tools The tool appropriate to Contractor-
selected solution as well as comparable
tools i.e., Actuate, Business Objects
(Crystal Reports), Cognos Impromptu
Web Reports or Cognos PowerPlay.

Experience Data warehouse | Three (3) or more years of data

warehouse requirements experience.

Data warehouse
access tools

Three (3) or more years experience.

Data warehouse
reporting tools

Three (3) or more years experience.

SQL

Three (3) or more years experience.
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‘development

Medicaid Subject | Five (5) or more years experience.
Area

I.  Senior Training Specialist (Core Staff)

Description

The Senior Training Specialist is responsible for identifying,
developing and implementing all classroom and Web-based
training for the data warehouse user community.

Responsibilities

e  Work with the NYSDOH to identify required training for
the data warehouse technical and user communities;

¢ Identify and develop classroom and Web-based
training materials; and

e Develop the initial schedule of classes.

Manages:
e Training Specialists

Skills

Mandatory:
e Must be able to develop and deliver multimedia
presentations;

e People skills;
e Organizational skills; and
e Strong communication skills.

Tools/Software

Microsoft Office Microsoft Word, Power Point, Excel
tools Spreadsheet.

Data access and Based on the successful Contractor's
reporting tools selection.

Experience

Data warehouse Two (2) or more years experience.

Training Three (3) or more years experience.

Medicaid Subject | Three (3) or more years experience
Area (desirable).

m. Senior Quality Assurance Specialist (Core Staff)

Description

The Senior Quality Assurance Specialist is responsible for
ensuring that all data warehouse system, application and

T P e 5 b : i A A R
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deliverables meet the NYSDOH'’s requirements and are
complete and accurate. Though every group within the data
warehouse team bears responsibility for testing, the
overarching responsibility for testing resides with the Senior
Quality Assurance Specialist.

Responsibilities

e Develop quality assurance processes to address test
case management, automated testing strategies, etc.,
for the data warehouse;

e Develop testing and defect tracking standards;

e Develop and maintain test plans and cases;

e Manage and direct the multiple types of testing
(functional, installation, acceptance, browser
compatibility, load, stress, performance, volume); and

e Manage defect tracking and resolution.

Manages:

e Quality Assurance Specialist(s).

Skills

Mandatory:

e Extensive skills in writing and executing automated

testing scripts;

o Familiarity with multiple testing strategies and have an
understanding of their strengths and weaknesses;
o Ability to apply statistical methodologies to testing;

e People skills;

e Organizational skills; and
e  Strong communication sKills.

Tools/Software

Microsoft Office
fools

Microsoft Word, Power Point, Excel
Spreadsheet.

Software quality
assurance
automation
software

Based on the successful Contractor’'s
selection

Experience

Data warehouse
Quality Assurance
Experience

Three (3) or more years experience of
quality assurance experience for data
warehouses.

Quality Assurance
Experience

Five or more years of quality assurance
experience in a software development
environment.

Medicaid Subject

[
Three (3) or more years experience
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|rable).

Description

n. Security Officer (Core Staff)

y O

The Security Officer is responsible to ensure that NYSDOH
and Contractor security policies and procedures are
established and implemented to protect the information and
other assets of the organization, participate in the creation
and review of the policies and procedures, recommend
security strategies, and keep information security systems
current.

Responsibilities

e Develop security policies and procedures to protect
information and other assets of the organization;

e Implement procedures to prevent, detect, contain and
recover from information security breaches from both
internal and external sources and disasters both
natural and man made;

e Ensure that the information security policy reflects
current security practices and architecture;

e Take appropriate steps in accordance with the
agency's security policy if breaches occur;

e Immediately ascertaining the scope, nature and extent
of the breach and notifying appropriate executive
management of the incident;

e Preserving evidence where appropriate;

e Preparing for contingencies and disasters;

o |dentify appropriate training for agency staff including,
but not limited to, the information security policy;

e Familiarity and understanding of all access security
methods and configurations at the agency;,

e Participate in training and review current publications.
about information and other security issues;

¢ Review and test information security features of new
critical software, hardware and firmware;

e Promote the education of agency staff about the
information security risks, including social engineering
and the presence of unauthorized persons; and

e Receive regular training and review publications and
other information on security issues.
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Mandatory:

e Ability to balance security and the agency's enterprise
data dissemination requirements by assessing risk and
determining organizational needs;

e Familiarity with the agency's mission, how each
information system supports that mission, how they are
interconnected, and how to successfully integrate the
associated technologies to meet stated policy goals;

¢ Ability to coordinate personnel, funds, and other
resources to plan and execute security programs and
other projects effectively;

e Capacity to establish links to security personnel in
other parts of the organization, to other Information
Security Officers in other agencies, and to external
security sources;

e Ability to establish an advisory board of employees
who represent different functions/disciplines across the
organization to help develop policies and procedures
and maintain security for information and other assets
across the organization on an ongoing basis.

o People skills;

e Organizational skills; and

e Strong communication skills.

Tools/Software | Based on successful bidder’s specification

Skills

Experience Security officer Three (3) or more years experience of
security experience.

HIPAA Rules and | Three (3) or more years experience
Regulations (desirable).

o. Programmer Analyst

Sl - tei 3 2 e v

Description Programmer Analysts are responsible for assisting and/or
leading in the design of program specifications and the
implementation of software solutions.
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Responsibilities

Writing application software;
Performing data and/or procedure analysis;

Ensuring data access reflecting current best practices
and architecture;

Analyzing data structures;

Manipulating a wide range of diverse data sets;
Database programming, testing and implementation;
Technical and user documentation; and

Perform software conversions.

Skills

Mandatory:

Extensive skills in writing and executing automated
testing scripts;

Familiarity with multiple testing strategies and have an
understanding of their strengths and weaknesses;
Ability to apply statistical methodologies to testing;
People skills;

Organizational skills; and

Strong communication skills.

Tools/Software

Based on successful bidder’s specification

Experience

Programmer Three (3) or more years experience of
Analyst programmer analyst experience.




