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Instruction Manual Summary

The following steps provide an outline of the Average Acquisition Cost
survey process, and a more complete explanation is contained within this
manual. Since the manual was designed to address most provider
guestions, please refer to these more detailed instructions before calling
DoH for assistance.

10.

11.

12.
13.

Add the DoH email to your email address book. DoH will communicate with the email
address that you have affiliated with your HCS account.

Ensure that you have an active HCS Account, which is properly affiliated with your pharmacy.
You may already have an account from previous projects.

Gather the necessary data to complete this survey.

Download the file, which DoH will provide via email, to a location on your computer where
you will be able to find it. We recommend saving it to either your ‘My Documents’ folder or
your computer’s desktop.

Make sure that you enable all macros. If you do not know how to do this please go to
Appendix A.

Use the ‘save’ tool to make sure that your file is properly named. This will change the name
of the file to the required name. We also ask that you enter your email and name that will be
used for the attestation page at this point.

Begin to enter purchase data on the purchase data tab. See page 11 for instructions on how
to begin entering purchase data.

When finished entering the data into the purchase data tab, check for errors with the ‘check
errors’ button. You must fix all errors before moving onto the next step.

Move onto the next step, entering in the complementary data (total cost, rebates, free
goods, and surcharges) by month for the previously completed 12 months.

Answer the declaration of proprietary information and confirmation of attestation questions
that pop up onto the screen.

Change the status on the overview page to ‘I’'m Finished’ to protect your data. If you need to
go back to edit, change the selection back to ‘I’'m Still Working’'.

Make sure that you save the file again before you submit it to DoH.

In order to submit you will need to use the HCS ‘Secure File Transfer Tool’. For instructions
using the ‘SFT’ Tool go to page 18.
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IL.

Introduction

On April 1, 2011 the New York (NY) Legislature adopted the recommendation of the Medicaid
Redesign Team and enacted legislation to amend the Medicaid drug payment methodology, as
defined in SSL section 367-a(9)(b), to include Average Acquisition Cost (AAC) as a
reimbursement standard. The legislation defines drug acquisition cost to mean "the invoice
price to the pharmacy of a prescription drug dispensed to a Medicaid recipient, minus the
amount of all discounts and other cost reductions attributable to such dispensed drug.” To
determine AAC, the NY Department of Health (DoH) is administering a survey to NY Medicaid
enrolled pharmacies known as the “New York Medicaid Actual Acquisition Cost Survey.” The
overall goal of this initiative is to create a cost based pharmacy reimbursement methodology
that is valid, transparent, timely and sustainable.

This instruction manual provides pharmacy providers with an overview of the survey
methodology and guidance on how to complete the Actual Acquisition Cost (AAC) survey.
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III. New York Medicaid Actual Acquisition Cost Survey Methodology

To calculate the AAC, NY DOH will initially issue a survey to all Medicaid enrolled pharmacy
providers. These pharmacy providers will be required to report:

The invoice price of all drugs purchased for the DoH-specified -month, which will be
identified on the survey form (“the Detailed Reporting Month”.) This information will
include a pharmacy’s National Provider Identifier number (NPI), invoice dates, drugs
identified by their 11-digit NDC code, drug names, quantities (number of packages,
bottles or cartons) purchased and total amount paid.

Total cost of all drugs purchased in the previous 12 months, including the Detailed
Reporting Month, reported by month.

Total discounts, rebates, free goods, and other things of value received for the purchase
of drugs, in the previous 12 months including the Detailed Reporting Month..

Total surcharges (e.g.,. fuel, overnight delivery and special handling charges) paid in
excess of invoice amounts for the purchase of drugs in the previous 12 months,
including the Detailed Reporting Month

After this initial survey has been completed, the DoH will conduct a preliminary review to
determine if submitted information is readable and has been entered in the correct format for
analysis. Data that does not meet this standard will be rejected and returned to the submitting
pharmacy for correction.

At no point in the process will the DoH make changes to the data, or enter any missing values
even when they might be inferred.

When all survey data have been determined to be in the correct format, DoH will load the data
into its database, remove all information identifying the pharmacy provider and send the data to
the State’s electronic data provider, First DataBank (“FDB.”) For the initial survey, FDB will send
the data to the accounting firm Ernst and Young (“EY”), which will conduct a review and analysis
of data content. If required, EY will verify the submitted data against supporting pharmacy
provider documentation. EY will then employ the data to determine the methodology to be
used for calculating AAC, and submit that methodology to DoH for review and approval. Upon
acceptance by DoH, this methodology will be implemented on an ongoing basis: FDB will use the
methodology in the incorporation of new data obtained in continuing monthly surveys of a
statistical sample of pharmacy providers. All resulting prices will be delivered to DoH for
approval before their use in the MMIS system.

As part of this process DoH may request supporting documentation from pharmacies, including
invoices, goods receipts, and payment records, in order to verify the data submitted.
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IV.

Survey Submission Process Prior to Use of the Survey Data
Collection Tool

Follow these steps prior to using the Survey Data Collection Tool:

1. Save the DoH email address
To provide timely communications to all Medicaid Pharmacy Providers, DoH will use
email to notify pharmacies about the survey process and timeline. To ensure that you
receive these emails, it is important that you add the email address
medpharmpricing@health.state.ny.us to your email address book. This will prevent
your email provider from treating emails from DoH as spam, and will allow you to
receive email updates on the survey process from DoH as due dates approach.

The email communication will be sent out to the email that is associated with your
affiliated HCS account. Therefore, if you do not have an HCS Account please proceed to
step 2, otherwise continue to step 3.

2. Ensure that you are registered in the Health Commerce System (HCS)
In the completion of the COD survey issued in October 2012, your pharmacy should
already have registered with HCS. If you have not done so, please refer to Appendix A
(at the end of this instruction manual) for directions on how to register.

3. Gather the data to complete the AAC Survey Spreadsheet
Pharmacy providers can collect needed data from either of two sources: by contacting
wholesalers to obtain records of purchase and verifying them; or, by independently
tabulating internal records, such as invoices, receipts and payment records received
from wholesalers or manufacturers.

Most wholesalers have indicated to DoH that they would provide purchasing
information directly to their customers upon request, but would not provide it directly
to DoH. Pharmacies should contact their wholesalers to determine what information is
available and how it can be provided in a format that will facilitate completion of the
survey.

Whether the information is developed through wholesaler records or independently, It
will remain the pharmacy’s responsibility to make certain it is accurate, comprehensive
and properly formatted, and compiled within the workbook that DoH provides.
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VI

The Survey Data Collection Tool

The Survey Data Collection Tool, comprised of a Microsoft Excel workbook, has been designed to
provide a simplified process that guides pharmacies through the survey.

Opening the Excel Workbook File

DoH will be emailing the Excel Workbook to all pharmacies that both (a) are required to
complete the survey and (b) have an individual with an active HCS account that is affiliated with

the pharmacy. DoH recommends that you download the workbook attachment to either your
‘My Documents’ folder or your computer Desktop.

Depending on the version of Excel your system uses, when you open up the excel workbook, you
will likely see warnings telling you the workbook contains “macros” which have been disabled.
Different Excel versions will present the warnings in different ways, but the common
requirement for you in all versions is to “enable” the tool’s macro features. These macros are
mini-programs within the workbook designed to assist you and validate the information being
collected, and they must be “unblocked” or “allowed to run” before you can continue.

The following example relates to Excel version 2007 or version 2010. For information on
enabling macros to run with Excel 2003 see Appendix A.

J d"&Cut Arial 110 -|[A A E = —llav-|
=2 Copy
Paste B 7 U
- # Format Painter = —

Clipboard i Font / o

I\:'I Security Warning Macros have been disabled. Options...

Click on the “Options”

In this example a “Security Warning” window appears immediately below the menu bar
and clicking on “Options” will open a separate window. Select the radio button “Enable

this Content” and then click “okay” to permit the formulas and formatting embedded in
the spreadsheet to work.
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@ Security Alert - Macro

Macro

Macros have been disabled. Macros might contain viruses or other security hazards. Do
not enable this content unless you trust the source of this file.

‘Warning: It is not possible to determine that this content came from a
trustworthy source. You should leave this content disabled unless the
content provides critical functionality and you trust its source.

More information

File Path: E:\AAC_Survey_2012_Initial_201210.xls

(%) Help protect me from unknown content {recommended)
() Enable this content

— Select “Enable the content”

Click on the “ok” button

Open the Trust Center * OK Cancel

You may be required to enable the Survey Tool’s macros each time you reopen the file.
Additional information on enabling macros is including in Appendix A: Enabling Macros,
on page 23. (now it is page 22)

VII. Using the Excel Workbook

1. Review Instructions and Key Points (Section 1)
After enabling all macros to run, , you will see the “Main Menu and Completion Status”
screen. This screen will guide you through the workbook and provide feedback on
problem areas as you progress. Click on the “Begin” button to review some instructions
and key points.

New York State Medicaid Actual Acquisition Cost (AAC) Survey

February, 2013

Main Menu and Completion Status ~ _
Review Instructions Beain
£ 0 ......................................................................................................

Click the ‘Begin’ button to get started

Provide Your Name, E-mail, and SED Number
_) e ”Il.l]:ﬁ;[‘gg;;‘{é;ﬁ“””"m"”m""""””""m“””""m”m""""””""""“””"""”””""m””""""m”

3 e Save Your File

(Not started.)

I FoseeMecaboce Roafie £o . FoL AAAD M dl
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By clicking the “Next” button progressively through the successive screens, you will
receive brief descriptive information that explains the survey process and defines
relevant terms. For more in-depth information please refer to this manual.

urvey nstructions: Welcome =

e |
Welcome to the New Yoik Department of Health
AAC Swrvey Collection Tool for the
Reporting Month of Tanuary, 2013

Cn April 1, 2011 the Wew York (ITY) Legislature and Medicaid Redesign Team adopted a proposal to amend
Medicaid drug payment methodology, as defined in S5L section 367-a(9)(b), to include Average Acouisition Cost
{(AAC). The legislation defines drug acquisition cost to mean "the nvoice price to the pharmacy of a prescription drug
dispensed to a Medicaid recipient, minus the amount of all discounts and other cost reductions attributable to such
dispensed drug” To determine AAC, the Y Department of Health i3 admimstering this survey to NY Medicaid enrolled

pharmacies

This survey is being conducted pursuant to Department regulation at 18 MY CER Section 505 3, which require that each

Medicaid enrolled pharmacy provide the Department with such information regarding drug acquisition costs as the
Department may require, and 18 Y CRER Section 5043, which require that enrelled Medicaid prowiders comply with
the rules, regulations and official directives of the Department. Please understand that uploading this survey incorporates
the above certifications and attests to the truth.

Plaase review the fmbrmstion sbove amd press next to contiue...

2. Provide Your Name, E-mail, and SED Number (Section 2)
Once you return to the main menu, continue to the next section where you need to
supply your SED number, name, and e-mail address.

Provide Your Name, E-mail, and SED Number Begin |

il O Click the ‘Begin’ button to getstarted.

You will see the following form. Follow the instructions above each of the yellow boxes
and click “OK”.
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Provide Name, Email, and SED"Number W

Please enter your SED number in the box above, (Your SED number is the Pharmacy Licence Mumber
issued by the NS Education Department affiiatedfassociabed with vour account.)

Name:‘
Please enter the name of the person responsible For completing this survey in the box belaw,

E-mail:‘
Flease enter the e-mail address of the persan responsible for completing this survey in the box
below,

o |

3. Saving Your File (Section 3)

Everyone received the same workbook to use. In order to distinguish yours from other

submissions, your workbook will be saved with a file name that includes your SED

number along with other identifying information. Click the “Save” button to save your

file.

Save

- 9 Save File
" Click the 'Save' button to save your workbook with the appropriate flename.

You can expect to see a “Please wait...” message until your file is successfully saved.
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2

© O

FileSaved

Y

Provide Your Name, E-mail, and SED Number Edit

Bob Smith (bobemith@grmail.zom) uzing SED number 123456

Save Your File Saving Mow

Filz being zaved. Pleaze wait...

Your file has been saved as: "&AC_Survey 2013 _MOZ_123456,xlsm"

---------------------------------------------------

> 0

2> 0

Provide the Propietary Nature of Information Submitted

(Mot started.)

Attest to the Truthfulness of Information Submitted

(Mot started.)

Once complete, you will receive a message telling you the new file name used to save
your workbook. It will be stored in the same location in which you opened the common
workbook sent to all pharmacies. Again we recommend initially saving the file to your
desktop or my documents folder for ease of access.
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4. Entering Purchase Details for the Reporting Month (Section 4)
Once you have saved your file, continue to section 4. (If you have neither entered your
SED number nor saved the file successfully, this button will not be available.)

5 0 Enter Purchase Details for Feb 2013 (Part 1) Begin |

Click the "Begin’ butten to get started.

5. Before Entering Data, Become Familiar with the Worksheet Design
The worksheets for Parts 1 and 2 are very similar in design and function. Each is broken
into two parts, with the columns on the left used to enter data:

Invoice®
Date

] 0] 0]
Drug Niime(E Ql.lﬂl'llil‘[q Total CoslG

and the columns on the right to control checking for problems, communicating problem
status, and facilitating navigation back to the main menu.

Check for Mo Data

Problems
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6. Checking for Problems
Each worksheet has a “Check for Problems” button, that when pressed, will scan your
data for invalid entries.

Check for

Problems

Problem entries are presented in red. The first problem encountered will have a
“callout” box with a message explaining the issue found. (All problem entries will a
callout message but will only be displayed when you hover the mouse pointer over it.)

For example, when an NDC is found that does not contain 11 digits, you will receive a
message similar to:

@ @ 6] @
NDC11 Drug Name Quantity Total Cost

Invoice ®
Date

I TRTERE (0074647932 pie _ 42765
"1000000004 020012013 45802049326 Arns DL hes W0 digts, Ttshouldbave 11 ) 70.30
1000000004 02/01/201300173069600  Advair Discus 3400 § 7,330,901
"1000000004 02/01/2013'53885024450  Atenolol 5000 § 1,030.63
"1000000004 02/01/201300173084450  Lamictal 200 % 828,99
1000000004 02/01/2013:0074647933 Albuterol 5 31000 § 2471.10;
1000000004 02/01/2013:45802049326  Gengraf E 3500 § 2,648.30;
1000000004 02101/2013:00173069601  :Ammonium Lactate ; 30.00¢ § 2,825.50:
1000000004 02101/201353885024450 ;Advair Discus ; 43.00; § 3,002.70;
1000000004 02101/2013:00173064461  :Atenolol E 47.00: § 3,179.90;
1000000004 02/01/2013;0074647934 Lamictal ; 5100; $ 3,357.10;

When the number of problems reaches 25, the checking will stop, allowing you to
identify common errors or patterns.

7. Back to Entering Purchase Details for the Reporting Month (Section 4)
This information includes the National Provider Identifier (NPI) of the reporting
pharmacy (or successive NPIs for a chain reporting for more than one entity), invoice
dates, 11-digit NDCs, drug names, quantities purchased and total cost.

® ® @

(@ 0] ® i U
Invoice NDC11 Drug Name Quantity Total Cost

Date
1000000004 ! 02/01/2013 00746479321 Gengraf 400 § 427 65
1000000004 02/01/2013 45802049326 Ammanium Lactate 500 § 70.30
1000000004 02/01/2013:00173069600 Advair Discus 3400 % 7,330
1000000004 02/01/2013: 53885024450 Atenolol 5000 % 1,039.63
1000000004 02/01/2013:00173064460 Lamictal 200 § 828.99
1000000004 02101/2013 00746479321 Albuterol 1o s 247109
1000000004 0210112013 45802049326 Gengraf 3500 5 264830
1000000004 02/01/2013:00173069600 Ammanium Lactate 3900 § 282550
1000000004 02/01/2013:53885024450 Advair Discus 4300 § 3,00270
1000000004 02/01/2013:00173064460 Atenolol 4700 § 317990
1000000004 020172013 00746479345 Lamictal 5100 § 3,357.10
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Each row in the spreadsheet should reflect a line item on an invoice received from the
manufacturer or wholesaler.

NPI: Enter the pharmacy provider’s National Provider Identification (NPI) number, which
is a 10 digit number.

Invoice Date: Enter the date listed on the invoice in the format mm/dd/yyyy.
Example — “02/01/2013”

NDC-11: Enter Drug Name: Enter the drug name reflected on the invoice.
Example - “CYMBALTA 20 MG CAP 60”

Quantity: Enter the number of NDC-11 packages that were purchased, not the number
of individual items contained within those packages. DO NOT report Unit of Measure
guantities. A quantity of zero cannot be entered and all quantity values must be in
whole numbers.

Example - 5 bottles of 90 Atorvastatin 10mg Tablets NDC11 00591377419.
A quantity of 5 would be reported NOT 450.

Total Cost: The total cost reported must be the total price paid for the total quantity of
the drug purchased excluding any off-invoice discounts, rebates and free goods and
services. This is the cost for all packages purchased during that reporting period NOT the
per package unit cost. To calculate the Total Cost from the per package cost, simply
multiply the individual package price by the quantity of packages purchased.

When you have clicked through all the Overview descriptions, click on the “X” to close
the popup, and begin to enter data into the spreadsheet.

Example — 15 bottles of CYMBALTA 20 MG CAPSULES 60 purchased at $263.75 per
bottle.

A Quantity of 15 and a Total Cost of $3956.25 would be reported.

(15X $263.75 = $3956.25)
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8. Example of a Transferring Data from a Sample Invoice

Sample Invoice from Wholesaler to Pharmacy

XYZ Wholesaler Invoice# 123456
Date : 02/01/2013
&
NDC Product Unit Quantity Total
Price

00006011231 Januywia 50 Tab (30s) 247 .65 1 247 .65
00002323560 Cymbalta 20 Cap (60s) 263.75 15 3956.25
60505285001 Alfuzosin HC1 ER 10 16.01 2 3z2.02

Invoice @

Date

anuvia 50 Tab

®

Drug Name

® ®
Quantity Total Cost

Once the data is entered run the “Check for Problems” procedure to ensure that your
information is correctly formatted. In the following example, January and October
dates were identified for a November reporting month, and one of the NDCs reported
has only nine digits. Clicking on the “Check for Problems” button in this case will
highlight the incorrect entries, and a pop up message will identify the nature of the

problem:

@ Invoice @

NP1

Date

1000000004 | 12:01:2013,'1 -
1000000004 02/01/2013 pO_= Tvoce eate do

1000000004 02/01/2013 60505285001

Lavmansin B0 Tak
es not occur in February of 2013

6]

Drug Name

Invoice @

Date

1000000004 0210142013 {uviy
1000000004 02/01/2013 00002323560 C
1000000004 02/01/2013 60505285001
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e

i .
‘;This MDC11 has 9 digits, Itshould have 11,

®

Drug Name

@ @
Quantity Total Cost

15.00 5 263.75
200 35 16.01

® @

Quantity Total Cost

] 263.75

Alfuzosin HCL

200 & 16.01



Correcting the problem will result in a
return to the Main Menu for the next section.

message and you can

9. Entering Totals for a Calendar Year (Section 5)

v o Enter Purchase Details for Feb 2013 (Part 1) Edit Data

Completed. (3 purchazes recorded. Mo problems found.)

3> 9 Enter Totals for Mar 2012 through Feb 2013 (Part 2) Begin

Click the 'Beqin’ button to get started.

This table collects both total drug invoice costs and total off-invoice price considerations
that decreased or increased net costs. For each NPl included in the survey response, the
pharmacy provider must enter the:

= Total cost of all drugs purchased each month for the identified months.

= Total off-invoice discounts, rebates, free goods and other things of value
received for the purchase of drugs in each of the identified months.

= Total off-invoice surcharges paid in each of the identified months.

This template must be filled out completely, with no blank fields. If there were no
discounts or surcharges in a month, zeroes should be entered in the fields. DoH will not
add any values or infer any information from a blank field, and incomplete submissions
will be rejected as non-compliant.

After you have properly completed the detailed monthly information, this table will
automatically populate the Detailed Reporting Month by totaling all purchases
identified on the previous schedule and transferring it to the correct line on the yearly
table. If you enter more than one NPI on the previous schedule, the yearly table will
correspondingly list the last twelve months on the spreadsheet for each of those NPIs.

When Template Il has been completed, you must again run the “Check for Problems”
validation step.
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6] ® ® Discounts, Rebates® 6] — 6]
NPI Free Goods and other Surcharges No Problems Wain Menu
g Problems
Things of Value

1000000004 3 123,456.001 5 3

) $ 123,456.00 § 100 3 1.00
$ 123,456.00 § 800 5 8.00

3 123,456.000 § 400 3§ 4.00

$ 123,456.00 § 300 % 3.00

$ 123,456.00 § 190 3 1.90

$ 123,456.00 § 080 § 0.80

3 123,456.00° § 030 § 0.30

$ 123,456.00 § 030 35 0.30

$ 123,456.00 § 030 35 0.30

$ 123,456.00 § 030: § 0.30

741183 030 5 0.30

When the validation reports “No Problems” click on “Main Menu” and you will again
return to the AAC Instructions tab, from which you will “Begin” the procedure to declare
whether the information you have submitted is proprietary data.

10. The Proprietary Information Declaration (Section 6)

After reading the declaration statement, select one of the two options. Doing so again
returns you to the main screen for the survey verification question.

Iy
Declaration of Propietary Information @

The submitted information is proprietary and confidential. In accordance with NYS
Public Officers Law Article 6, § 87 2(d). I declare that the mformation submitted in
this survey is derived from information which if disclosed would cause substantial

infury to the competitive position of this entity and therefore, is not subject to FOIL.

Response

" Yes, the information is proprietary and confidential.

" Mo, the information is not proprietary and confidential.

Done

11. Attest to the Truthfulness of the Information (Section 7)

You are required to affirm the truthfulness of the information you have submitted by
checking “Yes”. A failure to do so may result in an audit or review of your data.
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=
Confirmation of At'testat'lcl}

Under penalties of law, I declare that I have examined this survey and the information
within, and that it is, to the best of my knowledge and belief, true and correct.

Response

" Yes, I attest to the above.

' Mo, I do not attest to the above,

12. Finalize the Workbook (Section 8)

Indicate you are finished with the survey by clicking on the

Main Menu and Completion Status

IIII

m finished” radio button.

v 0 Review Instructions

Review |
Completad
Provide Your Name, E-mail, and SED Number Eat I
v 0 """ Sob Smth (bebsmEnGpmal com) usng SEO numbar 123468
y @] Sove YourFile sae |
"AAC_Survey_2013_MO2_122456 xism" saved at0V0L2013 09:28 AM (420 secs 8g0)
& Enter Purchase Details for Feb 2013 (Part 1) EotData |
4] Completid. (3 purchases recorsed 1o problems found |
/@ Enter Totals for Mar 2012 through Feb 2013 (Part 2) EData |

i e

Attest to the Truthfulness of information Submitted
V' @[ Vourressicas & e,  atiesi 1o B above

Finalize Survey

“Vimen you are nshing completng the-

dicate s
file &S tampararily hide your work 10 peavent «\
Change the sistus to Tm stll werking '

0. The wilsave your
ed 10 view or ecl your data

[© 1o s worrg |

If prior to sending the completed survey through the HCS system you wish to reopen the
Tool and edit data, you will need to again enable macros, click on “I'm still working”,

make your edits, and re-run the validation steps before you can save the document.
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No changes may be made to the format of the AAC Survey Tool, and any surveys
submitted with modifications such as column addition or deletion, inserted fields or

attributes, or changes to formulas will immediately be rejected and returned for
correction and resubmission.

If you have any questions as to where a value is to be reported, please send an email to

medpharmpricing@health.state.ny.us outlining the issue and we will provide additional
clarification.
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VIII. Submit the Completed Survey to DoH via the HCS System

Pharmacies must submit their AAC Survey responses through the HCS system. A failure to do so
will be deemed a non-compliant response subject to referral to the NYS Office of the Medicaid

Inspector General.

To submit the AAC Survey response using the HCS system, please log in to your HCS account and
click on the “Applications” tab.

Hy Accoun Hele | ComlactUs  Logowt
NTSOON %\ Home: Documents Applications
4
o e Important Health Notificar®
Welcome Terence Halden Sotby DMe Posted ~ Hobfications Display Period: | Momth & g Relresh
a
A, Search Priority Kpward udserce Recpients
Advanged Search
advigary I:::_‘:':““ i ugare Emciprty
My Applcations By Favorstes
. _ Infactious ! N
Advisory ) users ecipsents

agrgrymis & abbravistans Depse

Newsroom Highlights

Mew Thems
o,
a7 re Update
OF/24/2002 B 1 (2012-2013) L3 Webinar Announoemen . [10/2012 July 2012 e-Distinge Lesming Commanius
= Events/Calemdar T Press Releases

WL July i Natcnal Leting MIV T,

1 5TD updste 2012

cing Prave Disessas: Policy, Pr

1 1d Publc maalth Live! Uping Social Mad
Give Your Feedback

Flease take thie quick survey and let vs know what you thnk of the HCS ports * Take Survey

J

Click on "S" to search for “Secure File Transfer.”

4
NYSOON %\ Homa Decumants Applications Dphcooud o ffelp o Cemtactl o Logout

+ Health Commeree System Applications +¥iew Help

[y e
1 Browscby A B C D EF G HIJKLMNODPFQRSTUYWIXTY?Z Yiew Al

Weleeme Terents Halden

f'a'\!’-aurd1 Apphication Hame ACranym Pralile Resiricted Add ] Remove
i e Search > G
My Applcations My Favortes At Swgtic Elwogey Aggigtaece Pramey ACFAP [ 1] ]
agrenyms b abbrevistions 0 Yez
b o Yes
Courfy Survillance
A0S ConractiPragram Perform, 0 o
Emen oty Cofladcts
SarvNY [ o
Augphninred Togifutd daensy Mpteigly [1] Yed

Click on Secure File Transfer. (You can also add it to the my applications side bar by clicking the
plus sign-indicated by the red arrow- and it will thereafter appear under “My Applications”)
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- By Accpunt | Help | DesiactUs | Legout
o % . Hama Dacumang. Appleations
-~ S « Health Commerce System Applications +Niem Help
" ik e |
= lm-u-hl.ltn[lEH]]IIHIDIQHETHHIIT! Woew AN
Welceme Terence ielden
3, Search Applicatess Mame BCFRYT Fratle Resbrried
Agvanoed Search SOAAES (1]
My Apphc stions My Favorites ity (1] e
Acromyms & Abbreviations . \/
CART
o7 (1] ]
Ermergency Contads
HERES 3 Trassang wHE o
Medicad Pharmacy SO0 () Q
Curaty
Sarhy B o <
[1] e
1] Yes
L Tes
L e
SEhE [1] e
SRS 1] Fes
g rirgial O Tata Dowricasd P05 [ ] e

Click “Send someone else a file”

My Account | Melp  ContactUs  Logout

Home Applications

N J'/ ﬁ\ -
o § it
Tloadd uu-a.-_uk $psew

Welcome Terence Holden

Secure File Transfer Utility Revised: 11/21/11 | Commant | SET Help

4 Search Instructions & Information
Advanced Search
29 DO NOT use thas tool to subma Offical NYS Prescrigtion data. To subest
Wy Apelications {15y Permies I'want to... jscrigtion dats use the Bureau of Narcotic nforcemant Official NYS mnp;-en
Acrooyms B Abbrevistiens ftrorec Data Transmussion Program 9o to the link under My Agglications or
8 o Seod somegna eise g file § 9o not have access, look under the Agphications list i the top menu for
CARY o Retneve 3 fie gomecns hag gent ma ntrolled Sub = ™
o~y 3 ica
County Survedance . D0 she Secure fie T

Erany

B __b Secure File Tranfer utility has & new look and feel,
redespred

Emergency Contacts " The wtilty has been 10 aliow the user to upicad three fles. Alsa, you
What the utility is used for: RV can see kg entries for mhen you uplosded the file and when

NERDS 3 Training by chciing ca the Snk st the bottom of the uplcad pege (\inw

the Ugioad Log). For mare information, please view the
4 Pracmacy COD | @ The file tracefor ytikty wos created to securely and easily transfer fles

of up to 100 megabytes in size between two HCS users. It s secure
Because the fie is never emaled (o anvyone, 1e., the fie rendes on the

Secure Fle Transfer 0 HCS ured dowrlcaded, File Name Warning

k File names should contain alpha, numeric and underscore characten
ES ONLY. Other characters may result in an error and cause the system to think

SecviNY
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The Secure Fig Transfer Uity & navar used to subma Offical NYS
State Prescrgbion data, To submi prescription data use the lnk wnder My
Apphcatices labeled Controlied Substances-Batch or O Ry Dots Trans
Mool Entry.

there is a virus in the fle you ace tranafernng.

How it works:

The fle is uplcaded from your computer 1o the HCS and an emad message it sent to the intended recgnent teling them 2o go to the HCS and downiosd the file. The
recpient can chick 8 link i the emad, copy and paste the link into their browser, or go dicectly to the donnioad paze 10 retneve the file, The recipient will see o table
showeg ol fles sent to them and can chek the file to downioad it. The recgeent is the only person who can access the page and/or the files and the sender is notified
By emad when the recgvent downicads the file.

All ernad messages are sent to the Business contact wfomatcn emal address heted in the sender and recpient's Perscn Records. You can view address by lookung in
the Communicabions Owectory xug tasl

Please remember:

You can transfer theee flles to one person at & time.

Files remain on the HCS for 14 days .

File size 5 bmited to 100 megabytes.

You may send no mare than 2500 megabytes tota! per week, .g., 25 files of 100 megabytes each.

Neasancrypted fles are checked for viruses dunng the upicad precess. If 8 virus 18 found, the uplosd process i aborted and the sender Qots & Mmessdpe
warneg them of the virus

WARNING: The Virus Scan software on the Heakth Commerce System will not be abie to open an encrypted file to checi for vwuss. If you are sbout to send an
encrypled fle, please MAKE SURE that the file was scasmed for viruses or mahgnant codes before upicading.

-



In the “Mail to user” field enter “cod-aac_team”

In the “Upload file” field click the “Browse” key, locate the file where you have saved it,
and click on it

e Enter any supplemental message, if necessary, in the “Comments” field

e C(lick Upload

e Once a DOH employee officially receives the file, a email confirmation will be sent to
you.

H Account Contact Us  Loaout
R % Home Documents Applications uslo

FeS,. o=

Thoah Comirrm ¢ Syeseew

Welcome Terence Holden Secize File Tramsfes Revised: 05/03/12 | Comments | Help
4, Search
Adyanced Search Gahack
v Apeiications [3Sx Feemeites Purpose: This upload utiity should be used to send documents to a spedhic Heakh Commerce user.
AATeaynes G AR Instructions: To upload a file, dick on one of the buttons to the night of the ‘Upload file’ text and select the fle. Repeat for up to 3 files and then
T chek on the Upload butten,
County Survedance YO mal 07 Shealth.state.ny.us
Emergercy Contacts Mail to user: [[GetUserid_|
B e — S——
= ~ Upload file (1): (Giomse
Upload file (2): (Beowse_)
o Upload file (3): (Beowze )

Please note: A maximum of three (3) files can be uploaded at one time. The total file size can not excead 100 M8,
Comments:
(included with
email)

Upload |
Message: This is 3 new version of the Secure File Transfer. It will allow you to upload up to 3 Res at one time. Also, you can see what you
uploaded by cicking 0n the View the Linkad Log link 3t the bottom of this page. Warning: The Virus Scan software on the Health
Commerce e,

System will not be able to open an encrypted file to check for viruses, If you are about 1o send an encrypted fi
please MAXE SURE that the file was scanned for viruses or malignant codes before uploading.
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Appendix A: Enabling Macros- Excel 2003

After opening up the workbook, you will not encounter the message that pops up in Microsoft
Excel version 2007 (the screenshots that we provided above). Instead we advise you to take the
following steps.

1. Inthe Excel menu bar at the top first click ‘“Tools’ and then select ‘Options’

Insert  Fgrmat | Tools | Data  Window _Help
j_le&'y Spelling... F7 ,3.-%}:',2
o 6 (A8 | )| Research... Alt+Click boabl [
f ‘ ‘_/p Error Checking... P ——
C | Shared Workspace... |l G i

Share Workbook...

Protection >
Online Collabor ation >
Formula Auditing >
Macro > '
AutoCorrect Options...
Customize...

I Options... ]

| v

Go to Tools, then Options.

2. Click on the tab that is marked ‘Security’

[ — y
| Options 2JE3|
Wiewe Caladation Ede General Transtion Custom Lists Chart
Cokoe Intemational Save Errce Checking Spelng Securky

Fie encryphion settings for this workbook
Password to gpen: Advacced. .. ]
Fle charing settings for thes weorkbook

Password to modfy:
[T Raad-cely recommandad
| Rspkal Signatures... |

YovaCy Optons
[[] Bemove personal informatson from File propertses on save
MaCr O Sotux Ry

Adjust the secury level for Fles that might contain macro viruses and [ o 'c ——
specEy names of trusted macro developers. \ﬂ,

[ oK ][ Cancel |

)

Go to Security Tab
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3. Inthe tab ‘Security Level’ please select either ‘medium’. ‘Medium’ will you give you the
option to enable macros similar to the way that Excel 2007 does.

M

| Security Level | Trusted Publishers |

O very High. Only macros installed in trusted locations will be allowed
to run, All other signed and unsigned macros are disabled,

O High. Only signed macros from trusted sources will be allowed to

(® Medum. You can choose whether or not to run potentially unsafe
macros.

O Low (not recommended). You are not protected from potentially
unsafie macros. Use this setting only if you have virus scanning
software installed, or you have checked the safety of all documents
You open.

Lok ][ concel |

Choose "Medium" security level,

4. Click ok

5. Completely exit Microsoft Excel and then reopen the workbook that you will be working on
(DoH provided workbook)

6. In the prompt that pops up click click ‘Enable Macros’.

m

“E:eeSheniZen XInglOCR Project|IMC_Excel.xds” conkains macros.

Macros may contain viruses. It is usually safe to disable macros, but ¥ the
macros are legitimate, you might lose some functionaly.

_Qsebletacios | [ EnsbleMacros | | Morelnfo |

Enable Macros
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Appendix B: Registration with the Health Commerce System

The Health Commerce System (HCS) is a comprehensive web-based technology that supports,
integrates, and secures the electronic exchange of health data and information to, from and
among key partners. It is a closed network dedicated to secure data exchange with participating
pharmacies and NYSDO, and proper clearance is needed to gain access. Enrollment and
authentication documents have been developed to ensure the security of data and help protect
key partners from intrusions originating on or through the HCS. Since the HCS is a secured web
site and requires authentication to sign in, every user must read the Security and Use Policies
(SAUP) and sign an account request form to obtain an HCS account. The HCS provides links to
other secure web sites, including the New York State Official Prescription Program.

The Health Commerce System Account is free to obtain and MUST be used for the submission of
the AAC Survey, as well as for the COD Survey for independent pharmacies or small chains.

Listed below are the steps to register for an HCS account:

1. To register for a free account with HCS, a pharmacy provider should select one or more
individuals to serve as its representative(s). The system allows for two types of representatives:
a. HCS Director: has the authority to bind the pharmacy with DOH
b. HCS Coordinator: has the authority to request and manage HCS accounts and roles.In
case the pharmacy provider does not assign an individual to the HCS Coordinator role,
the HCS director will automatically serve as the HCS Coordinator too.

2. The following information on the pharmacy provider and its representative(s) should be e-
mailed to the Commerce Accounts Management Unit (CAMU) Supervisors at:
camuout@health.state.ny.us

Pharmacy Information

Pharmacy SED Registration #:
Pharmacy Name:

Pharmacy Address line 1:
Pharmacy Address Line 2:
Pharmacy City:

Pharmacy State:

Pharmacy Zip Code:
Pharmacy County:

HCS Director Information
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(The individual authorized to bind the pharmacy with DOH. The HCS Director is also a HCS
Coordinator by default)

Full first name (DO NOT use nicknames):

Full middle name (not just the initial):

Full last name:

Month and day of birth:

NYS DOH Health Commerce System (HCS) ID (if one exists):
Exact job title:

Office telephone number:

Office fax number:

E-mail address:

HCS Coordinator Information

(The individual with authority to request and manage HCS accounts and roles)

Full first name (DO NOT use nicknames):

Full middle name (not just the initial):

Full last name:

Month and day of birth:

NYSDOH Health Commerce System (HCS) ID (if one exists):
Office telephone number:

Office fax number:

E-mail address:

NYSDOH will use this information to generate HCS Director and HCS Coordinator enrollment
forms. Once those forms have been generated, an email will be sent to the HCS Director and
HCS Coordinator with the enrollment forms and PDF versions of Security and Use Policies
(SAUPs). The SAUPs outline the provider rules and responsibilities for using HCS The original
enrollment forms must be printed, signed, notarized and mailed together to the following
address:

NYSDOH

Commerce Accounts Management Unit (CAMU) Supervisors
800 North Pearl Street

Room 214

Albany, NY 12204-1899
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The SAUPs must be read and retained. Both forms are required to be submitted together as the
HCS Director Form binds the organization and must be processed first. Please retain copies of
both forms for your records.

Once the completed original, signed and notarized forms have been received, the
Commerce Accounts Management Unit (“CAMU”) will mail the HCS Director and HCS
Coordinator their own HCS PIN and account activation instructions. This information
will allow the user to login to HCS website at https://commerce.health.state.ny.us.

Should you have any issues logging in using the HCS PIN, please contact the Commerce Account
Management Unit (CAMU) Help Desk at 1-866-529-1890 or hinhpn@health.state.ny.us

Please keep in mind that the HCS Coordinator will be the primary account and will serve as the
main point of contact. All emails regarding the AAC/COD survey from DoH will be sent to this
individual.

Page 27 of 27


https://commerce.health.state.ny.us/
mailto:hinhpn@health.state.ny.us

