
                                           

           
 

   
 

     
   

 
   

 

   
   

 

       
   

                     
     

               

         
 

                       

       
 

   
 

                                                

                 
 

         
 

       
 

                           

             
     

                                               
 

       
   

           
 

     
 

 
       

 
 

         
   

         
 

 
 

       
 

 
                             

 

 

                 
 

     
     

                     
 

 

                                                         
   

           
   

     
 

                       
 

                       
   

                     
 

 
     

         
 

   
 

         
 

                             

         
 

                           

               
 

                   
 

 

       
   

           
   

                       
   

         
 

         

       
                   

 
           

               

                   

               

                 

         
   
   

     

              
 

           

Downstream Provider Security Controls 

Control 
Number 

Control Name 

AC‐1 ACCESS CONTROL POLICY AND 
PROCEDURES 

AC‐2 ACCOUNT MANAGEMENT 

AC‐2 (1) Automated Information System 
Account Management 

AC‐2 (2) Removal of Temporary/Emergency 
Accounts 

AC‐2 (3) Disable Inactive Accounts 

AC‐2 (4) Automated Audit Actions 

AC‐2 (5) Inactivity Logout 

AC‐2 (7) 

Role‐Based Schemes 
AC‐2 (9) Restrictions on Use of Shared / Group 

Accounts 
AC‐2 (10) Shared/Group Account Credential 

Termination 

AC‐2 (12) Account Monitoring/Atypical Usage 

AC‐2 (13) Disable Accounts for High‐Risk 
Individuals 

AC‐3 ACCESS ENFORCEMENT 

AC‐3 (3) Mandatory Access Control 

AC‐3 (9) Controlled Release 

AC‐4 INFORMATION FLOW ENFORCEMENT 

AC‐5 SEPARATION OF DUTIES 

AC‐6 LEAST PRIVILEGE 

AC‐6 (1) Authorize Access to Security Functions 

AC‐6 (5) Privileged Accounts 

AC‐6 (7) Review of Privileges 

AC‐6 (9) Auditing Use of Privileged Functions 

AC‐6 (10) Prohibit Non‐Privileged Users from 
Executing Privileged Functions 

AC‐7 Unsuccessful Logon Attempts 

Control 
Number 

Control Name 

SC‐1 SYSTEM AND 
COMMUNICATIONS 
PROTECTION POLICY 
AND PROCEDURES 

SC‐7 BOUNDARY PROTECTION 

SC‐7 (4) External 
Telecommunications 
Services 

SC‐7 (5) Deny by Default/Allow by 
Exception 

SC‐7 (7) Prevent Split Tunneling 
for Remote Devices 

SC‐8 TRANSMISSION 
CONFIDENTIALITY AND 
INTEGRITY 

SC‐8 (1) Cryptographic or 
Alternate Physical 
Protection 

SC‐8 (2) Pre/Post Transmission 
Handling 

SC‐10 NETWORK DISCONNECT 

SC‐12 CRYPTOGRAPHIC KEY 
ESTABLISHMENT AND 
MANAGEMENT 

SC‐13 CRYPTOGRAPHIC 
PROTECTION 

SC‐17 PUBLIC KEY 
INFRASTRUCTURE 
CERTIFICATES 

SC‐23 SESSION AUTHENTICITY 

SC‐24 FAIL IN KNOWN STATE 

SC‐28 PROTECTION OF 
INFORMATION AT REST 

SC‐28 (1) Cryptographic Protection 

Control 
Number 

Control Name 

IA‐1 IDENTIFICATION AND AUTHENTICATION 
POLICY AND PROCEDURES 

IA‐2 IDENTIFICATION AND AUTHENTICATION 
(ORGANIZATIONAL USERS) 

IA‐2 (1) Network Access to Privileged Accounts 

IA‐2 (2) Network Access to Non‐Privileged 
Accounts 

IA‐2 (3) Local Access to Privileged Accounts 

IA‐2 (4) Local Access to Non‐Privileged Accounts 

IA‐2 (9) Network Access to Non‐Privileged 
Accounts ‐ Replay Resistant 

IA‐4 IDENTIFIER MANAGEMENT 

IA‐4 (3) Multiple Forms of Certification 

IA‐5 AUTHENTICATOR MANAGEMENT 

IA‐5 (1) Password‐Based Authentication 

IA‐6 AUTHENTICATOR FEEDBACK 

IA‐8 IDENTIFICATION AND AUTHENTICATION 
(NON‐ORGANIZATIONAL USERS) 

Control 
Number 

Control Name 

CM‐1 CONFIGURATION 
MANAGEMENT POLICY 
AND PROCEDURES 

CM‐2 BASELINE 
CONFIGURATION 

CM‐2 (1) Reviews and Updates 

CM‐2 (2) Automation Support for 
Accuracy/Currency 

CM‐2 (3) Retention of Previous 
Configurations 

CM‐3 CONFIGURATION 
CHANGE CONTROL 

CM‐3 (2) Tests/Validates/Docume 
nt Changes 

CM‐4 SECURITY IMPACT 
ANALYSIS 

CM‐4 (2) Verification of Security 
Functions 

CM‐5 ACCESS RESTRICTIONS 
FOR CHANGE 

CM‐5 (2) Review System Changes 

CM‐6 CONFIGURATION 
SETTINGS 

CM‐7 LEAST FUNCTIONALITY 

CM‐8 INFORMATION SYSTEM 
COMPONENT 
INVENTORY 

CM‐8 (1) Updates During 
Installations/Removals 

CM‐9 CONFIGURATION 
MANAGEMENT PLAN 

Control 
Number 

Control Name 

AU‐1 AUDIT AND 
ACCOUNTABILITY POLICY 
AND PROCEDURES 

AU‐2 AUDIT EVENTS 

AU‐2 (3) Reviews and Updates 

AU‐3 CONTENT OF AUDIT 
RECORDS 

AU‐3 (1) Additional Audit 
Information 

AU‐4 AUDIT STORAGE 
CAPACITY 

AU‐4 (1) Transfer to Alternative 
Storage 

AU‐5 RESPONSE TO AUDIT 
PROCESSING FAILURES 

AU‐5 (1) Audit Storage Capacity 

AU‐5 (2) Real‐Time Alerts 

AU‐6 AUDIT REVIEW, 
ANALYSIS, AND 
REPORTING 

AU‐7 AUDIT REDUCTION AND 
REPORT GENERATION 

AU‐7 (1) Automatic Processing 

AU‐8 TIME STAMPS 

AU‐8 (1) Synchronization with 
Authoritative Time 
Source 

AU‐9 PROTECTION OF AUDIT 
INFORMATION 

AU‐10 NON‐REPUDIATION 

AU‐11 AUDIT RECORD 
RETENTION 

AU‐12 AUDIT GENERATION 

AU‐12 (3) Changes by Authorized 
Individuals 

Control 
Number 

Control Name 

AT‐1 SECURITY AWARENESS AND TRAINING 
POLICY AND PROCEDURES 

AT‐2 SECURITY AWARENESS TRAINING 

AT‐3 ROLE‐BASED SECURITY TRAINING 

AT‐4 Security Training Records 

Control 
Number Control Name 

CA‐1 SECURITY ASSESSMENT AND 
AUTHORIZATION POLICIES AND 
PROCEDURES 

CA‐2 SECURITY ASSESSMENTS 

CA‐3 SYSTEM INTERCONNECTIONS 

CA‐3 (5) Restrictions on External System 
Connections 

CA‐5 PLAN OF ACTION AND MILESTONES 

CA‐7 CONTINUOUS MONITORING 

CA‐8 PENETRATION TESTING 

Control 
Number 

Control Name 

CP (None) 

Control 
Number 

Control Name 

IR‐1 INCIDENT RESPONSE POLICY AND 
PROCEDURES 

IR‐2 INCIDENT RESPONSE TRAINING 

IR‐2 (1) Simulated Events 

IR‐3 INCIDENT RESPONSE TESTING 

IR‐3 (2) Coordination with Related Plans 

IR‐4 INCIDENT HANDLING 

IR‐4 (1) Automated Incident Handling Processes 

IR‐4 (4) Information Correlation 

IR‐5 INCIDENT MONITORING 

IR‐6 INCIDENT REPORTING 

IR‐6 (1) Automated Reporting 

IR‐7 INCIDENT RESPONSE ASSISTANCE 

IR‐7 (1) Automation Support for Availability of 
Information/Support 

IR‐7 (2) Coordination with External Providers 

IR‐8 INCIDENT RESPONSE PLAN 

Control 
Number 

Control Name 

MA‐1 SYSTEM MAINTENANCE POLICY AND 
PROCEDURES 

MA‐2 CONTROLLED MAINTENANCE 

MA‐5 MAINTENANCE PERSONNEL 

Control 
Number Control Name 

MP‐1 MEDIA PROTECTION POLICY AND 
PROCEDURES 

MP‐2 MEDIA ACCESS 

MP‐3 MEDIA MARKING 

MP‐4 MEDIA STORAGE 

MP‐5 MEDIA TRANSPORT 

MP‐5 (4) Cryptographic Protection 

MP‐6 MEDIA SANITIZATION 

MP‐7 MEDIA USE 

MP‐CMS‐1 MEDIA RELATED RECORDS 

Control 
Number 

Control Name 

PE‐1 PHYSICAL AND ENVIRONMENTAL 
PROTECTION POLICY AND PROCEDURES 

PE‐2 PHYSICAL ACCESS AUTHORIZATIONS 

PE‐2 (1) Access By Position/Role 

PE‐2 (3) Restrict Unescorted Access 

PE‐3 PHYSICAL ACCESS CONTROL 

PE‐3 (1) Information System Access 

PE‐4 ACCESS CONTROL FOR TRANSMISSION 
MEDIUM 

PE‐5 ACCESS CONTROL FOR OUTPUT DEVICES 

PE‐6 MONITORING PHYSICAL ACCESS 

PE‐6 (1) Intrusion Alarms/Surveillance Equipment 

PE‐8 VISITOR ACCESS RECORDS 

PE‐14 TEMPERATURE AND HUMIDITY CONTROLS 

PE‐15 WATER DAMAGE PROTECTION 

PE‐16 DELIVERY AND REMOVAL 

PE‐17 ALTERNATE WORK SITE 

Control 
Number 

Control Name 

PL‐1 SECURITY PLANNING POLICY AND 
PROCEDURES 

PL‐2 SYSTEM SECURITY PLAN 

PL‐4 RULES OF BEHAVIOR 

Control 
Number Control Name 

PM‐1 INFORMATION SECURITY PROGRAM PLAN 

PM‐2 SENIOR INFORMATION SECURITY OFFICER 

Control 
Number Control Name 

PS‐1 PERSONNEL SECURITY POLICY AND 
PROCEDURES 

PS‐3 PERSONNEL SCREENING 

PS‐4 PERSONNEL TERMINATION 

PS‐5 PERSONNEL TRANSFER 

PS‐6 ACCESS AGREEMENTS 

PS‐7 THIRD‐PARTY PERSONNEL SECURITY 

PS‐8 PERSONNEL SANCTIONS 

Control 
Number 

Control Name 

RA‐1 RISK ASSESSMENT POLICY AND 
PROCEDURES 

RA‐3 RISK ASSESSMENT 

RA‐5 VULNERABILITY SCANNING 

RA‐5 (1) Update Tool Capability 

RA‐5 (2) Update by Frequency/Prior to New 
Scan/When Identified 

Control 
Number Control Name 

SA‐1 SYSTEM AND SERVICES ACQUISITION 
POLICY AND PROCEDURES 

SA‐4 (2) Design/Implementation Information for 
Security Controls 

SA‐9 EXTERNAL INFORMATION SYSTEM SERVICES 

Control 
Number Control Name 

SI‐1 SYSTEM AND INFORMATION INTEGRITY 
POLICY AND PROCEDURES 

SI‐2 FLAW REMEDIATION 

SI‐2 (3) Time to Remediate Flaws / Benchmarks For 
Corrective Actions 

SI‐3 MALICIOUS CODE PROTECTION 

SI‐4 INFORMATION SYSTEM MONITORING 

SI‐4 (1) System‐Wide Intrusion Detection System 

SI‐4 (4) Inbound and Outbound Communications 
Traffic 

SI‐5 SECURITY ALERTS, ADVISORIES, AND 
DIRECTIVES 

Restricted Distribution 
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