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Activating Your HCS Account

This procedure steps through the process of activating your New York State Health Commerce System
(HCS) user account, which provides access to the Electronic Death Registration System (EDRS). All EDRS
users must have an HCS user account.

This procedure is intended for all new users of HCS and EDRS. This procedure is not needed by medical
professionals who already have an active HCS account for access to other New York State Department of
Health applications.

Key Points About HCS

e HCS serves as the web portal for access into EDRS.
e User accounts are managed by HCS.

e One or more people at each facility are designated as HCS Coordinator responsible for setting up
user accounts and roles.

e For each facility that an EDRS user is affiliated with, the HCS Coordinator at that facility must
assign the user to the facility, and assign an EDRS role to the user. Staff cannot access EDRS
until their user account has been assigned to the facility and their EDRS role is assigned

e Each EDRS user should have one (1) user account profile in HCS. This means you have one (1)
user ID, one (1) password, and one (1) personal address that spans all facilities you are assigned
to.

e Each EDRS user must have an email account to receive HCS and EDRS notifications and
instructions. Emailed notifications may come from the following:

camu@its.ny.gov (CAMU is the NYSDOH Commerce Account Management Unit)
its.sm.camu

Individual members of the NYS ITS group (Office of Information Technology Services)
EDRS.Vital.Records

edrs@health.ny.gov

hcsxpeol@health.ny.gov

DOH (or doh)

HPN (or hpn)

O O0O0OO0OO0OO0O0Oo

Be sure to read these messages carefully and follow the instructions provided in the message.

Website to Activate Your HCS Account

The location of the HCS Account Activation website will be included in a letter you will receive after your
user account has been set up. It’s provided here so you can simply click the link when you are ready to
activate your account:

https://apps.health.ny.gov/pub/cgi-bin/applinks/pubforms/olaa/activate

Updated June 2017 1 For assistance, contact the EDRS Call Center at 1-844-866-EDRS (3377)
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When you get to the HCS Account Activation webpage you will need to supply your Temporary Access

Word (a temporary password that will be emailed to you on your HCS account form), and you will need
your Personal Identification Number (PIN), which will be sent to you in the mail.

The section below gives the detailed information on where to get these items and what to do with
them.

Steps to Activate Your HCS Account

1. After you submit your HCS Account setup request, you will receive an email from

camu@its.ny.gov. The email contains attached security documents pertaining to your access to
HCS.

The CAMU email looks something like this:

Application for HPM access
ppiicatl ‘ This attached document contains

° a Temporary Access Word that

Camu@its.ny.gov you will need later to activate
Texdas 110 AR
your HCS account.

I._._'.‘ dooument_1_saup.pdf W Fﬂ dacument_2_saup.pdf v pdi]  L160082.pdf
== 197 kB mE= 154 kE wE= 1zEB
Aattacherenits |373KE  Dommload & v all bo Orelrove - Mew Fock Sate Office of Infarmation Techrology Sersces

aftached are the Participant Organ@ation Secwrity and Uie Falicy (SALR for Doc 1), the Individual User Secunty and Lse Palicy (3
print 2ll PDF attachments, read the SAUPs, sign the application, and have your signature notarized. When finished, keep the SaUd
application to the address noted therein. The acooent will be created once the original is received, This request will be purged fr

Flease 0D MOT save this POF document to disk.

I *ou will need the temporary access ward m the dacument for acopunt activatian. I

This is a printable only Adobe Acrobat POF docement, I¥ you do not have Adobe Acrobat Beader Verson 5.0 or later, please dmf
site link @ bt S aclabs e cmm.

The email attachments include:
1) Organization Security and Use Policy
2) Individual User Security and Use Policy

3) Participant Agreement which you will print, sign, have notarized, and mail into NYSDOH
Commerce Account Management Unit (CAMU)

2. The Participant Agreement document contains the Temporary Access Word that you will need
later to activate your HCS account. Your Temporary Access Word is a temporary password that
will expire as soon as you actually log into HCS the first time.

Print two copies of this document — one print-out that you will sign, have notarized, and mail to
CAMU, and the other print-out that you will keep just until you Activate your HCS user account.

Updated June 2017 2  For assistance, contact the EDRS Call Center at 1-844-866-EDRS (3377)
or email edrs@health.ny.gov
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The Participant Agreement document looks like this:

HPM Decument 1 -Schedule 2.4
Participant Organization Agreement
DOH/Coordinator completes lines 1 — 6

1. Name ofParticipant Orgamzbion: 2z Test

2 Address: aoo

by Albany aT: wy Lip: 12204

3. Name of Director: John Doe

Title: Funeral Divector Temporary Access Word -

4. Telephone Number: 555-555-5555 ext. You will need this when
you activate your HCS
3. Emil:kimh:rly.nn:nick@it:.zqr.gw account.
&

6, This replaces

who previeusly signed this agreement for the organization
DOH/Coordinator completes line 7; Director signs line 8 in presence of
[ hawve read and understend the HPW Pesticapant Organization Securty and Yae Policy (aka Do coment
ge Policy and Agplicatyon (aka Docwment 23 1 understand that subrritting thes comglated docwment
and sssigned the stats 0 f HPW Coordinator. 1 have read Schedule “1 A" and agree that, azthe subjec
and responsbalities in atimely ead o fective manner. 1 have the suthossy to bind the Partwcipant Or
conditione, and [ agree o the terms and conditions 2et forth in this docoment including it schedules
actiwely use my HPM account to sxecuts my responsibilities an HPY Coordinator in & bmely mann
and procedures &= stated may reselt in evocation of HPW acoess end possible legal action

d the HFH Individua s Becurity and

| result in my being goven access to the HPH
M coordinator, 1will exercize these duties
atton tdentified below to these terms and
din Document 2 inchuding @s schedules [wall
I understand that wiolaton a fthe HPH policies

7. HPHN User ID (if one exists): OR
Month/Day of Birth: 0%/24 Temporary Access Word: « s 0w
(TTsed to ensure a unigue account)

£. Signature of Organization Director: Diate: ! /

This form is the binding agreement between your organization and HCS.

3. After your HCS account has been set up, you will receive a letter in the mail from the New York
State Department of Health’s CAMU. The letter contains a personal identification number (PIN)
that you will need to access HCS the first time.

Updated June 2017 3 For assistance, contact the EDRS Call Center at 1-844-866-EDRS (3377)
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The HCS PIN letter looks like this:

NEW YORK
S | D€ s
- | of Health
AMDREW M. CUOMO HOWARD A, ZUCKER, M.D, J.D. SALLY DRESLIN, M.5, RN
GO (oM S E gt Dap.sy Tommizilonal
&4 T
Tolm Do
ZZ Test Example of the PIN letter
A0 . . . "
Ay, NY 12204 you will receive in the mail.
Dizar John Dioe,

Yomr Health Commerce System acoommt request form kas been processed. ¥om com now sctivate your sceomt om-line
T do this yeu mus have your Personal [destificaten Namber (FDV) (see below) and the temperary socets word on e
copy of your bar-coded notarized scoount reqoest foom. Detailed imnstnactions are enclosed. Please keep vour FlN ma
coafidential place. Yo wall meed to reference 5t whemever vou need to disoss your accoumd with the Commence
Accounts Masapement Unit (CAMLU)

e have $0 dys drom the dete of das bemer 1o sctivme your account oo-j

failed attempts, the accommt will be locked and you must call CAMU a2 Ynu nEEd to entar

this PIN the first
time you log into
HCS to activate
your new account.

For problems related vour omsline account activation or your password.
WYSDOH-Commeree-Helpirhealth stwte sy us or  1-566-529-1800 op

losz, theft or compromese of your FIN, ot if a change in your dutses o
privilege 1o the Commerce site

Please contact the pertinest NYSDOH program area 1 yon ame e
Thask yon in sdvance for vour attenios o these insmuctions

Smkenely,
Enec

Peronal [demitfication Number | ! iy
Vel v 7 PO 0 e, O e e
woan

= ¥ mecrty of your FIA ecomes compromnet
105, I, BTN BY MO 1L, NOR CAURI
e e L T

THIS PIN IS CRITICAL TO [y

NN CANR SO DG T B TSSAEDT-IEN eplan 1 o
COMMERCE ACCESS ] o atste

HEALTH.MY.GON

Sarebeck omNYSROH
T e RNy Gey

OLAA P2 w1 22173 T Rdwwia] = Bl for Pubhdic Une

NOTE: Save your PIN. Although you will only need your PIN for first log-in to activate your new
account, you may be asked for your PIN on the telephone if you need to call CAMU in the future.

Included with the PIN letter are detailed instructions for activating your HCS account and setting

your password.

Updated June 2017
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The detailed instruction sheet looks like this:

To activate your account on-lne yon mmst have your peromal tdentification momber (PEV) letter and tensporary access wond
found on your copy of the bar-coded netanzed aceount Tegquest foren. You have 90 days from the date of the PIN letter 1o
complete tht precess. [E the 20 days bns elapsed or vou have 5 faled atteoopts, e sccount will be lodioed and you mast

rall 1.E66. 5791850 option 1 to actiwate your scoowmt.

Actrvate vour HCS acooml:
“Oin-Lime Accoumt Activation”

Eu'kr}wmmﬂ:r"mmmhr' ﬁr]d Dw.-lrfd o the PV le
+ Eniter Yiour bamporary acceid word in the “lemsporary sctedd word™

oed with these inshructicus)
gp Lhe Tar-poded notarized

Form}
¢ Click CONTINUE.

Internet address
to activate your
HCS account

Congramlations! ¥ou hive activated your User [D:
= Make note of your User ID on top m blue {you wall need ot for 2 6

Change your password (lemporary seoess word)
+ Emter your User 1D im che “Ulser 1D fleld
» Emter your temporary access word in the “Password” field
« Click Sign In,
* Emiter your temporary acoess word in the “Password” field
v Click Next.
v Emier 3 new pasoword in the “New Passoord” Sield.
*+ Enter the new password i the “Confirm Password” fleld
+ Click Change Password

Activate your Seli-Service Forgotten Password Feature:
= Ester aix of the 17 quedtions (you will be requived 1o amrwer thres when using the feaname)
» Click Bawe

Yo accoumt is active!

For all Srurs HOS gosess, go to dos website - attps:/fcommerce bealth state. ny.ns
(remember b bookmark i)

For HCS tammg {Coordinatar or Intreducton to HCS), please email the Commerce Trainers at
Ecsoutrepchithealth state o ms.

For both secumity and quality of service, logs and audit trails are kept of all HCS accesses. Refer to your SAUP for details.
Wiolation of the SAUP {e.g. charing your confidential secoun informatioa) will result in the suspension of voar acooust
prnvilepes unhl execufoves af vour cogamzation take required remedial achon. Repeat offenses may result in the permanent
removal of the scoomt.

5. To activate your HCS user account, open your Internet browser on your computer and go to the
following website address:

https://apps.health.ny.gov/pub/cgi-bin/applinks/pubforms/olaa/activate

NOTE: Internet Explorer are Google Chrome are the preferred browsers for EDRS, but Safari and
Firefox should also work as well.

Updated June 2017 5 For assistance, contact the EDRS Call Center at 1-844-866-EDRS (3377)
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mailto:edrs@health.ny.gov
https://apps.health.ny.gov/pub/cgi-bin/applinks/pubforms/olaa/activate

HCS/EDRS Procedure

Yenk | Department . :
STATE | of Health Activating Your HCS Account

The HCS Account Activation webpage will appear:

Forveaed Apeal 20 3

Siate of Mew Vel
Ficpusment of Heslih
Hewlihs Conmmaras Syeen

Anddrew M. Cudans, Ooviertr

Wicosar tn the ondine HICS Account Activation

T acireatet o scoeumnt co-kue you tourt have ot our

+ HCE POY ey
0 Bwre-d inareed o e pepe e b

Foma b 30 Lo ol B oms thee e of e FOH feller 1o complein an protrin 1 the 0 dicrd buio elagord o o hive Bie Baded ilmiepiti, o it il 12566, 305 1550 oplson. | 10 sectoriade oo mecc ol

Dmew wow hive dkin pagr, yewr scceml b acthor amd o carsed wie the on e scowme acibodion agsn
Vrdation o with osepess sl wdll demll m B gt iy Paspeason of Fout it ol preduge will tegured rrsechal ichon o tibm by et o o
Enter your last name,

your PIN number from C———

the letter you received 7 S S S

in the mail, and the 3:,."::':::.“.1. conrae
Temporary Access Word

you got by email from
(:ﬁ".MU. /

6. Inthe space provided, enter your last name, your PIN number from the PIN letter you received
in the mail, and your Temporary Access Word that is on your retained copy of the Participant
Agreement you received by email from CAMU.

NOTE: As you type your Temporary Access Word, it will display as an asterisks (*), because it is a
secret password that should not be viewed by other people.

Click the Continue button.

Updated June 2017 6  For assistance, contact the EDRS Call Center at 1-844-866-EDRS (3377)
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7. The following confirmation/sign-in screen appears, providing you with your HCS User ID:

Please login to begin using the Health Commerce System

Congratulations!
You have activated your account.

[Your HCS User ID]

Your User ID is: ja8aiain /

Do the follpwing b
= Winte dovwn your User ID {above in bius)
you will need it for future HCS access
= Enter your User ID
- Enter your password (temperary access

- ! word)
r .-' - Cilick the Sign In

Health Commerce System -

-~ A | User Id]

HH“:"‘, 3.- 2 "

e Password:

Signin

For assistance, please call 1-866-528-1890 ophon
1 (M-F 8AM-4:45FPM)

In the space provided, enter your User ID, and your Temporary Access Word.
Click the Sign In button.

NOTE: Write down your User ID. You will need this every time you log into HCS and EDRS.

8. Assoon as you sign in you will be prompted to set your Password for HCS. For the final time,
enter you Temporary Access Word in the Password field, and click the Next button.

HCS Password Management System

(& Information
‘our password has expired. Please enter the password you used on the previous page and click Mext.

Uzer D jd648430
I @ " Password;

[Nkt | Enter your Temporary Access Word I

Updated June 2017 7 For assistance, contact the EDRS Call Center at 1-844-866-EDRS (3377)
or email edrs@health.ny.gov
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9. The Change My Password page will appear. Define your new password in the space provided,
and then enter it again. Click the Change Password button.

HCS Password Management System

() Information
Your password has expired for User 1d jd648430. Plaase change it now.

Change My Password

Enfer yaur new password twice, then click Change Password

Your Niove Passveord:

Must be a1 least 8 characiers long

Must have ot JEast § lethers

Must not match any of the 50 previcus passwonds.
Must ned contain wour lagl name,

Must giffer from the old password by al least 3 charactars. For companison purmeses, an upper
cage [ener S0 1S coresponding Iower Case lener ane quivalent

e e

Enter your new password,
and then enter it again.

Must have either 2 numbers, 2 special characters or 1 number and 1 special character
Flease Mole: The following special characlens are nol allowed. = " L@,

New Password

@ Now Password I

@ = Confirm Password.

*indicates a required figld
Change Password | Cancel
Chlick here if you need Help

Send guestions of commens 1o Web Administration

New York State Cyper Policy PO3-002 snd sssctiated stan:

0 S05-001 cutine mininvam password requirements for a8l Plew York State computer systems. This In<ludes Crealing passwords that have a minimum length o

Please nolé that 4l new

s dwords must contain ot least B o

NOTE: Your HCS password must obey the following rules:

e  Must be at least 8 characters long

e Must have at least 5 letters

e Must have either 2 numbers, 2 special characters, or 1 number and 1 special character.
Special characters cannot be the following: * “ “ \ # @

10. The My Secret Questions page will appear. You are required to provide answers to at least six
(6) of the questions listed. The purpose of this is so that if you forget your password at some
time in the future, you will have the ability to reset your own password if you can verify your
identity by correctly answering your secret questions.

Updated June 2017 8 For assistance, contact the EDRS Call Center at 1-844-866-EDRS (3377)
or email edrs@health.ny.gov
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After entering your answers to at least six (6) of the questions, click the Save button.

My Secret Question Answers

Secret Questions

@ Please answer 3t least 6 of the 27 provided questions.
Question Arswer
‘Wil is the namea afyaur irst pat?

Wilhat = the name afyour fiest school®

Wihat |15 the last name of your al-lime favarte teacher? -

Wihatis the lasi name of your first school principal? .

Wilhal is tha las! name of your favarita author when you were in schaal?

Wilhl i B firs? nami ofyour childhood best Fend? -

Wilhat 1= the moadel of yaur fisst car?

Wihatis the color of your first car? - -

Wihal is tha lasi name of your childhood pedialrician?

Wilhal i the firs1 name ofyour mother's Talher?

Wilhat |5 the firs? name ofyour mothars mother?

Wihat 1= your tather's middla namea?

Wihatis the street that vou lived on a5 & child?

Wilhal is tha city wehare vour grandparanls live ar lived?

Wil i wour Tavorite restaurant?

Wilhat 1= your favante wacation place?

Wihat i your favarite band?

‘What i your favarite mavie?
ilkal i vour Taaribe TV hiee?
Wilhart |5 your favoribe drink?
Wihat = your favarite food?

Wihat is your fawarite place?

‘Wilhal is vour favarite pastime or hobby?
il i the 1illa orvour Taodite book?
Wihat |15 tha 1851 name of your favorie actor?

Wihat is tha lasi name of your favarite athlete?

Wilhal is your fawarite song?

Tindicales a reguired field

Save

Updated June 2017 9 For assistance, contact the EDRS Call Center at 1-844-866-EDRS (3377)
or email edrs@health.ny.gov
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11. The HCS Home Page appears.

-

e' c \I|ﬂ https://commerce.health state.ny.us/hcs/index.html

P-ad H 4 The Health Commerce Syst... ‘

File Edit View Fovortes Tools Help
o~ v [ @b v Page~ Safety~ Toolsw @@~ [0 o OO
Health

W
3

Welcome Virginia B Harrison

ch

Sea

My Applications

Acronyms & Abbreviations

DRI Adyiso
+ Newer

Important Health Events

- -
eors ¢ Important Health Notifications
Emergency Contacts
Role Lookup Tool @ Posted Priority Kayword Source Audience Description Recipiants
Secure File Transfer 2.0 @ 05/26/2017 Advisory E;:T‘Ss‘mgfs NYSDOH Dr. Zuckers May Physician letter Recipients a,
ServNY @  |0s/252017 Advisory Zike NYSDOH ZIKA VIRUS TESTING AT BIRTH Recipients
05/25/2017 Advisory Zika NYSDOH ZIKA VIRUS TESTING AT BIRTH Recipients
Refresh MY Infectious ‘Webinar Announcement: Candida auris in NYS
Appllcatlons List L DB/DB/2017 Advisory Disease NYSBOH Healthcare Facilities - - Update Recipients
STD, Drug
05082017 Update to Shortage, NYSDOH Health Advisory L]pdﬁte. Bicillin L-A and Recipients
Advise - Penicillin G Procaine Shortages
Syphilis
081052017 Advisory 'MEctious R Update to healihcare faciiies regarding eEEE
Disease multidrug-resistant yeast Candia auris v
Maticnal

Newsroom Highlights...

New Items

Q Search @ Help~

= Print

A Home ~

 § My Content -

SE

FRISCIPTEN IWSNTOAING HESCANM REGISTHT

Visualization
Portal

Qlder +

| osmoror s

05/30/2017  GIS17
0B/30/2017  GIS17

05/23/2017 GIS17

0B/22/2017 it

D Vaccine Storsge and Handling

04/25/2017  05/20/2017 Weekly Influenza Report

Newsletters
MA/DI0 | 05/012017  May 2017 eDistance Learning Communique 1
MA/D10 - Attachment 04/20/2017 - May 2017 Aware Prepare Update
MA/QOS | 04-'05.‘2017. In the Field Newsletter - Spring 2017
MA/OO8

If EDRS is Not Listed in My Applications

To get the link to the EDRS on your My Applicati
needs to assign you to the facility and assign you

ons list on the HCS home page, your HCS Coordinator
r EDRS role. After that facility and role are set-up if you

do not yet see the EDRS link, then click Refresh My Applications List. If the link is still not listed in My

Applications, then you can do the following:

1. At the top of the HCS home page click M

y Content, and then click All Applications.

Updated June 2017
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1 My Comont - ‘.F‘.‘Irl"

Drurmints by Group

Mty Faworites

My Appiications

Al AppEcations I

Mlobale fpis 0

Agfigrn My PaRiwti]
A P pasdword niles
C'li\"l;ﬂ My SROIST Queralinns
Enabis e fgotlen Dasiwerd MBalure
Repor! my user 1D o passwond sEaken

Laan mond about HCS security

Chnange my contact information

LG D Ty {0 ARSI S
Sud windd robes | Foid

Lok up mmy PN

See what organizations | am $Tated with

Qird I IHANS notifegtan Bits | am o

2. Click E to list applications that start with the letter E, and then click the green + sign to the far

18, |Health

right of Electronic Death Registration System.

o Eg;‘{g“.ﬁ"e 3 My Content B Print Q Search & Help~
Health Commerce System Applications 2 View Help

R 1o oo« clo] | Lol o=l o] W

Eat Well Play Hard EWPHCCS 7] Q
ECLRS Lab Live Reporting @ Yes

ECLRS Lab Survey 2016 @ Q
ECLRS Lab Trial Reporting @ Yes

El Provider Approval & Due Process Upload SFT 20 @ e
EIFS Claims and Adjustment Data Upload SFT 20 @ Q
Electronic Clinical Laboratory Reporting System ECLRS @ Yes

Electronic Death Registration System EDRS @ Yes |6 I
Electronic Plan Of Correction System EPOC @ e
Electronic Prescribing Waivers @ e
Electronic Proficiency Testing Reperting System EPTRS @ Yes

Electronic Syndromic Surveillance System ES3S @ Yes

Empire Clinical Research Investigator Program (ECRIP) Project Abstract Form ECRIP @ Yes

EMT Certification Search Screen @ Q
Environmental Health Reporting (WebFocus) ‘WebFocus @ e
Environmental Laboratory Approval Program ELAP @ Yes

Environmental Public Health Tracking Secure Portal EPHT @ e
EPI Problem Alerts @ Yes

e o e . o e =
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Regular HCS Sign-In Page — Bookmark It

After you have activated your HCS user account, you will go to the regular sign in page instead of going

to the activation page: https://commerce.health.state.ny.us/public/hcs _login.html

Bookmark that page in your Internet browser for your future convenience.

.

e' = ‘4. https://commerce.health.state.ny.us/public/hes_login.html L-ac ” 4l Log on to the Health Com... ‘ |

File Edit View Favorites Tools Help
- v [ @ v Pagew Safetyv Toolsv i@+ [ F ML

2 Services News Government Local

PLEASE LOGIN TO BEGIN USING THE HEALTH COMMERCE SYSTEM (HCS)

ﬁf‘f"* Health
STATE | Commerce
" | System

User ID
User 1D
Password

Password

the permanent removal of your account.

Forgot your password? @ Forgot your user ID?

Lic. Med. Prof.

A\ site Policies/Terms of Use Important Site Motices

Syst=m Requirements

Services

HCS Login

The sharing of user accounts is strictly forbidden. Repeat offenses may result in

Agencies App Directory Counties Events

Location Translate

Programs

Updated June 2017
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